Bayside Council

Serving Our Community

MEETING NOTICE

A meeting of the
Risk & Audit Committee
will be held in the Level 2 Conference Room,
Administration Centre, Rockdale
on Thursday 28 November 2019 at 6.30pm

AGENDA
ACKNOWLEDGEMENT OF COUNTRY
Bayside Council respects the traditional custodians of the land, elders past, present
and emerging, on which this meeting takes place, and acknowledges the Gadigal and
Bidjigal Clans of the Eora Nation.
APOLOGIES
DISCLOSURES OF INTEREST

MINUTES OF PREVIOUS MEETINGS

4.1 Minutes of the Risk & Audit Committee Meeting - 22 August 2019 ......... 3
4.2 Minutes of the Extraordinary Risk & Audit Committee Meeting - 24
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REPORTS

External Audit (Manager Finance)

5.1  Audited 2018-19 General Purpose Financial Reports and associated
schedules and Project 2020 Update ........ccoooeeeviiiiiiiiiiiii e 12

Internal Audit (Internal Auditor)

5.2  Final Development Assessment Audit RepOrt..........ccccccvvviiiiiiiiiniinnnnnn. 24
5.3  Final Events Management Audit REPOI...........ccooviiiiiiieieriiiieee e, 53
5.4  Fleet and Plant Audit Report - with Management Comments................ 94
5.5 Internal Audit Recommendations - verification of implementations of
outstanding recommeNndations. ............uuiiiieeeiiiiia e 153
5.6 ICAC Operation Ricco - Verification of Implementation of Outstanding
ReECOMMENAALIONS.....uuiii e e e e e 206
5.7 Internal Audit Program - Progress & ReVIEW.............cccevvvviiiiiiiiiiiinnnn, 222

Quality Management (Manager Finance)
Nil.

Risk Management (Manager Governance and Risk)
5.8 CONFIDENTIAL - Risk Management OVEIVIEW ............ccccvvvvvrvneeeennnn. 227
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Legislative Compliance (Manager Governance and Risk)
NIL.

Performance Management (Manager POC)
NIL.

External Accountability (Manager Finance)
NIL.

6 GENERAL BUSINESS

7 NEXT MEETING

Meredith Wallace
General Manager



Bayside Council

Serving Our Community

Risk & Audit Committee 28/11/2019
Item No 4.1

Subject Minutes of the Risk & Audit Committee Meeting - 22 August 2019
Report by Fausto Sut, Manager Governance & Risk

File SF19/211

Officer Recommendation

That the Minutes of the Risk & Audit Committee meeting held on 22 August 2019 be
confirmed as a true record of proceedings.

Present

Jennifer Whitten, Independent External Member
Lewis Cook, Independent External Member
Barry Munns, Independent External Member
Catriona Barry, Independent External Member
Councillor Liz Barlow

Also Present

Councillor Dorothy Rapisardi

Michael Mamo, Acting General Manager

Fausto Sut, Manager Governance & Risk

Matthew Walker, Manager Finance

Natasha Balderston, Coordinator Risk & Audit

David Nolan, Director Financial Audit Services - Audit Office of NSW
Cate Trivers, Project Manager — Project 2020

Kristina Forsberg, Manager People & Organisational Culture

Mark Cleland, Manager Information Technology

Antoinette Naudi, Co-ordinator Financial Accounting

The Chairperson opened the meeting in the Level 2 Conference Room at 6.35pm.

1 Acknowledgement of Traditional Owners

The Chairperson affirmed that Bayside Council respects the traditional custodians of
the land, elders past and present and future leaders, on which this meeting takes
place, and acknowledges the Gadigal and Bidjigal Clans of the Eora Nation.

2 Apologies

The following apologies were received:
Councillor Scott Morrissey

Meredith Wallace, General Manager
Jeremy Morgan, Manager City Infrastructure

ltem 4.1 3
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3 Disclosures of Interest

There were no disclosures of interest.

4  Minutes of Previous Meetings

4.1  Minutes of the Risk & Audit Committee Meeting - 23 May 2019

Committee Recommendation

1. That the Minutes of the Risk & Audit Committee meeting held on 23 May 2019
be confirmed as a true record of proceedings.

2. That the list of outstanding actions be updated:

Responsible

Item aaifely Officer

Outstanding . . . .
22/11/18 An annual report of the Risk & Audit Committee will be

5.1 prepared for the February 2019 meeting. Committee Chair

23/05/19 A report come back to the Committee’s November 2019 Manager,
6.1 meeting on Council’s Legislative Compliance Framework. Governance & Risk

22/8/19 The Committee be notified at the time the full financial

5.2 statements for 2018/2019 are sent to the NSW Audit Office. Manager, Finance

A report come back to the Committee in six months on the
22/8/19 effectiveness of the recommendations of the Rates

5.4 Management Audit in achieving the identified key
improvements.

Manager, Finance

A report come back to the Committee in six months on the
progress in implementing the improvements of the Fraud and
Corruption Audit.

22/8/19
5.6

Manager
Governance & Risk

The Committee meeting schedule be reviewed to ensure

future meetings are held on the 4™ Thursday in the month to ganager, & Risk
be held. overnance is|

22/8/19
6.1

22/8/19 That a report come back to the Committee with the

6.2 replacement audit for the deferred Asset Management Audit. Internal Auditor

ltem 4.1 4
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5 Reports

5.1

Outstanding ICAC Actions Update

Committee Recommendation

That the status of implementation of Council’s management progress towards
finalising the implementation of the Operation Ricco ICAC Action Plan be noted.

5.2

Project 2020 Update

Committee Recommendation

1

Item 4.1

That the updated Project 2020 Project Status Report as of August 2019 and
notes the major P2020 milestones, project risks and mitigations be received and
following in particular noted:

a The 2017/18 Financial Statements are with the OLG but the Rating Return
audit remains in progress with the audit certificate outstanding.

b The 2018/19 Financial Statements are due to be submitted to audit on 23
August 2019.

c The High Risk rating for the remediation of the Assets including Land
Improvements and Other Structures remains due to ongoing quality
assurance and timeframes.

d High Risk rating continues in IT due to a number of new system
implementations in 2018/19 not yet having been subjected to audit.

e Action plans are in place and risks being managed with additional
resources from professional firms to support quality and timeframes.

That it be noted that the NSW Audit Office has provided the Draft Annual
Engagement Plan (draft AEP) on 11 August 2019 (refer Attachment 3) advising
the proposed audit approach and dates for the audit program, which includes
significant detailed testing to source transactions and an estimated audit cost of
$500,000.

That it be noted that the timeframes in the NSW Audit Office draft AEP align with
the P2020 project plan and the 2018/19 financial reporting timetable to finalise
the audit in a timeframe which allows Council to meet the statutory reporting
deadlines.

That it be noted the major P2020 Project risks and mitigations (refer
Attachments 1 and 2 in the report).
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5 That it be noted that the status update provided in attachments 4, 5 and 6 to this
report for the actions related to the:

- 2016/17 interim audit management letter
- 2016/17 final audit management letter
- 2017/18 interim IT audit management letter

6 That the status of actions reported in attachments 4, 5 and 6 of the report, and
the validation to be undertaken by Internal Audit, be noted.

5.3 Final HR Management Audit Report

Committee Recommendation

That the final HR Management audit report be received and noted.

5.4 Final Rates Management Audit Report

Committee Recommendation

That the final internal audit report on Rates Management be received and noted.

5.5 Final Accounts Payable Health Check Report

Committee Recommendation
1 That the final health check report on Accounts Payable be received and noted.
2 That the Risk & Audit Committee receives a report back on the effectiveness of

the interim measures implemented to monitor the segregation of duties within
the TechnologyOne user access for the Finance and Procurement modules.

5.6  Final Fraud and Corruption Framework Audit Report

Committee Recommendation
That the following be received and noted :
1 The final Fraud and Corruption Framework audit report.

2 The Fraud and Corruption Strategy.

ltem 4.1 6
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5.7  Audit Plan 2018/19 and Outstanding Audit Recommendations -
Progress Report

Committee Recommendation

1 That the progress made on the remaining four audits planned for 2018/19
received and noted.

2 That the status of recommendations which are outstanding and those which
have become due since the last Risk and Audit Committee meeting be noted.

3 That it be noted that Internal Audit will test, and report back to the Committee, to

verify those recommendations reported by the business areas as implemented
or completed.

5.8 Risk Management Overview

Committee Recommendation
That the following be received and noted:

1 The action taken in respect of each of the recommendations and improvement
areas in the final Continuous Risk Improvement Program (CRIP) Audit Report.

2 The review of the Risk Register.

3 The report on the Liability Claims Performance.

6 General Business

6.1 Committee Meeting Times

The Committee’s preference was that meeting times be consistently held on the 4™
Thursday of the month in which the meeting falls.

6.2 Deferment of Asset Management Audit

The Committee was advised by the Internal Auditor that the Executive Committee had
agreed to defer the forthcoming Asset Management Audit for 12 months. The

deferment was due to the current workload and work being undertaken in this area. A
report would be presented to the next meeting with a replacement audit.

Item 4.1 7
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7  Next Meeting

The next meeting will be held in the Level 2 Conference Room at the Bayside
Administration Centre, Rockdale, 6.30pm on Thursday, 24 October 2019.

The Chairperson closed the meeting at 8:25 pm.

Attachments

Nil

Item 4.1



Bayside Council

Serving Our Community

Risk & Audit Committee 28/11/2019

Item No 4.2

Subject Minutes of the Extraordinary Risk & Audit Committee Meeting - 24
October 2019

Report by Fausto Sut, Manager Governance & Risk

File SF19/211

Officer Recommendation

That the Minutes of the Extraordinary Risk & Audit Committee meeting held on 24 October
2019 be confirmed as a true record of proceedings.

Present

Jennifer Whitten, Independent External Member

Lewis Cook, Independent External Member (via telephone hook-up)
Catriona Barry, Independent External Member

Barry Munns, Independent External Member

Councillor Liz Barlow

Councillor Scott Morrissey

Also Present

Councillor Dorothy Rapisardi

Meredith Wallace, General Manager

Michael Mamao, Director City Performance

Fausto Sut, Manager Governance & Risk

Natasha Balderston, Internal Audit

Matthew Walker, Manager Finance

David Nolan, Director Financial Audit Services - Audit Office of NSW

The Chairperson opened the meeting in the Level 2 Conference Room at 6.40pm.

1 Acknowledgement of Country

The Chairperson affirmed that Bayside Council respects the traditional custodians of
the land, elders past, present and emerging, on which this meeting takes place, and
acknowledges the Gadigal and Bidjigal Clans of the Eora Nation.

2 Apologies

There were no apologies received.

Iltem 4.2 9
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3

Disclosures of Interest

Barry Munns declared a Less than Significant Non-Pecuniary Conflict of Interest in Iltem
4.2 on the basis that in a professional capacity he was asked separately by two of the
tenderers for the audit services contract with Bayside Council to be a referee. He
declined both requests and also made them aware that he was not part of Bayside
Council's tender selection process. In the circumstances and as the Item is for notation
only, no further action was needed.

Reports

4.1 Draft 2018-19 Financial Statements

Committee Recommendation

1 That the attachment/s to this report be withheld from the press and public as
they are confidential for the following reason:

With reference to Section 10(A) (2) General of the Local Government Act 1993,
the attachment relates to the matters in this report are confidential, as it is
considered that it is in the public interest that they not be disclosed to the public.
In accordance with the Code of Conduct, the matters and the information
contained within this report must not be discussed with or disclosed to any
person who is not a member of the meeting or otherwise authorised.

2 That the Risk & Audit Committee receives and notes the update from its Auditor.

3 That the Risk & Audit Committee notes that the draft 2018-19 financial
statements are to be tabled at the Council meeting 13 November 2019 for
Council to resolve to sign a revised statement by Councillors and Management.

4 That the Risk & Audit Committee notes that if there are any material changes to

the draft 2018-19 financial statements as result of audit, that this will be
identified in a report to a future meeting.

4.2 Tender - Internal Audit Panel - Evaluation

Committee Recommendation

That the report be received and noted.

4.3 Revised Risk & Audit Committee Meeting Schedule for Financial
Year 2019/20

Committee Recommendation

That the revised meeting schedule for the remainder of the Risk & Audit Committee
meetings for financial year 2019/20 is received and noted.

Iltem 4.2 10
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5 General Business

5.1 Scheduling of Audit Reports

Committee Recommendation

That Internal Audit provide suggestions on how to manage the volume of reports being
presented to the Committee to ensure appropriate consideration and discussion.

6  Next Meeting

The next meeting of the Risk & Audit Committee will be held in the Level 2 Conference
Room of the Administration Centre at 6.30pm on Thursday, 28 November 2019.

The Chairperson closed the meeting at 7:45 pm.

Attachments

Nil

Iltem 4.2 11



Bayside Council

Serving Our Community

Risk & Audit Committee 28/11/2019

Item No 5.1

Subject Audited 2018-19 General Purpose Financial Reports and associated
schedules and Project 2020 Update

Report by Matthew Walker, Manager Finance

File F19/790

Summary

As advised at the Extraordinary Risk & Audit Committee meeting Council had at the request
of its auditors had lodged an extension request for the lodgement of the 2018-19 Audited
General Purpose Financial Reports and associated schedules. Council has received
notification of an approved extension till 30 November 2019. Council resolved to sign the
statement by Councillors and Management at the Council Meeting held 13 November 2019
(copy attached).

At the time of writing this report the audit was in the process of winding up and it is expected
that Council will have the audit opinion and reports to enable lodgement in accordance with
the approved extension. A supplementary report will be issued closer to the meeting.

The Audit Director, Mr David Nolan, will be in attendance at the meeting to provide the Risk
& Audit Committee with an overview of the audit and the audit opinion.

An update on Project 2020 will be provided to the Risk & Audit Committee at the meeting,
which will outline the focus for 2019-20.

Officer Recommendation
1 That the Risk & Audit Committee receive the update from the Audit Director.

2 That the Audited 2018-19 General Purpose Financial Reports be referred to the
December 2019 Council Meeting.

3 That the Risk & Audit Committee Chair make a presentation on the Audited 2018-19
General Purpose Financial Reports at the December 2019 Council Meeting.

4 That the Risk & Audit Committee members are invited to attend the December 2019
Council Meeting.

5 That the Risk & Audit Committee receive and note the update on Project 2020.

Background

As advised at the Extraordinary Risk & Audit Committee meeting Council had a request its
auditors had lodged an extension request for the lodgement of the 2018-19 Audited General
Purpose Financial Reports and associated schedules. Council has received notification of an
approved extension till 30 November 2019. Council resolved to sign the statement by

ltem 5.1 12
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Councillors and Management at the Council Meeting held 13 November 2019 (Copy is
attached).

At the time of writing this reports the audit was in the process of winding up and it is expected
that Council will have the audit opinion and reports to enable lodgement in accordance with
the approved extension. A supplementary report will be issued closer to the meeting.

The Audit Director, Mr David Nolan, will be in attendance at the meeting to provide the Risk
& Audit Committee with an overview of the audit and the audit opinion.

Project 2020 Update — 2019-20

Whilst the 2018/19 Financial Statements and audit have progressed Council has already
commenced significant work in 2019/20 to continue to embed business processes and
controls and improve financial management.

The goal of returning to the standard financial management calendar cycle now allows the
Bayside Management and Finance Teams to manage the current financial year within the
year of reporting. The focus will be on addressing any audit issues identified within the
2018/19 audit and will continue to focus on achieving an unmodified audit opinion in 2019/20.
This outcome remains dependent on Council receiving an audit opinion on 2018/19. The
timelines will target meeting all statutory reporting deadlines with continued focus on quality.

Focus areas in 2019/20 will be to continue to:

= Improve Asset Management including quality of asset information, asset verification and
revaluations, and improved interim processes and reporting.

= Embed financial reporting and month end processes for all reconciliations.

= Embed policies and business process and controls across all governance and finance
functions.

= Maintain and improve IT control environment and risk manage new systems and
upgrades.

= Embedding Council’s values and ensuring staff are informed about security, and regular
updates on fraud and corruption awareness

Details per work stream are included in the attachment.

Progress on Audit Issues

As part of P2020 Council has focused on remediating the audit issues leading to the
Disclaimer of audit opinions on the 2016/17 and 2017/18 Financial Statements. These were
included in the NSW Audit Office management letters to which Bayside Council has provided
management response and implemented actions to address recommendations:

= 2016/17 interim audit management letter
= 2016/17 final audit management letter

= 2017/18 interim IT audit management letter

Overall there are 128 actions, of which 103 have a status of completed, 2 have a status of
superseded, 22 are in progress and 1 has not yet commenced. The actions in progress
mainly reflect dependency with the TechnologyOne project which is in progress and due for
implementation in July 2020.

ltem 5.1 13
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Attachments
1 Signed Statement by Councillors and Management .
2 Project2020 Update by workstreams I
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Financial Statemants 2019 I
Bayside Council

General Purpose Financial Statements
for the year ended 30 June 2019

Statement by Councillors and Management
made pursuant to Section 413(2)(c) of the Local Government Act 1933 (NSW) (as amended)

Bayside Councils financial reports for 2016/17 and 2017/18 received a disclaimed audit opinion from its auditor,
Awdit Office of NSW. Council has completed significant work 1o address tha underlying issues behind the
disclaimer, inclyding the implementation of internal control envirenment, royalumion of a number of asset
classes and re-estimation of employee leava entitlements. Howeaver this work was focused on the correction of
balances as al 30 June 2019 and could not cofract the issuss of the past, which are inciuded in the opening
batances, the reported opserating result and cashflows.

Bayside Council has developed a detailed action plan to address the ongoing audit opinion and the 2018/19 1
financial reports have been prepared in accordance with the plan. ’

The attached General Purpose Financial Statements have been prepared in accordance with:

« the Local Govamment Act 1993 (NSW) (as amended) and the reguiations made thereunder,

« the Australian Accounting Standards and other proncuncements of the Austrafian Accounting i
Standards Board
« the Local Government Cods of Accounting Practice and Financial Reporting.

To the best of our knowledge and belief, these financial statements;

« prasent fairly the Council's financial position as at 30 June 2019,

« accord with Council's accounting and other records.

We are not aware of any matter that would render these statements false or misleading in any way.

Signed in accordance with a resolution of Council made on 13/11/19,

—
= \\_;:.Z.S_'-—'{ -'\-40."-!-&2. : i it
Joe Awnda N

Mayor Coul

131119 1371119

AMepedSit Avatiace Lo B

Mevedith Wallace Matthew Walker
General Managar Responsible Accounting Officer
131119 131119

poge 2
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P2020 Project Status - Update by Work Stream — November 2019

*Risk ratings have been assessed based on the cnteria used to assess audt nisks in the NSW Audit Management
nisk framework recommended as best practice for Councils

WBS 1.2 Financial Statements - 2018/19

Current Status: In Progress — Off track — At Rusk

Consequence ~ Very High: Likehhood ~ Likely;

Overall Risk Rating: Overall Risk Assessment — High

2018/19 Interim Andit Management Letter - TBA
Audit clearance meeting ~ by 30 November 2019 (TBC)

Audit Office 1ssues Engagement Closing Report — by 30 November 2019,
Extraordinary Council Meeting to refor to Audit ~ by 30 November 2019.

Next Milestone/s: Audit Office

Submission of 201819 Financial Statements to the Office of Local Government ~
by 30 November 2019,

The Audit Opinton and final Statements will be reported to the December
Council meetmg (subject to recerving audit opimon)

Project Status Update

WBS 1.2 Financial Statements 2018/19 are reported as In Progress — Off track — At Risk due to time delays
i finalising the audit

The project team consists of the Bayside Council's Finance Business Unit reflecting this 1s core operations
for the business unit and has been supplemented with professional accounting services to focus on ongoing
unprovenient to quality and assist in teeting timeframes

The P2020 Project Plan reflects the NSW Audit Office revised timeframes for final audit to be completed
by 30 November 2019.

Background: The NSW Audit Office issued the Draft Audit Engagement Plan (AEP) 5 July 2019 and
Engagement Information Request. The Draft AEP signalled a significant audit program at an estimatad cost
of $500,000 to Bayside Council rate payers. Management have met with the Director of Audit on a number
of oceasions betwaen July and November, including having the Director of Audit attend Executive
Briefings to update Management and the General Manager on the progress of the audit.

The Audit program and timeframes represented a significant nisk for finalising the audit in accordance with
the statutory reporting tuneframes. To mitigate that nisk Council staff and resources concentrated on quality
of reconcihations and supportmg audit work papers to be subnutted to audit on time to support an tunely
and efficient audit process.

The 2018/19 mterim audit commenced in late June 2019 md concluded in July 2019 Council has
requested the interim audit management letter to be ssued as soon as possible to ensure any 1ssues raised
can be considered prior to the submission of the 2018/19 Financial Statements on the 26 August 2019. No
nterim audit management letters have been received i relation to the 2018719 audits.

Project dependencies have run across all work streams: WBS 2 Asset Management, WBS 3 Employee
Leave Entitlements (ELE) and Payroll, WBS 4 IT. and all business unit’s financial management. Each
P2020 work streams has had responsibility for remediation of audit issues, mamtenance of mternal controls,
and completion of quality analysis and reconciliations for the 2018/19 year end.

Item 5.1 — Attachment 2 16
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The WBS 1.2 Financial Statements team is dependeat on the quality of the monthly reporting and
reconcaliation and analytical review controls and quality of postings from financial sub-systems

The monthly reporting and reconcthation process were embedded and improved 1 2018/19 and where a
key focus for the quality and completion of the year end reconciliations and work papers. Additional
professional accounting services have been engaged to support the finance team to address ssues, conduct
quality assurance reviews, and unprove quality of audit work papers,

P2020 utilises a number of checkpomt meetings to review progress and for management to review quality
For the audit phase a complete log of all audit requests has been mawtamed  order to ensure the quality
and tumeliness of Council’s responses to audit quenes. The audit process has been extensive.

Key Risks being managed include:

Risk Category

Risk Mutigation Actions

Quality — Comgplex and material aucit | Various, refer management of Audit Issues High
Remediation of 1ssues — Assets. [T and
Aundit Issues Employee Leave
Entitlesnents.
Quality - Data Controls over quahity of Fmance addressing wdentfied sssues m Pathway | Hagh
Integrity postings and transfer of data | and Authonity mapping to Technology Oune.
between systems. Resolved — In 2018/19 the Authority systenss
Two Operating nugrated to TechnologyOne
envirotments. Authority
and Patlways for Revenue
mxl Banking posting fo
Technology One
Quality — Data New System POC ~Refer WBS 3 Payroll post High
Integrity unplemnentation — Ichns mplementation review and reconcihiation
mterfacing ( lly) to pr w conjunction with Funance
General / Project Ledgers. Identified costmg wssues to be comrected.
Post Implementation Review to be finalised by
31 March 2019.
Quality — Data New System IT ~ Refer WBS 4 addressag change contvols | High
lm -c -“v and venfi of data nugr 14 £ind
of Authornity to Pathway. Pathway & Authority magping to be addressed.
(2018/19). Resolved — In 201819 the Authonty systems
migratad to Pathway.
Quality — Audit Reconciliations and audst Finance — Month end and year end High
Working Papers wotk papers are of reconcilintion processes and analytical review.
msufficient qualsty and Addi 1 I profe 1 acc ng
ledger balances are not services have been enpaged 10 meet timefi
comectly stated. and improve quality of reconciliations and
working papers, and reviews
Quality ~ Audit Asset Management Vanous ~ Refer WBS 2 Asset Management. Hagh
Working Papers — | Reconciliations and audst P2020 Checkpoints on Asset Management with
Assets work papers are of focus on improving quality of asset
msufficient quality and apital and audst 1sue remediabion.
ledger balances are not Material issue ~ Timeframe for the valuation of
correctly stated the Land Improvements and Other Structuze
Asset Classes Management conducted
peniodic checkpoints and quality assurance
processes over the quality of asset wfc

Item 5.1 — Attachment 2
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Risk Category

Risk Mirigation Actions

Year End Timstable updated for revised
timeframe.

Add 1 1 profe 1 techaucal asset
management advisory services were engaged 1o
meet timeframes and mmpeove quality of
reconciliations and working papers. and
reviews

Overall Risk
Assessinent

Timseframes

Andit tumeframes wall lisst
management s ability to
respond 10 andit 1ssaes in
the cntical path

Finance addressang quality of work papers and
accounts to be prepared m accordance with year
end tuwetable and levels of resourcing withun
the Fiamce Business Unst

Additional | professional accousniting
services have been engaged 10 meet timef

and improve guality of reconciliations and
wotking papers. and reviews.

High

Item 5.1 — Attachment 2
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WBS 2 Asset Management

Current Status: In Prograss — Off track — At Risk

Consequence — Verv High: Likelihood — High,
Overall Risk Assesament — High

Receive the 2018/19 Audit Opinson — related to Asset Management — TBA
November 2019

Next Milestone/s: Address any Audit Recommendations arising from the 201819 Audit - TBA
Continue to address Audst Issues

Fualise 201920 Asset Venification and Valuation processes — 30 June 2020

Overall Risk Rating:

Project Status Update:

Overall the WBS 2 Asset Management work stream 1s reported Off track ~ At Rusk to final milestones

The emerging issues placing the project at risk and 1mpacting the next milestone relate to:
1. Quality and timehness of responses to audit,
2. Qualty and Completestess of the Asset Management wformation — capitahsation and Fixed Asset

Register

To mutigate thess issues staff remawn focused on responding to audit queries which are all logged and
reviewed. At this stage the NSW Audit Office have not issued the audit opuon and so the outcome
remains unclear.

Durmg 201819 Council has continued 1o operate the asset Fixed Asset Register outside of TechnologvOue
and implemented an access database to support the controls and inprove quality of the capstalisation
process. Work contmues to unprove this interim measure.

The Land Improvements and Other Structures identification and valuation process represents HIGH RISK
to P2020 objectives, Falure to achieve either completeness. quality or tuneframes will potentsally result in
the continuation of the disclauner of audit opumon or modifications to the audit opinion (5.e qualification).
To manage this nsk, the engagement with the vendor includes various checkpoints and management
complete quality assurance and seek to engage the audit office m review of process and data quality at the
mtesim aucht

Delays in finahising the 2017/18 Asset capitalisation delayed mtemal resources commencing on the 201819
Asset capitalisation and documentation of policies and workang papers, with the asset capitalisation process
commencing Apni 2019 and finalising in August 2019,

Weekly checkpoint meetings with the Director City Futures and kay asset managers have been conducted to
momitor nsks and progress of addressing all asset related wsues and finalising the asset movements for
201819 Additional asset technical advisory services have been secured to support the delivery of P2020
deliverables. Overall, management confinue to commit resources to achieve the P2020 tuneframes and
quahty requarements

Asset quality assurance was completed, with significant mtemal resources and additional asset techascal
advisory services engaged to support the Asset Management project work stream teans,

The RapidMap engagement on Land Improvements and Other Structures pow referred to as Recreation
Assets 1s tracking on track to deliver data by 9 August and valuation by 15 August.

1n the previous quarter, the following assat related policies and procedures have been developed and wese
adopted by the Executive on the 25 July 2019 and have been applied for 2018/19:

1. Interim Asset Capitalisation Policy

2. Asset Accounting Procedures

3. Asset Accounting Manual

Item 5.1 — Attachment 2 19
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In akdition to the above the Audit [ssues raised in the 2016/17 Audit Manngement Letter have continued to
be remediated (refer Audit Issues Update below).
At time of reporting the audit has not concluded so outcomes cannot be determined.

Key Risks being managed include:
Risk Category Risk Mitigation Actions ”\.‘:J‘::f:tk
Quality — Andit Asset Mapagement ‘arsous — Refer WBS 2 Asset Management High
Working Papers - | Reconciliations and sudut P2020 Checkpomts on Asset Management
Assets work papers are of with focus on improving quality of asset
msufficsent guality and capatalisation and sudit 13sue remechation.
ledger balaces are not Material issue — Taneframe for the valuati
coerectly stated. of the Land Inprovenients and Other
Structure Asset Classes. Managemsent will
conduct persodic checkpoints and quality
assurance processes over the quality of asset
mformation  Year End Tmastable updated for
revised umeframe.
Add 1 -r £ 1 technical
asset management advisory services have
been engaged to meet fr and
unprove quality of reconciliations and
working papers. and 1eviews.
Quality & Land Inprovements & A professional consultancy was engaged to Extreme
Timeframes— Other Structure complete thas project. The engagement with
Audit Issue ident:fs and valy the vendor inchudes vanous checkpomts and | poo e
Remediation ~ does not meet andst quality | management complete quality asswrance and cither
Land md / or timeframes seek to engage the sudit office m review of let
Tmprovements & process and data quality at the mterim audis. quality or '
Other Structures Completed. audit review pending. timeframes will
potentially result
in the
continuation of
the disclaimer of
Timeframes Aundst meframes wall Linut | Asset Managers addressing quality of work High
management’s abilaty o papers and accounts to be prepared m
respond to madit 1ssues m d with d b
the critical path. Additional external profe ! technical
asset management advisory services have
been engagad 10 meet mefy: and
unprove quality of reconcilistions and
working papers, and reviews
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WES 3 Employee Leave Entitiements and Payroll

In Progress — On track

Current Status:

Consequence ~ Very High; Likelihood ~ High;

Overall Risk Rating: Overall Ris} Assessment — High

Receive the 201819 Audit Opinion - related to Employee Leave Entitiements
and Payroll - TBA November 2019

Address any Audit Recommendations ansing from the 201819 Audst - TBA
Fualise IChns Post Implementation Review — 31 March 2020

Next Milestone/s:

Project Status Update

Overall the WBS 3 Employee Leave Eatitlements and Payroll workstream remediated the legacy balances
of employee leave entitlements in the 2018/19 Financial Year. The audit outcomnes are not yet known and
subject to Council receving the 2018/19 Fmancial Statements

Whilst the project expenenced delays subsequent to the onginal plan Council mcreased the level of quality
assurance has been incorporated mto the approach and meluded

. Independent Quality Assurance

o Engagement of external (ntemal audit) to conduct a review of the corrections to the Employee
Leave Enttlements (legacy / audit issues). The brief was to ensure completeness and accuracy
of adjustments, and quality of audit working papers. As a result of these reviews an additional
consultancy has also been engaged to conduct data analysis of ALL employee leave balances
to venfy the completeness of the adjustmeats and identification of any potential misstatements
of employee leave entitlements

. External Consultancy to develop a financial model of the required corrections to Employee Leave
Entitlements

. Extension of archival anangements of former Chris21 mstallations
. Post Tmplementation Review of IChns implementation.

At this stage the IChris Post Implementation Review has not been finahised and 15 now scheduled for
completion by 31 March 2020,

Key Risks being managed include:

Rusk Category sk Rick Mitigation Actions ”\\'“)r:f]uf:::\
Quality Complex and mstenial audit | Varous, refer management of Aucdst [ssues High
Remediation of 1ssues —Employes Leave
Audit Issues Entitlements
Quality - Data New System POC — Refer WBS 3 Payroll post Hizh
Tutegrity implementation — Icheis implementation review and reconciliation

wterfacang (manually) to processes in compunction with Fiance.

General / Progect Ledpers Kleat:fied costing issues 10 be comrected.

Quality work papers evidencing system
1 and data reconcil
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WES 4 IT Management

Current Statas: In Progress — On track

Consequence — Very High; Likelihood — High;

Overall Risk Rating: Overall Risk Ass ent - High

Next Milestone/s:

Fualise IT Audit Issues dependent on TechnologyOne Project — 30 June 2020

Project Status Update:

The IT Workstream has responded to IT related audit 15sues across the respective Andit Management
Letters in particular the NSW Auodit Office Management Letters for the 2016/17 Fmancial Year Audit and
the 2017/18 Interim IT Audit recommendations.

I response to the 2016717 Financial Year Audit Management Letter the IT related recommendations (8)
have been completed with the exception of 2 actions which are dependent on the TechnologyOne Project
and are due to be completad by 30 June 2020 Intenm control measures are m place to manage and mitigate
any nsk.

In response to the 2017/18 Interim IT Management Letter Council identified 22 actions and has completed
19 (as at November 2019). The three remainmg relate to the IChns Post Implementation Review and are
scheduled to be completed by 31 March 2020,

The IT work stream has addressed 1T Secunity Policy and Standards, implementad an IT Change Advisory
Board, managed system migration and the decommisssoning of Authonty, implemented system based
controls, developod and implemented user access processes through the IT Support Desk, lmnted use of
generic user accounts, and conducted reviews of user access

Overall the project remains on track to achieve project outcomes for both 2018/19 and 2019/20 and will
continue to embed the IT Change Advisory and IT Secunty Standards

Key Risks being managed include:

Overall Risk

Risk Category itk Risk Mitigation Actions 2
Assessment

Quality Complex and matenal Varous, refer management of Audit High
Remediation of | auddt issues — Assets, IT | Issues
Audit Issues and Employee Leave

Entitlements
Quality — Data New System POC - Refer WBS 3 Pavroll post High
Integrity unplementation ~ Ichris | implementation review and

interfacing (manually) to | reconciliation procasses in conjunction

General / Project with Finance. Identified costing issues to

Ledgers be corrected
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Risk Category

Quality — Data New System
Integrity implementation —

Migration of Authonty
to Pathway. (201819)

Overall Risk

Risk Mitigation Actions
X Assessinent

IT - Refer WBS 4 addressing change
controls and verification of data
mugration. Identified Pathway &
Authority mapping to be addressed
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Risk & Audit Committee 28/11/2019
Item No 5.2

Subject Final Development Assessment Audit Report

Report by Natasha Balderston, Internal Auditor

File SF19/211

Summary

As part of the 2018/19 audit plan, an audit of the Development Assessment processes and
controls was completed. This was the first of three audits concerning development services
with the other areas being Development Contributions and VPAs. The purpose of this audit
was to assess the adequacy and effectiveness of internal controls within the process and the
level of compliance with Council’s policies, systems, processes and practices.

The audit identified some positive practices and areas for potential improvement.
Recommendations have been made to assist the business area in strengthening their
processes and controls in areas where gaps have been identified. Based on the impact and
consequences of the findings and recommendations, the audit has been rated as Medium
Risk.

The Manager Development Services has reviewed the audit report and accepted fifteen out
of seventeen recommendations. All findings, recommendations and management actions
will be inputted into Pulse for tracking, follow up and verification. Results from the verification
process will be communicated to the Risk & Audit Committee in a timely manner.

Officer Recommendation

1 That the Risk & Audit Committee receives and notes the Final Internal Audit report on
Development Assessment.

2 That the Risk & Audit Committee notes that Internal Audit will follow up and verify the
implementation of the recommendations when they become due.

Background

As part of an overview of Council’'s Development Services area, the first of three audits were
conducted in respect of the development assessment process. The audit was designed to
assess the adequacy and effectiveness of the internal controls in place for the development
assessment process and the level of compliance with Council’s policies, systems, processes,
controls and practices and the requirements of the Environmental Planning & Assessment
Act 1979.

The scope of the review included an examination of the following activities:

1. Pre-lodgement to lodgement
2. Allocation and referrals
3. Assessment
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4, Determination and notification
5.  Administration and reporting.

The audit also assessed the control environment operating within Council. The control
environment, also known as the internal control framework, refers to the overall attitude,
awareness and actions of those charged with governance regarding the internal control
system and its importance to the entity. A survey was conducted with both the Development
Services management team and the Strategic Planning Developer Contributions team.

The audit identified three positive practices that supported good development assessment
practices and controls. These were as follows:

1. The Clearing House is a key control and effective process providing management with
quality assurance and resource allocation for development assessment.

2.  The documented procedures used by the development assessment and advisory
teams, which are currently in draft, are comprehensive, and have good customisation
for staff. These procedures will assist in ensuring consistency of processing and
decision making.

3. Good teamwork and communication within the development assessment and
development advisory service teams was observed, including senior officers being
committed to training new and inexperienced staff.

The audit also identified eight areas for potential improvement (in seven findings) in the
development assessment processes and controls. They were as follows:

1.  Review the current website to provide a more user friendly interface to DA related
processes and assessments. (Finding 1)

2. Upgrade the functionality of the mapping tools for the planners. (Finding 1)
3. Check that high risks for DA’s are identified and documented. (Finding 2)

4, Enhance the customer service experience for applicants, including information
sessions and making sufficient use of pre-lodgement meetings. (Finding 3)

5. Ensure customer complaints and requests are properly registered, actioned and
reported. (Finding 4)

6. Improve the DA assessment process by capturing more detail on inspections,
proactively suggesting pre-lodgement meetings and detailing how fees are calculated.
(Finding 5)

7. Work with the Finance and Customer Services teams to ensure that fee calculations
are accurate and complete. (Finding 6)

8.  Continue to improve the control environment in which the control activities are
operating. (Finding 7)

Internal Audit made seventeen recommendations to strengthen the current development

assessment process and controls. A summary of the recommendations according to the risk
rating is provided below:
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Total recommendations Extreme Medium

As a result, the overall audit has been rated as Medium Risk.

The Manager Development Services has accepted fifteen out of the seventeen
recommendations and has provided a draft action plan to implement the recommendations.
The table below provides a summary of the two recommendations that was not accepted by
the Manager:

REHED Recommendation Management comment
to report

5.1 Council should consider a more proactive Disagree. The current process has been
approach to suggesting pre-lodgement DA | for the DAS team to encourage applicants
meetings and information sessions with to take advantage of the Pre-Lodgement
applicants to ensure that the application process if in their professional opinion that
has a greater chance of meeting the criteria | the applicant would benefit from the
for approval. process. This process is usually

beneficial for high-value complex projects.
It would not be beneficial to do this for all
DA lodgements as the additional cost to
the applicant to undergo this process
would be of little value.

5.3 Council should consider re-designing the Disagree with redesigning the inspection
inspection form to ensure that sufficient form because it is used as a point of
information (including links to photographs reference, not as part of the assessment.
with commentary) and dates is captured However, agree with reviewing the
and filed in TRIM, then enter the Inspection form in its current state and
information into the Pathways. ensuring that this is completed in full
For future consideration, Council could when an assessing officer is on site and
automate the inspection form so that it can | this is then updated into appropriate
be completed online while on site and systems. Further discussions will need to

uploaded with the photos (similar to tablets | take place regarding automation with

used by regulatory and compliance officers tablets etc. The due date for this will be
in other councils). December 2020.

The final Internal Audit report is attached to this report for the Risk & Audit Committee’s
review and discussion.

All findings, recommendations and management action plans will be inputted into PULSE for
tracking, follow up and verification. Results from the verification process will be
communicated to the Risk & Audit Committee.

Attachments

FINAL - Development Assessment Internal Audit Report - October 2019 1
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Bayside Council | n Consult
Internal Audit Report - Development Assessment
Final
29 October 2019
InConsult Pty Ltd
Prepared by  Sue Morrison- Senior Consultant
Reviewed by  Mitchell Morley - Director
Bayside Council - DA Audit Report 2019 - Final Page 1
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Internal Audit Report - Development Assessment

As part of an overview of Council’s Development Services area, the first of three audits, was conducted
on the development assessment process as at June 2019. Follow on audits will be conducted for developer
contributions and voluntary planning agreement functions.

Subject to availability of Council staff, the audits will be conducted in the following timeframes:
Development Assessment — late June; Developer Contributions late July and Voluntary Planning
Agreements in fate August 2019.

Audit Objectives

The audit was designed to assess the adequacy and effectiveness of the internal controls in place for the
development assessment process and the level of compliance with Council's policies, systems, processes,
controls and practices and the requirements of the Environmental Planning and Assessment Act 1979,

Audit Scope

The scope of our review included an examination of the following activities:

* Pre-lodgement to lodgement

*  Allocation and referrals

®*  Assessment

*  Determination and notification

*  Administration and reporting
Audit Timing

The audit planning commenced on 17" June 2019 with a planning meeting, then a review of
documentation forwarded to us in advance of the audit on 20" June. The field work was carried out at
Bayside Council premises between 24™ June 2019 and 26™ July 2019.

A draft report was circulated to management on 12 August 2019 for comment.

Audit Approach

We used a risk-based audit approach to ensure our efforts were focused on higher risk areas. The audit
work involved a review of policies, systems, processes and practices, discussions with management and a
review of relevant documentation. We evaluated processes and controls by sample testing various types

of development applications. See Appendix 2 for a summary of risks and controls.

The audit approach included:
* [nitial planning and scoping of the audit

Bayside Council - DA Audit Report 2019 - Final Page 3
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*  Review of Council policies, procedures, manuals, guidelines, checklists relating to the
development assessment process

*  Conduct of a risk assessment and development of a detailed audit plan
»  Observation and walkthrough of key processes and systems with relevant staff
*  Sample testing of development applications determined since 1 January 2019 representing a

cross section of development types, values, locations and assessing officers.

The audit assessed the control environment that is operating at Bayside Council by conducting a survey
of both the Development Services management team and the Strategic Planning Developer Contributions
team,

We discussed audit findings with Luis Melim, Manager Development Services at an exit meeting on 28
June 2019, We then issued our draft report to management for comment on 12 August 2019,

Summary of Audit Findings

Insights

The review of the development applications from January to June 2019 included some applications which
commenced under the former Rockdale and Botany Councils prior to the amalgamation of the Councils.
A summary of statistics for these development applications is shown in Figures 1 to 4 below.

Figure 1: Statistics from DA Deterimined List fanl9 to June 19
Type of DA Number

™

detesmined Industrial thnd/onm"I
Unclassified (former 1 o8 ]
Batany) 132 3
Subdivisions 4
Residential Single
dwellings 58 :
Residential - 2nd Unclassifiac
Occupancy 18 Resi v {former
Residential Alterations 7 g o
Residential Multi unit 12
Commercial/Tourism 10
Community & Seniors 10
Industrial 7
Mixed/Other 27
Total 349 [k
Baystde Coundil - DA Audit Report 2019 - Final Page 4
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Figure 2; Volue of DA’s Determined fan to june 2019

InfConsult

toa'ed

SValue | Number [r
of DA determined
> $30M 4

> S5M 12
>51M 22
>$500K 36
>$250K 37
>5100k 47
>525K 39

>51 36
SO/TBA 116
Total

DA’s 349

Value of DA's

A

Figure 3: DA Determinations fan to June 2019

Determination Number

App«oved 269 rejected
Refused 30 2%
Withdrawn 29 "‘“"::“"
Rejected 6

Deferred refused
commencement 15 o%

Total DA's e | DA Determination

deferred
commencement
%

approved
TH

Figure 4: Number of Days to Determine DA

Average
time

Under 90
days

Bayside Coundl -- DA Audit Report 2019 - Final
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* 165 Days

* 125 DA's
. 36%
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Positive Findings
*  The Clearing House is a key control and effective process providing management with quality
assurance and resource allocation for development assessment.

*  The documented procedures used by the development assessment and advisory teams, which
are currently in draft, are comprehensive, and have good customisation for staff. These
procedures will assist in ensuring consistency of processing and decision making.

*  The auditor observed good teamwork and communication within the development assessment
and development advisory service teams, where senior officers were committed to training new
and inexperienced staff.

Opportunities for Improvement
The main opportunities for improvement identified during our audit related to:

*  Reviewing the current website to provide a more user friendly interface to DA related processes
and assessments. (See Finding 1, Appendix 1)

*  Upgrading the functionality of the mapping tools for the planners. {See Finding 1, Appendix 1)
®  Checking that high risks for DA's are identified and documented. {See Finding 2, Appendix 1)

* Enhancing the customer service experience for applicants, induding information sessions and
making sufficient use of pre-lodgement meetings (See Finding 3, Appendix 1)

*  Ensuring customer complaints and requests are properly registered, actioned and reported {See
Finding 4, Appendix 1}

* Improving the DA assessment process by capturing more detail on inspections, proactively
suggesting pre-lodgement meetings and detailing how fees are calculated. (See Finding 5,
Appendix 1)

*  Working with the Finance and Customer Services teams to ensure that fee calculations are
accurate and complete, {See Finding 6, Appendix 1)

*  Continuing to improve the control environment in which the control activities are operating. (see
Finding 7, Appendix 1)

The auditors would also like to refer Council to the recommendations in the recently released report from
the NSW Auditor General, “Development assessment: pre-lodgement and lodgement in Camden Council
and Randwick City Council 20 JUNE 2019 * Bayside Council has some of these controls already in place,
such as the clearing house process and conducting a customer satisfaction survey. However, there are
other areas noted in the Auditor General's report where improvements could be considered.

In total, we made seven (7) findings and identified 17 recommendations for improvement. The importance
of these can be summarised as follows:

Bayside Council - DA Audit Report 2019 - Final Page 6
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In determining the importance of each recommendation, we used the following rating scale:

Recommendation Rating Scale

Key controls are not in place around a critical business function which is
exposing Council to substantial risk. Immediate remediation action needed to
bring controls to acceptable standards.

Significant control exposure was noted that could result in significant financial
or reputational loss. Short term attention/review is required.

| Isolated control gaps were noted, which if not addressed may in future lead to
significant exposure.

Minor control gaps and/or longer term opportunities for improvement were
noted.

Appendix 1 contains detailed findings in relation to those areas where we identified opportunities for
improvement,

Overall Audit Conclusion

In our opinion, the audit revealed that the development application and assessment process is effectively
controlled and complies with Council’s policies, systems, processes, controls and practices and the
Environmental Planning and Assessment Act 1979. The overall risk is considered to he medium for
development assessment. The audit does not provide assurance on individual technical determinations.
Coundl is encouraged to continue with the reforms already initiated to improve the processing and
assessment of the development applications.
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Appendix 1: Detailed Findings

Finding 1

Improve information management for development assessment.

Risk Identified

Inaccurate or incomplete information, or inefficient information management could lead to inefficiencies in processing, poor
decision making, or non-compliance with the Act and Council policies and procedures.

Information on Council website and mapping tools may be inadequate resulting in incomplete applications or inefficient
operations.

The E-lodgement process is currently being developed by the Dept. of Planning (DoP). Staff note that it is a slow process,
involving many stakeholders, including negotiation with the software suppliers for the proprietary systems currently being
used, Bayside Council is represented at the stakeholder consultations by one of the Development Coordinators,
Improvements suggested for integration of the systems and the proposed interface is managed through this process. Council
needs to ensure that it has its “back office” in order to ensure that the transition to electronic lodgement is seamless,

Bayside Council still has some legacy issues as a result of the council amalgamation, including the merging of information
management systems, Some issues remain with the numbering of DA's which can still resuit in confusion for staff and the
public in finding and tracking them through the existing systems. All new DA’s are consistently numbered and registered, but
the pre-amalgamation DA’s could have several registration numbers/syntax.

It was observed that the development application and assessment documents are not always in chronological order in ASSESS
JDA Tracker, which can make it difficult to follow and check timing of assessment steps and decisions, It would be good to
upgrade this functionality before the transition to the DoP e-lodgement system,

The Planners and Development Services staff have a high reliance on the mapping and layers in the Intramap system to
identify the information required for assessing the development applications and advising the applicants. The current
mapping tool is “clunky” and inefficient and some of the information, such as boundaries are now outdated and have to be
checked and cross referenced. This is not efficient and there is a risk that important information may be missed while
assessing the DA’s, Planners believe that usability would be improved by having their own “layer “of the map with relevant
screens and data preloaded, so they don't have to click through and guess where all the relevant layers and data are stored
then displayed.

Bayside Council — DA Audit Report 2019 - Final Page 8
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It was observad that while the information on Councit's website refated to development applications was comprehensive and
detailed, there is a risk of information overload and some information was hard to find. It is acknowledged that it can be a
challenge to provide a balance between excessive detail and sufficient information. There were no dates on the website
information, so the currency of the information could not be checked, A review of how other councdils present their
information on their website may be of assistance and provide options for improving the user friendliness of the website.

At the time of the audit, the Clause 4.6 {SEPP 1) registers were difficult to locate and had not been updated on the website
since March 2018. This was amended immediately by the Development Services staff.

Agree with recommendation, This has been tasked to Coordinator E-Planning & Development Referrals to investigate e lodgment

through DoP portal or pathway module and other options.

Services

11 Council should prioritise system and process enhancement to ensure careful | Medium | Manager Development | 30 June 2020
integration of all DA related systems to the proposed e-lodgement process Services
being controlled by DoP

12 Council should ensure that website information related to DA’s is checked at Me&ln Manager Development | 31 December 2019
least annually to ensure information is current and that it is user friendly. : Services
The C14.6 (former SEPP 1) register should be updated every 3 to 6 months.

13 Council should investigate and budget for an upgrade of the mapping tool to | Medium | Manager Development | 30 December 2020

12

Agree with recommendation. This has been tasked to Customer Relations Analyst who will review the information on the website & DAS

Coordinator will ensure updates are made to website.

13

Agree with recommendation, This has been tasked to Manager of Development Services to engage with Spatial Information team to

discuss the development of a Development Services layer/s and the owner of the information and its correctness.

Bayside Council — DA Audit Report 2019 - Final
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Finding No.2 Manage risk of potentially inconsistent determinations and contentious development applications.

M Assessment practices may lead to inconsistent application of development requirements, resulting in inappropriate approvals.
Identified Where incorrect or inconsistent assessments are not identified before DA is finalised and signed off, there is a risk of potential

legal challenge.
Summary of Development Servi aff h i about 7 d i isk his hi
Findi ces st ave Ongoing concerns the perceived and actual consistency of decisions. This is the highest

potential risk for both compliance, potential court cases and managing Council’s liability. While the new DA’s are vetted
through the Clearing House process, there is not an equivalent review process for monitoring consistency of determinations
for “borderline” applications.

There is a concern that one planner may refuse a DA, while another may approve a similar DA, effectively giving the applicant
a more lenient outcome, thereby exposing Council to criticism and possible legal challenge. An example discussed during the
audit was an application for a subdivision of 2 lots into 5, where other similar DA's had been approved in the same locality, but
the orientation of the block and surrounding area would seem to indicate that this was an overdevelopment.

To address this issue, it is noted that the Manager Development Services holds lunch time seminars from time to time to
discuss assessment approach and planning matters to raise awareness of new or risk related issues for understanding and
discussion by the DA team.

Some other options include regular sharing of technical information and perspectives on DA determinations between the
professional staff, with cross referencing to similar or exceptional matters, and building a body of knowledge of the local area.
This could be done by emailing determinations made in the past month among the planners or having regular meetings to
discuss issues and reasons for determinations, to ensure a consistent approach.

During the clearing house process, potential contentious issues and conflicts of interest are discussed then allocations and
referrals are defined to accommodate this. However, the potential risks and agreed resolutions are not normally documented,
therefore evidence of the discussion may not be available in the event of a challenge to the determination.

Bayside Council — DA Audit Report 2019 - Final Page 10
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21 It is recommended that a monthly meeting be held to update professional staff on Malkln Manager 30 June 2020
potentially contentious issues or higher risk DA's and discuss consistent Development
approaches. Where it is considered a higher risk, these decisions and Services
recommendations should be documented for future reference.
22 It is recommended that where higher risks are identified at the clearing house i Coordinators and 02 December
meeting, a note be added to the dearing house sheet which should be passed on Manager 2019
to staff if appropriate, Similarly, a note should be made of any potential conflicts or Development

21

disclosures of interest, Services

meetings.

Agree with recommendation, This has been tasked to Development Services Coordinators to identify high risks and potential conflicts
disclosure or interest and document it on the clearing house sheet. High risks identified will be discussed at the monthly Business Unit

2.2

meetings.

Agree with recommendation. This has been tasked to Development Services Coordinators to identify high risks and potential conflicts
disclosure of interest and document it on the clearing house sheet. High risks identified will be discussed at the monthly Business Unit

Bayside Council — DA Audit Report 2019 - Final
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Service to Customers and Development Information

Risk Identified

Inadequate information provided to applicants and the public may result in the refusal of the development application and
inefficient operations.

Information may not be appropriately disclosed and retained resulting in reputational damage and noncompliance with the
legislation and Council’s policies.

Lack of access and/or inappropriate level of access to corporate data leading to inefficient and ineffective processing,
monitoring and decision making.

Council is required to assist applicants in lodging an application that has a reasonable chance of being approved. Council must
provide detailed information to the public about all developments lodged and determined to meet its objectives, community
obligations and comply with the legislation. Failure to obtain all information relevant to the application may result in refusal,

Information on Council’s performance, especially in regard to efficiency of DA processing and determination, or for complaint
handling, is difficult to find on Council’s website. Some information is in the Annual Report but does not appear in the website
searches,

The Annual Report 2017/18 notes an objective to “investigate and implement opportunities to improve assessment processing
times for development applications with demonstrated improvement in assessment processing times, and a target of 90% of
Housing DA’s determined within 40 days.” The results indicate that DA turnaround times have steadily improved over the last
12 months, but there are no other statistics or information reported externally.

A Customer Satisfaction Survey was conducted in 2018, however, the report is not on the website. Results indicated best areas
of performance were that respondents indicated they strongly understood the assessment process, the Development Advisory
Service experience was positive, Conditions of Consent were easy to understand, Pre Lodgement Checklist was simple and
easy to complete, and the advice provided at Pre Lodgement phase was relevant to them. The factors that customers valued
the most were fair decisions and being kept informed of the progress of their DA's.

The Customer Satisfaction Survey revealed that the areas where most improvement was needed were that respondents who
engaged with a councillor for resolution rated their experience as poor, they were dissatisfied at the length of time it took for
the assessor to request further information, they were disappointed at the length of time for initial contact, dissatisfied at the
responsiveness of the assessing officer, and dissatisfied at the way in which Council communicated with them throughout the
assessment process,
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The results of the Survey have been assessed by management and reported to the Planning Committee meeting on 24/9/18.
Management has implemented some changes such as the Clearing House process, monitoring planners workioads and
ensuring timely communication with applicants to address these concerns. Council is monitoring progress and has taken the
initiative to conduct this independent audit,

There have been some concerns from the team leader DAS about the degree of cooperation and synergy between the
customer service staff and the DAS team. The Customer Service/DAS area in the foyer at the Rockdale premises is divided into
2 counters, If customers go to the Customer Service counter first, they may not receive the answers to their inquiries they
need and would then have to be directed to queue at the other counter. The physical layout of the customer service and DAS
areas may have contributed to this issue.

There were a few minor errors noted in information input to Pathways including redundant fees and a cheque that was
scanned in unnecessarily. These should be reviewed and amended when identified.

The audit process was hampered and delayed by the inability to access the documents and systems required to complete the
testing. In spite of numerous requests to various staff, the required documents were not produced in a timely manner.

R onduth
‘No. Recommendation Priority Responsible Officer Due Date
31 Council should investigate what other councils are doing for front of Manager 30 June 2020
house customer service and advice including physical layout and capture Development Services
and processing of customer requests. and DAS Coordinator
3.2 Council should consider running a community information session for Manager 30 June 2020
architects and homeowners as per the suggestion in the customer Development Services
satisfaction survey for a ‘Talk to a Planner’ forum. and Coordinators
31 Agree to recommendation. This has been tasked to the Customer Relations Analyst to review setup of customer service areas within
other Councils. Potential options will be discussed with the Manager Development Services and further action will be taken if suitable.
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3.2 Agree to recommendation. This has been tasked to the Customer Relations Analyst to scope sessions. Depending on the scope of these
sesstons, a schedule to deliver these sessions will be put in place.
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Finding 4

Update complaint handling policy and customer requests processing.

Lack of a systematic process for capturing and actioning complaints and requests may result in the escalation of issues leading
to damage to Coundil’s reputation, failure to identify control breakdowns and possible legal action.

The complaint handling guideline for staff is well written, in a manner that staff should find helpful to understand and apply.
Training in complaint handling has not occurred for several years,

The Complaints Policy viewed during the audit was dated 2005, but at the time of the audit, there was no copy on the website,

Due to role confusion, some customer service staff may not be consistently registering inquiries, requests and complaints. The
audit was not abie to find a register of complaints and follow up, but individual examples were sighted. The website provides
for online submission of feedback link and form and process, Audit reviewed the records for May and June (all Council). There
were 29 feedback forms received (both compliments and complaints), of which only 2 minor issues were in relation to DA's.

The audit found that complaints are not systematically registered, tracked and actioned. The CRM module attached to TRIM
does not seem to be used for systematically logging, allocating and tracing all customer reqguests and complaints, The team
leader DAS noted that there are differing approaches to dealing with complaints and customer requests, which has resulted in
ad hoc filing, allocation and monitoring of tasks.

The audit noted that some policies and procedures are still badged as the former Rockdale Council in the electranic document
management system (CM), some docs (CM ref 19/35205. 19/35170) are labeled complaints but are examples of policies that
belong to other organisations and should be properly named.

4.1 Complaint Handling policy should be updated, and a current version made Manager Customer 30 September 2020
available on Council’s website. When the policy is completed, a complaint Service Experience

handling refresher training for customer service and DAS staff should be
implemented within the next 12 months.

42 Council should review its use of CRM/TRIM for registering, classification, Medium | Manager Customer 30 September 2020
referral, tracking, actioning, monitoring, and reparting of customer Service Experience.
complaints, compliments and requests. This includes providing a “triage” of
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phone calls and counter visits, consistent file naming and reporting of
complaint handling.

41 Agree with recommendation, The Manager Customer Service Experience is currently working on this with the Coordinator Policy.

4.2 Agree with recommendation. The Manager Development Services, Customer Relationship Analyst and Manager Customer Service
Experience will work together to review classifications in CRM and best practice of saving these to Content Manager.
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Finding 5 Improving the DA Assessment Process
mw Council may not comply with its obligations for efficient and effective processing of development applications if information is

inaccurate, incomplete or not properly documented,
There is a risk to Council’s reputation if the improvements suggested from the customer satisfaction survey for development

assessment are not actioned
Summary of Bayside Council is still operating 2 systems for capture and processing of DA's originating from the pre-amalgamation entities,
Findings but currently being transferred to one system so all templates are standardised for letters and notifications. The map overiay

in DA tracker helps to indicate current and determined DA’s in an area which mitigates the risk of inconsistency to an extent,
however, the mapping needs to be updated as staff report that some information such as boundaries, is incorrect.

Meetings with applicants are not routinely recommended as a matter of course either at pre-lodgement or during assessment,
nor in requests for further information (e.g. the 14 day or 21 day letters). Audit noted that only 27 DA’s of 311 DA's registered
from January to June 2019 had documented a pre-lodgement meeting.

Where a pre-lodgement meeting has occurred, then a DA s lodged at a future date, there is no link of pre DA meetings with
DA's in either ASESS or Pathways or TRIM. The process relies on the officers to perform a search of the property file to
identify any meetings documented previously to review what has happened or been advised before. There is a risk that
information and advice previously given regarding a DA may be missed. When DA’s are lodged, officers should check if a pre-
DA meeting has been held and link the documentation as pre lodgement meetings do not have the same reference as the DA
file.

The inspection reports reviewed during the audit were considered to be lacking in sufficient detail and important information
such as the inspection date, is not captured in the Pathways or ASSESS systems.

Management advises that the existing DCP's and LEP’s are currently under revision, therefore Council needs to continue to
apply the old instruments and provide input into the development of the new ones,
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51 Council should consider a more proactive approach to suggesting pre- Medium | Manager 02 Dec 2019
lodgement DA meetings and information sessions with applicants to ensure i Development
that the application has a greater chance of meeting the criteria for approval. Services
5.2 Where possible, cross referencing to pre-lodgement meetings should be Manager 30 June 2020
included in the DA file and mapping layer. A note on the DA process checklist Development
would prompt staff to search and note any Pre-lodgement meeting Services and DAS
documentation and include its consideration in the DA assessment process. Coordinator
Council should investigate the possibility of having an automated reminder that
a Pre DA has occurred when the DA is lodged,
53 Council should consider re-designing the inspection form to ensure that i Manager 31 Dec 2019
sufficient information (including links to photographs with commentary} and Development
dates is captured and filed in TRIM, then enter the information into the Services
Pathways. For future consideration, Council could automate the inspection
form so that it can be completed online while on site and uploaded with the 31 Dec 2020
photos (similar to tablets used by regulatory and compliance officers in other
councils).

51

Disagree. The current process has baen for the DAS team to encourage applicants to take advantage of the Pre-Lodgment process if in
their professional opinion that the applicant would benefit from the process, This process is usually beneficial for high-value complex
projects. It would not be beneficial to do this for all DA lodgments as the additional cost to the applicant to undergo this process would
be of little value.

52

Agree with recommendation. This has been tasked to the DAS Coordinator to engage with IT Applications to investigate automation.
Coordinators will check as part of the dlearing house process if a pre DA has occurred and note this on the clearing house sheet for the
assessing officer's information.

53

Disagree with risk rating and redesigning the inspection form because it is used as a point of reference, not as part of the assessment.
However, agree with reviewing the Inspection form in its current state and ensuring that this is completed in full when an assessing
officer is on site and this is then updated into appropriate systems. Further discussions will need to take place regarding automation with
tablets etc. The due date for this will be December 2020.
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Finding 6

Review of development application fees required.

Incorrect fees may be charged resulting in loss of Coundl income.

Summary of
Findings

Approved fees, including indexed developer contributions, are programmed into Pathways at the beginning of the financial
year when the approved fees and charges schedule is adopted by Council.

The audit observed that the DA fee calculation sheet does not contain any calculations and staff just draw a circle around
the categories of fee information listed. However, the calculation itself is not evidenced on the DA Fee Calculation Sheet.
Staff select the fee type evidenced on this sheet and input the fee type, which is automatically calculated in Pathways as the
fees are pre-programmed into the system for each category of fee. The DA Fee Calculation sheet is scanned into TRIM for
review if required.

Planners check values and fees, but this occurs after the fee has been paid. After some initial system access issues, Audit
was able to check the fee determination and calculations and did not find any errors in the sample.

Some fees (such as footpath inspection fees) are raised in Pathways at the time of lodgement of the application but if the
DA is refused or withdrawn, thase fees are no longer applicable, The audit found some examples where the fee was still
recorded in Pathways as unpaid. These fees should be reversed from Pathways and adjusted in debtors accounts,

Previously, fees from the former Botany Council were manually input into the Authority system at the time of lodgement.
The data migration of Authority transactions into Pathways currently underway, involves data cleansing and verification of
information, including fees levied and paid. A separate spreadsheet capturing fees applicabie as conditions of consent has
been compiled and checked against the migrated data in Pathways to ensure fees have been correctly allocated to each DA
and a receipt reference has been noted.

Staff are aware that not all developer contributions for the former Botany Council have been correctly indexed at the time
of payment. This issue will be dealt with in the separate audit report on Developer Contributions,

[ [ttt oo
6.1 Itis recommended that Council review DA fees outstanding for DAs determined Manager Development | 30 June 2020
as refused, withdrawn or expired, to determine if fees raised at the time the DA Services in
was lodged, are now no longer applicable such as footpath fees and developer
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contributions, These subsidiary fees that are no longer applicable should be consultation with
reversed with appropriate notation of the reason for the reversal. Manager Finance
6.2 Once the migration of data from Authority is complete, it is recommended that Manager Development | 30 June 2020

Council review its fee calculation templates to improve control over calculating Services in

and checking of the fees payable by combining the DA fee calculation sheet, fee consultation with
table and the fee inquiry sheet, including evidence of the calculation, dates Manager Finance

6.1

and the officers responsible for the calculation and checking.

of the process outstanding fees.

Agree with recommendation, The Manager Development Services will work with the Manager Finance to conduct an internal review

6.2

Agree with recommendation. This has been tasked to the DAS Coordinator to review the templates.
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Finding 7 Control Enwironment Improvement
Risk Identified Development Services objectives may not be achieved if the control enwironment (culture) is not conducive to the effective
control of processes and functions, resulting in unreliable information, inefficiendies, and noncompliance with policy.
Summary of Assessing the control environment in which the internal control system operates, assists in determining the strength and
Findings effectiveness of internal controls in managing risk. The COSO internal control model is used for defining the control
environment. The importance of the control environment and the use of the COSO madel to review the control environment
are referred to in Bayside's procedures and recommended by the NSW Audit Office and the Institute of Internal Auditors, The
control environment consists of the following elements:
* Integrity and ethical values
* Commitment to competence
*  Management’s philosophy and operating style
*  Organisation structure
* HR policies and practices
* Standards and procedures, codes, policies
*  Executive and Audit Committee scrutiny of management activities
e Appropriate job descriptions
* Risks identified and managed
* Information flow and communication
o Remedial action for issues identified
The Audit consuftant facilitated a survey of the Development Services and the Strategic Planning management and team
leaders based on these components, to gauge the strength of the current control environment and to identify any issues. A
survey was also completed for the Strategic Planning team and will be reported separately.
The Survey indicated that the control environment strengths for the Development Services team are the integrity and ethics of
the management and staff of the section and the support given to the section by the People and Organisational Culture (POC)
team. Most staff were satisfied with the level of service offered to applicants and other external stakeholders.
The survey identified that the issues requiring management attention included poor collaboration and patchy communication
across departments, challenges in getting information from other departments and a silo mentality by some parts of the
organisation. Staff commented that there is an attitude of “it’s not my responsibility” when trying to resolve issues with other
Bayside Council — DA Audit Report 2019 - Final Page 21
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business units across Council. The flow of information to and from the Customer Services and Development Advisory Services
(DAS} areas is perceived to be inconsistent.
Some examples of potentially beneficial workgroups or collaborative meetings include:
* the current review of corporate systems access being conducted by IT,
* the documentation of workflows and procedures for developer contribution applicable to development applications,
and/or
* review of information presented on Council's website for Development Services.
It was recognised that the updating of policies, plans and procedures is still a work in progress. There are challenges in using
the old versions until the new documents are fully developed and operational. This impacts the reliability and consistency of
the information. The audit observed that there is a risk of uncertainty about which plan, or policy is applicable for assessing
DA’s and determining contributions, with time expended finding and checking that the right policy/plan or procedure was
used. Once the policies and plans, including new LEP and DCP, with updated Contributions Plans are consolidated and in place
and all relevant staff are trained, the uncertainty should be reduced and the process will become more efficient.
The audit noted that several procedures documents are currently being drafted to assist the Development Services, DAS and
Customer Services teams to ensure consistency and clarity,
The survey also highlighted that staff felt that while risks at the organisational level are well documented and managed, there
was acknovdedgment that the risks in Development Services have not been identified and assessed in the same manner. This
is also discussed in Finding 2,
‘No. Recommendation Priority | Responsible Officer Due Date
7.1 Improve interdepartmental communication and understanding of roles in Medium | Director City Futures, 30 June 2020
multidisciplinary project work groups to understand end to end processes, Manager Development
control frameworks, and the various roles and responsibilities for existing or Services
new groups.
1.2 Review the results of the Control Environment Survey and where appropriate Medium | Manager Development 30 June 2020
extend the survey to other team members to validate the responses across the Services
team. The Development Services Manager could initiate a frank discussion
with other business units to identify mutual problems, collaborate on interim
Bayside Council — DA Audit Report 2019 - Final Page 22
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measures for reducing issues while the systems and policies are being updated, |
and proposing innovative solutions for long term impravement of the control
environment,

71 Agree with recommendation, The Director City Futures will engage with existing working groups that his directorate is involved in to
explain the role and purpose of the group at the monthly Directorate meeting. An agenda for meeting will be available, highlighting the
working group which will be presenting.

7.2 Agree with recommendation, The Manager Development Services will engage with service units and open conversations and identify
areas and ways of improving. This project will start within the City Futures Directorate and then branch out to other Directorates.
Progress on this will be evidenced through meeting invites and meeting notes taken.
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Appendix 2: Summary Risk Assessment

Inaccurate or incomplete information, or inefficient information
management tools could lead to inefficiencies in processing, poor
decision making, or non-compliance with the Act and Council
policies and procedures.

Information may not be appropriately disclosed and retained

resulting in reputational damage and noncompliance with the
legislation and Council's policies.

InfConsult

Council has policies and procedures, checklists and
training of staff to ensure that information is accurate
and complete,

Information on Council website and mapping tools may be
inadequate resulting in incomplete assessments or inefficient
operations,

Mapping tools, while inefficient, provide information to Mulhm
compliment the information on the website and internal
council systems

Inconsistent assessment practices may lead to noncompliance with
development application requirements, inappropriate approvals
and potential legal challenge.

Qualified staff, Pre-lodgement, lodgement, assessment | Medium
and determination procedure and oversight by
Coordinators and manager Development Services.

Failure to provide reasonable assistance to applicants in lodging an
application that has a reasonable chance of being approved, may
result in an inappropriate refusal of the development application,
leading to criticism of Council, noncompliance with it objectives
and potential legal action.

Failure to provide detailed information to the public about all
developments lodged and determined may lead to Coundil being
unable to meet its objectives, community obligations and comply
with the legislation.

Council provides an advisory service and professional
advice from the Planners, and a Clearing House process
to provide an initial review of the DA’s lodged.

Council prowdes information on its wei:sﬁle, onthe DA

Tracker and Mapping tool, and through its customer
service and Development Advisory Service. Applicants
and those making submissions are notified of the
outcome of DA assessments

Bayside Council — DA Audit Report 2019 - Final

Item 5.2 — Attachment 1

Page 24

50



Risk & Audit Committee 28/11/2019

3

Bayside Council InConsult

Saviving Ora Covsmarsty

There is a risk that if Council does not have a systematic process for
capturing and actioning complaints and requests, issues may
escalate leading to damage to Council’s reputation, failure to
identify control breakdowns and possible legal action

Complaints are registered in TRIM and allocated to
officers to resolve. Council has a Complaints Handling
Policy and some staff have received some training some
time ago.

Council staff have checklists to assist with the proper
pracessing of DA's, systems tools including mapping
layers, property, assessment and records management
software with inbuilt controls and management
oversight to check quality of work.

Inefficient or ineffective processing of Development applications
due to inaccurate, incomplete information or not properly
documented, leading to failure to achieve Council’s objectives and
noncompliance.

Failure to implement improvements suggested from the customer
satisfaction survey for development assessment leading to risk to
Council's reputation, inefficient operations and noncompliance
with Council’s obligations.

Incorrect fees may be charged resulting in loss of Councdl income.

Standard fees and calculation basis are programmed
into Pathways then applied by Customer Services and
checked by Assessors.

Data migration of fee information is being double Medium
checked by Development Services staff using a cross

referenced spreadsheet of DA's

Communication, ethics and integrity within the

Development Services team ensure that internal controls

are operating effectively.

Data migration from Authority to Pathways may result in incorrect
fee history allocated to DA's

Development Services objectives may not be achieved if the
control environment (culture) is not conducive to the effective
control of processes and functions, resulting in unreliable
information, inefficiencies, and noncompliance with policy.

Standards, procedures, codes, policies are outdated incomplete,
inconsistent or difficult to understand and confusing, resulting in a
failure to follow consistent practices, and noncompliance.

Policies and procedures are currently being updated and | Medium
consolidated by Development Services and DAS.
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Communication breakdowns and unreliable information leading to Existing cantrols for communication and information SRS
operational inefficiency, inaccurate and incomplete information flow are not always reliable and need to be improved.
‘and delays in achieving business unit objectives.
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Item No 5.3

Subject Final Events Management Audit Report

Report by Natasha Balderston, Internal Auditor

File SF19/211

Summary

As part of the 2018/19 Audit Plan, Internal Audit undertook an audit on the Events
Management process. The objective of the audit was to assess the adequacy and
effectiveness of existing processes and controls in mitigating risks associated with the
management of Council’s events. This area was included in the audit plan because, at the
point of development, the risks associated with managing large crowds of people in public
spaces within the Bayside LGA had an inherent risk rating of 'extreme' and a residual risk
rating of 'very high' in Council’s Strategic Risk Register.

The audit identified some positive findings and areas for improvement. The areas for
improvement are ranked in terms of risk rating with four very high risks issues, five high risks
issues and one medium risk issue. Recommendations are also made to improve the
business area’s processes and strengthen their controls.

Based on the impact and consequences of the findings, the overall audit risk rating is 'Very
High Risk'.

The Communications and Events Lead has accepted ten out of thirteen findings and
recommendations. All findings, recommendations and management actions will be inputted
into Pulse to for tracking, follow up and verification. Results from the verification process will
be communicated to the Risk and Audit Committee in a timely manner.

Officer Recommendation

1 That the Risk and Audit Committee receives and notes the Final Internal Audit Report
on Events Management

2 That the Risk and Audit Committee notes that Internal Audit will follow up and verify the
implementation of the recommendations when they become due.

Background

This internal audit was undertaken as part of Council’'s approved Internal Audit Plan for the
year ending 30 June 2020. Events Management was included as part of the audit plan
because the risks associated with managing large crowds of people in public spaces within
the Bayside LGA. The risk has been rated as an 'Extreme' inherent risk and a 'Very High'
residual risk in Council’s Strategic Risk Register.

Council has planned 22 major events for 2018/19, with a budget of $1.2M and an expected
attendance of around 111,000 people. This does not include ad-hoc events, official opening
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ceremonies, citizenship ceremonies, smaller events and activities such as library programs,
community capacity building programs, community safety programs and environmental
programs.

The objective of the internal audit was to assess the adequacy and effectiveness of
processes and controls in mitigating risks associated with the management of the Council’s
events.

The scope of this internal audit included the following:

¢ Review of compliance with Council’s relevant policies, procedures and guidelines,
including procurement policies and procedures, the engagement of suppliers, volunteer
and child protection screening;

o A detailed review of supporting documentation for a sample of events, including
processes for planning, risk assessment, selection of suppliers and approvals prior to
events taking place, and for events that have already occurred, reviewing processes that
ensure that agreed budgets have been adhered to when post activities have been
completed.

Internal Audit observed that the Council has a number of key control processes and practices
in place for the planning and execution of major events.

The internal audit highlighted several positive findings, together with ten areas for
improvement and twelve related recommendations. A summary of these findings are as
follows:

Positive findings:

e The Events Management Team is knowledgeable and exercising necessary diligence in
the planning and execution of events.

e The Team has been successful in ensuring that the expenses on events are within the
overall event budgets.

o The Team has comprehensively maintained documentation relating to events, to the best
of their abilities, despite the lack of formal policies and procedures.

Areas for improvement:

Very high risks issues

e There is a need for a formal signoff by Executive Management to commence an event so
that there is a proactive oversight and governance that all required conditions and control
measures have been addressed.

e There is a need to ensure that Council’s Risk Matrix is consistently applied for all risk
assessment activities, including Major Events, so that the risk rating outcomes have a
single source of truth for interpretation and reference.

e There is a need to formally document that all control measures, identified in the Risk
Assessment Plan for each Major Event, has been appropriately addressed and confirmed
by the person responsible.

e There is a need to ensure that all Council and Contractor employees like Security Guards
etc., who are present during an event that involves children, have the necessary Working
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with Children Check. Although the Council is currently compliant as per legislation, this
would be better practice and in line with the Royal Commission’s recommendation.

High risk issues

The audience numbers estimated for events need to be formally calculated, based on
defined parameters, and documented for every event. This will provide management with
an assurance that all parameters for estimating audience numbers have been considered
and assist in mitigating issues around event planning and management.

Policies and procedures for events management need to be formalised to ensure
consistency, compliance, accountability and responsibility.

There is a need for a Report Card to be formalised at the end of each event, so that
Executive Management can determine how successful the event was. It would also assist
Executive Management and the Events Team in making informed decisions on improving
the event management process for future events.

There is a need to ensure that food stalls at events are inspected by the Council’s Health
Regulation area as a mandatory process to ensure food safety.

There is a need for an improved partnership and collaboration between the Finance
function and Events Management team to manage the events budgets and allocation of
expenses.

Medium risk issue

There is a need to undertake a formal root cause analysis for every Health & Safety
Incident that occurs at each event organised by Council.

As a result of the impact and consequences of the findings, the overall audit has been rated
as Very High Risk.

The Communications and Events Lead and the Executive Committee has reviewed the
report and accepted ten out of the thirteen recommendations. The table below provides a
summary of the three recommendations that was not accepted:

Ref to
report
R2

Recommendation Management comment

It is recommended that Council’s formal Risk Matrix
be applied for all risk assessment activities
undertaken by Council. Where external
consultants are appointed for any such exercise,
they should be provided with Council’s Risk Matrix
to be used for their reporting and conclusions.

Governance & Risk will evaluate the
event management specific risk matrix
and how it can be embedded within
Council’s risk management policy and
strategy. In the interim strategic and
operational risks relating to events
management will continue to be
evaluated within the current framework.

R4

It is recommended that Council consider moving
towards best practice and the Royal Commission’s
recommendation on Working with Children Check
and formalise an internal policy that all Council and
Contractor Employees present at events involving
children must have this check.

Noted. Council has considered this
recommendation and believes that the
current Working with Children Check (as
required by current legislation) is
sufficient.

Iltem 5.3

55




Risk & Audit Committee

28/11/2019

R6

It is recommended that the parameters used for
estimating audience numbers prior to the event be
reviewed with actual data for those parameters
after the event, to determine the actual audience
numbers and use these numbers for budgeting and
planning for that event next year.

Disagree. it is not realistic to obtain
actual numbers for major events due to
multiple entry points and the coming and
goings of attendees. A reasonable
estimate can be obtained visually or
statistically from the participants in
activities in the events.

The Communications and Events Lead has also advised that she will trial the
recommendation on the 'Go Live' signoff for one major event a year for three years to test its
effectiveness. The major event nominated for this purpose is the New Year’s Eve event.

Details on the findings, recommendations and management comments can be found in the
final audit report attached.

All findings, recommendations and management action plans will then be inputted into
PULSE for tracking, follow up and verification. Results from the verification process will be
communicated to the Risk and Audit Committee.

Attachments

FINAL - Internal Audit of Events Management - November 2019 §
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Inherent Limitations

The Services provided are advisory in nature and do not constitute an
assurance engagement in accordance with Australian Standards on Review or
Assurance Engagements or any form of audit under Australian Auditing
Standards, and consequently no opinions or conclusions intended to convey
assurance under these standards are expressed.

Because of the inherent limitations of any internal control structure, it is
possible that errors or irregularities may occur and not be detected. The
matters raised in this report are only those, which came to our attention
during the course of performing our procedures, and are not necessarily a
comprehensive statement of all the weaknesses that exist or improvements
that might be made.

Our work is performed on a sample basis; we cannot, in practice, examine
every activity and procedure, nor can we be a substitute for management’s
responsibility to maintain adequate controls over all levels of operations and
their responsibility to prevent and detect irregularities, including fraud.

Any projection of the evaluation of the control procedures to future periods
is subject to the risk that the systems may become inadeguate because of
changes in conditions, or that the degree of compliance with them may
deteriorate,

We believe that the statements made in this report are accurate, but no
warranty of completeness, accuracy, or reliability is given in relation to the
statements and representations made by, and the information and
documentation provided by Bayside Council personnel. We have not
attempted to verify these sources independently unless otherwise noted
within the report.

Bayside Council - Internal Audit of Events Management- Septernber 2019

Executive Summary

Limitation of Use

This report is intended solely for the information and internal use of Bayside
Council in accordance with the agreed Terms of Reference dated July 2019,
and 15 not intended to be and should not be used by any other person or entity.
No other person or entity is entitled to rely, in any manner, or for any
purpose, on this report. We do not accept or assume responsibility to anyone
other than Bayside Council for our work, for this report, or for any relfance
that may be placed on this report by any party other than Bayside Council.
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Executive Summary
1.1 Introduction

This internal audit was undertaken as part of Bayside Council's Approved
Internal Audit Plan for the year ending 30 June 2020.

Event Management is rated as an Extreme Inherent Risk and a Very High
Residual Risk in the Council’s Strategic Risk Register.

The Major Events Calendar for 2018/19 confirmed that Council had planned
22 Major Events, with a budget of $1.2M and with 111,000 people expected
to attend. This calendar excluded adhoc events, official opening ceremonies,
citizenship ceremonies, smaller events and activities such as library programs,
community capacity building programs, community safety programs and
environmental programs.

1.2 Objectives and scope

The objective of this internal audit was to assess the adequacy and
effectiveness of processes and controls in mitigating risks associated with the
management of the Council’s Events,

The scope of this internal audit included the following:

+ Review of compliance with Bayside’s relevant policies, procedures and
guidelines, including procurement policies and procedures, the
engagement of suppliers, volunteer and child protection screening;

« A detailed review of supporting documentation for a sample of events,
including processes for planning, risk assessment, selection of suppliers
and approvals prior to events taking place, and for events that have
already occurred, reviewing processes that ensure that agreed budgets
have been adhered to when post activities have been completed.

The internal audit covered the period 1 July 2018 to 30 June 2019,

Bayside Council - Internal Audit of Events Management- September 2019

1.3

Executive Summary

Approach

The key steps in our approach included:

Conducting a scoping confirmation / kick off meeting with key Bayside
stakeholders to outline our approach, information requirements, to
obtain stakeholder input, agree on an interview timetable, agree on a
project plan / timetable etc.;

Reviewing relevant policies, procedures and guidelines for the purpose of
obtaining an understanding of the planning and management of events,
including Councils” sponsorships and partnerships (refer Appendix A);

Interviewing relevant key personnel as part of a walkthrough of key
procedural and control practices to assess the design of the control
environment (refer Appendix B);

Examining a representative sample of events that have already been held
and the planning of events that are being held after 30 June 2019. This
included an assessment of the application and adherence to procurement
guidelines, the conduct of risk assessments, the processes involved in the
engagement of suppliers, the processes related to volunteer screening
and child protection screening and preparation and adherence to agreed
budgets;

Evaluating our findings in accordance with Bayside’s risk rating scale
(refer Appendix D);

Conducting an exit meeting with management following completion of the
field work to discuss:

—~  Our findings.
— Recommendations for improvements in relation to these
findings;

Preparing draft and final reports of findings and recommendations and

clearing with Bayside Management.
5
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1.4

Summary of key findings

During the intemal audit, it was observed that the Council has a number of
key control processes and practices in place in the planning and execution of
events.

Our internal audit work highlighted several positive findings, together with
ten areas for improvement and related 12 recommendations. These are
summarised below and in more detail in Section 2 of our report.

Positive findings

The Events Management Team is knowledgeable and exercising necessary
diligence in the planning and execution of events.

The Team has been successful in ensuring that the expenses on events
are within the overall event budgets.

The Team have comprehensively maintained documentation relating to
events, to the best of their abilities, despite the lack of formal policies
and procedures.

Areas for improvement

There is a need for a formal signoff by Executive Management to
commence an event so that there is a proactive oversight and governance
that all required conditions and control measures have been addressed.
This approach gains significance as events have been rated as an Extreme
Inherent Risk and a Very High Residual Risk in the Council’s Strategic Risk
Register. A formal signoff would demonstrate a top down ownership of
this significant risk and activity of the Council - Refer Detailed Report
Item 2.1. G538

There is a need to ensure that Council's Risk Matrix is consistently applied
for all risk assessment activities, including Major Events, so that the risk
rating outcomes have a single source of truth for interpretation and
reference - Refer Detailed Report Item 2.2. LIS

Bayside Council - Internal Audit of Events Management- September 2019

Executive Summary

There is a need to formally decument that all Control measures,
identified in the Risk Assessment Plan for each Major Event, has been
appropriately addressed and confirmed by the person responsible - Refer
Detailed Report Item 2.3. 8%

There is a need for ensuring all Council and Contractor employees like
Security Guards etc., who are present during an event that involves
children, have the necessary Working with Children Check. Although the
Council is currently compliant as per legislation, this would be better
practice and in line with the Royal Commission’s recommendation - Refer
Detailed Report item 2.4, BESEIFLRIE

The audience numbers estimated for events need to be formally calculated,
based on defined parameters, and documented for every event, This will
provide management with an assurance that all parameters for estimating
audience numbers have been considered and assist in mitigating issues
around event planning and management - Refer Detailed Report Item 2.5,
Policies and procedures for events management need to be formalised to
ensure consistency, compliance, accountability and respensibility - Refer
Detailed Report Item 2.6. High Risk.

There is a need for a Report Card to be formalised at the end of each
event, so that Executive Management can determine how successful the
event was. It would also assist Executive Management and the Events
Team in taking Informed decisions on continually improving the event
management process for future events - Refer Detailed Report Item 2.7.
There is a need to ensure that food stalls at events are inspected by the
Council's Health Regulation Department as a mandatory process to
ensure food safety - Refer Detailed Report Item 2.8, High Risk.
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e There is a need for an improved partnership and collaboration between 1.7 Report clearance
the Finance function and Events Management team to manage the events
budgets and allocation of expenses - Refer Detailed Report Item 2.9. High
Risk.

*  Thereis a need to undertake a formal root cause analysis for every Health
& Safety Incident that occurs at each event organised by Council - Refer

The contents of this report have been discussed and agreed with Christine
Stamper, Communications & Events Lead.

Yours sincerely

N

Detajled Report Item 2,10, Medium Risk. O AP
Xy YOO
We have also included in Appendix C, a Summary of Recommendations for o i
Action, This can be wused for tracking the implementation of Sean Pascoe
recommendations. Partner
BDO Risk Advisory

1.5 Overall Engagement Rating

The overall residual risk across the process area is rated as using
the rating table attached in Appendix D.

Rationale for the Risk Rating - Events organised by the Council have been
rated as an Extreme Inherent Risk and Very High Residual Risk in the Council’s
Strategic Risk Register. Despite this, cur internal audit has identified four
Very High and five High risks currently in this area. These require immediate
attention by Executive Management so that appropriate controls are set in
place to mitigate all identified risks in this report.

The recommendations in our report broadly represent control design /
effectiveness deficiency fssues, and process improvement opportunities. Our
detailed findings are included in Section 2 of our report.

1.6 Acknowledgement

We would like to take this opportunity to thank all staff interviewed from
Bayside Council for their co-operation and assistance during the course of this
internal audit.
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Detailed findings

21 Governance over Event Commencement Risk Rating

Observations

There is a need for a formal signoff by Executive Management to commence an event so that there is a proactive oversight and governance that all required
conditions and control measures have been addressed.

Currently, there is no process or practice reguiring anyone from Executive Management to formally review that all required processes, conditions and control measures
for the event have been completed prior to the event commencing and should there be any conditions incomplete, a risk assessment to detemine the implications has
been undertaken,

The management of this process is with the Events Team, without any formal signoff from Executive Management.

Risks / implications

e Events organised by the Council have been rated as Very High. As a consequence, accountability and governance for the relevant risk should be top down
from Executive Management to ensure compliance and adherence with all required processes and conditions.

o
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Recommendation

R1. It is recommended that an “Event Go Live”
document be formalised that requires a formal sign
off by the Communications and Events Lead and the
Executive Manager for all major events. This
document should cover as a minimum the
following:

e A confirmation that all processes and
conditions for the event have been completed;

e A confirmation that a formal risk assessment
for processes or conditions incomplete has
been undertaken and necessary mitigating
strategies have been put into place;

e Astatement that based on the above the event
can go live,

Management comments Role and Name of Officer

Responsible for Action

Agree to trial for one major event a year for Kylie Gale

three years to test effectiveness. Will Coordinator Events
commence thisz process for New Year’s Eve

2019, If deemed effective, it will be rolled

out to other major events.

Bayside Council - Internal Audit of Events Management- September 2019

Detailed findings

Target Completion Date

31 March 2020
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2.2 Risk Assessment consistency

Risk Rating Very High

Observations

There is a need to ensure that the Council’s Risk Matrix is consistently applied for all risk assessment activities including Major Events, so that the risk rating
outcomes have a single source of truth for interpretation and reference.

It was noted that Sheridan Consulting Group was appointed to undertake a strategic risk review for the 2018 New Year's Eve event. However, the Risk Matrix
adopted by them was different from the Council’s Risk Matrix, as is noted in the two charts below.

As an example, there would be an incorrect interpretation if, for an event risk, the Likelihood was Almost Certain (5) and Consequence was Low (1):
« Risk Rating applying Bayside Council's Risk Matrix = High
s Risk Rating applying Sheridan Consulting Group's Risk Matrix = Low

Bayside Council’s Risk Matrix Sheridan Consulting Group

Risk Matix

AREUMOOO
Amott Cartan
Likaty
Possiie
Unidedy
Ry

10
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Detailed findings

Risks / implications

e There is a risk that Executive Management may misinterpret a risk rating if the Council’s risk matrix is not adopted. This could result in implementing incorrect
or ineffective control measures and preventive actions.

Recommendation

Management comments Role and Name of Officer | Target Completion Date

Responsible for Action

R2. It{s recommended that Council’s formal Risk
Matrix be applied for all risk assessment
activities undertaken by Council. Where
external consultants are appointed for any
such exercise, they should be provided with
Council’s Risk Matrix to be used for their
reporting and conclusions.

Governance & Risk will evaluate the event Fausto Sut, Manager 31 March 2020
management specific risk matrix and how it can be Governance and Risk

embedded within Council’s risk management policy

and strategy. In the interim strategic and

operational risks relating to events management will

continue to be evaluated within the current

framework.

11
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2.3 Completeness of Control Measures

Very High

Observations

There is a need to formally document that all Control Measures, identified in the Risk Assessment Plan for each Major Event, have been appropriately addressed
and confirmed by the Person Responsible.

Our review of the Risk Assessment Plans indicated that efforts are made to document all possible risks for an event and identify suitable Control Measures and
Persons Responsible. There is however, no process requiring that the Person Responsible to formally confirm that they have sujtably addressed the Control
Measures allocated to them, before, during or after the event.

Some Examples:
Major Event Risk Type Control Measure Audit Comments
NYE2018 Public Safety / Worker Safety Security Guards trained in First Aid Council should obtain an Attendance Register from the Security
Risk Guard Company together with evidence that they have First Aid
Training
Infrastructure Site Risks All contractors on site inducted to site  Council should obtain an attendance list of all contractor staff
with evidence that they have been inducted to the site as
required.

These could both be a post event procedure

12
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Risks / implications

e There is a risk that Control Measures may not be suitably addressed, expeosing the Council to associated risks. This gains further significance with Major Events,

Recommendation Management comments Role and Name of Officer Target Completion Date

Responsible for Action

R3. It is recommended that as a standard protocol for Agree. Will implement this as part of the Go Kylie Gale, Coordinator 31 March 2020
every Major Event, the Event Coordinator is made Live document in Recommendation 1. Events
responsible for cbtaining a confirmation from the
concerned Person Responsible - individual staff,
contractors etc. that they have suitably addressed
the Control Measures allocated to them, together
with evidence of this compliance.
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2.4 Child Protection

There is a need for ensuring that all Council and Contractor employees like Security Guards etc., who are present during an event that involves children, have
the necessary Working with Children Check.

Currently, such a check is not considered as part of the Risk Assessment undertaken for an event where children are attendees.

It 15 noted that according to the NSW Office of the Children’s Guardian, it s not a mandatory requirement for employees to have this check, if they are not
directly working in a child related activity. The Child Protection (Working with Children) Act 2012 No 5 also makes a similar interpretation. As such, the Council
is currently compliant.

However, considering that the Council holds several events where families with children are the main attendees, it would be better practice to have an internal
policy requiring this check. This would also make the Council follow the best practice as recommended by the Royal Commission (as confirmed by the Council’s
POC Department)

The Council needs to make a determination if it will move towards best practice.

Risks / implications

e There is a Reputation Risk should a child melestation related incident occur at an event where families with children are attendees, as the Council may be
viewed as not exercising necessary Duty of Care by ensuring that all employees at the event have the necessary Working with Children Check.
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Recommendation Management comments Role and Name of Officer | Target Completion Date

Responsible for Action

R4. It s recommended that Council consider moving Disagree. Council believes that the current N/A N/A
towards best practice and the Royal Commission’s Working with Children Check is sufficient.
recommendation on Working with Children Check
and formalise an internal policy that all Council and
Contractor Employees present at events involving
children must have this check.
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2.5 Audience number estimates
Risk Rating High

Observations

The audience numbers estimated for events need to be formally calculated and documented for every event as all planning for an event is based on these estimates,

There is no formal process where certain defined parameters are consistenity applied to estimate audience numbers. Management has indicated that these estimates
are based on a variety of parameters like crowd per square meter, wastage per cubic metre etc. However there is no practice to ensure that a formal record is
maintained, as part of event planning, in order to ensure all parameters have been considered,

Risks / implications

¢ There is a risk of incorrectly estimating audience numbers by overlooking critical parameters. This could result in the Council facing issues around crowd
management, facilities management etc, that could have been avoided,
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RS.

Ré.

Recommendations

It {s recommended that Management formalise a
document that lists the parameters that need to be
considered to estimate audience numbers. This
document should then be completed for each
event, as part of the planning process and retained
as a permanent record. If any parameters are to be
excluded, a justification should be documented.

It is recommended that the parameters used for
estimating audience numbers prior to the event be
reviewed with actual data for those parameters
after the event, to determine the actual audience
numbers and use these numbers for budgeting and
planning for that event next year,

Management comments

Agree. This will, however, be incorporated into
the go live document. a section will be added
to show the estimated number of attendee and
the reasoning behind that estimate,

Disagree. it is not realistic to obtain actual
numbers for major events due to multiple
entry points and the coming and goings of
attendees. a reasonable estimate can be
obtained visually or statistically from the
participants in activities in the events.

Bayside Council - Internal Audit of Events Management- September 2019

Role and Name of Officer

Responsible for Action

Kylie Gale, Coordinator
Events

N/A

Detailed findings

Target Completion Date

31 March 2020.

N/A
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2.6 Policies and Procedures _
Risk Rating High

Observations

Policies and procedures for events management are minimal and need to be formalised to ensure consistency, compliance, accountability and responsibility.

It is noted that the Council has a “Guidelines for Events” printed brochure that is handed out to entities who are seeking to organise an event in the local
government area, This comprehensive decument lists all the terms, conditions, rules, and regulations that need to be complied with by such entities. It is also
noted from discussions with management that the Event Coordinator normally follows these guidelines as a practice when the Council is organising its own events,

Risks / implications

« Absence of formal policies and procedures exposes the Council to the risk of not completing critical steps in the event management process.

+ Lack of formal policies and procedures allows the current practices to be concentrated and known only to a few employees and should they exit the Council,
it could expose the Council to a breakdown of processes and practices.

« Should there be administrative issues, absence of formal policies and procedures could result in wrongful allegations being made against staff who might not
be accountable or responsible for those issues.
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Recommendation Management comments Role and Name of Officer | Target Completion Date

Responsible for Action

R7. It{s recommended that Pelicies and Procedures for Agree. Christine Stamper, 31 August 2020
events management should be formalised and Communications and
reviewed annually to ensure they remain valid and Events Lead

current. In formalising, the “Developing a Council

. Debra Dawson, Director
Community Event Policy - a Toolkit for NSW

City Life.

Councils" at https://www.olg.nsw.gov.au should v

be referenced. (Members of the events
Committee).
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2.7 Event Report Card Y353
Risk Rating High

Observations

There is a need for a Report Card to be formalised at the end of each event, 50 that Executive Management can determine how successful the event was.

Currently, it is understood that there are informal discussions and feedback received from Councillors and Executive Management on the event. However, these
are personal views. A formal Report Card based on defined criteria or parameters would provide a logical basis for assessing the event’s success or otherwise.

A formal Repart Card would also assist Executive Management and the Events Team in taking informed decisions on continually improving the event management
process for future events.

Risks / implications

¢ In the absence of a formal Report Card for an event, Management is unable to logically demonstrate how it measures the success or failure of an event and
relies on informal feedback that could be biased and misleading.

* There is a possibility that opportunities for continually improving Events Management processes, based on credible facts, figures and data, may be cverlcoked.
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Recommendation Management comments Role and Name of Officer | Target Completion Date

Responsible for Action

R8. It is recommended that an Event Report Card be Agree. We will liaise with other Councils and  Christine Stamper, 30 September 2020
formalised by Management. This should include the BDO auditor to determine if thereisa Communications and
defined parameters or criteria to measure the template we could use. If not, we will Events Lead.
success of an event, develop a report card based off current

Debra Dawson, Director
parameters. City Life
Events Committee will review the report

(Members of Events
card.

Committee).

21
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2.8 Food Safety

Risk Rating High

Observations

There is a need to ensure that food stalls at events are inspected by the Council's Health Regulation Department as a mandatory process to ensure food safety
compliance.

Currently, food safety does not specifically appear in the risk assessments undertaken by Council for an event that has food stalls.

Food safety refers to handling, preparing and stering food in & way to best reduce the risk of individuals becoming sick from foodborne ilinesses. According to
the Australian Institute of Food Safety when referring to food safety in Australian food businesses, the ownership is placed solely on the business itself and it must
ensure that, all food handled and prepared in the business is safe to eat.

It is noted that Food Stalls at Council events are owned and operated by private businesses. However, as the event is owned and organised by Council, there
should be a Duty of Care to ensure food safety.

Risks / implications

e There is exposure to a reputation risk should there be a food related incident at an event that has food stalls, as the Council may be viewed as being negligent
by not exercising necessary Duty of Care to ensure food safety.

22
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Recommendation Management comments Role and Name of Officer | Target Completion Date

Responsible for Action

R9. It is recommended that the Council consider Agree. This will be implemented immediately Kylie Gale, Coordinater 30 November 2019,
making food inspections by its Health Regulation for all events and included in the Go Live Events
Department a mandatory procedure for all events document referred to in Recommendation 1.
where there are food stalls. All stallholders will be notified that Council's
heaith inspectors will be undertaking checks
on the day.

23
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2.9 Budget and Expense Management =
Risk Rating High

Observations

There is a need for the Events Management Team to have more input as to how the budget for their area is structured in order to better manage the events
budgets and allocation of expenses.

Currently, the Events Management Team does not have a good understanding of the events budgets, expense allocations, accounting terminclogies and variance
analysis. They tend to maintain their own excel based spreadsheets to monitor and track their financial commitments for an event. In their view, they are unable
to determine if correct and appropriate expenses are being allocated against the specific event budgets because it is difficult to determine what accounts these
expenses sheuld go into. There also appears to be a general lack of understanding on how to interact with the financial system.

It was highlighted by the Finance function that they had extended a dedicated finance partner to the Events Management Team to assist them in all finance
related matters, However, the current state indicates that this partnership is not working as desired.

Risks / implications

* There is a risk that expenses unrelated to an event may be allocated to that event without the consent of the Events Management Team, resulting in inefficient
management of the events budgets.
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R10.

R11.

R12.

Recommendations

It {s recommended that the Council’s Finance and
Events Management functions examine the root
causes of the ineffectiveness of the current system
and determine strategies to overcome these
shortcomings.

It is recommended that Council’'s Learning and
Development Department undertake regular
training sessions to explain budgeting and
accounting terminclogies in simple and business
like terms to the non-financial teams, so that these
can be understood better.

It is recommended that the Finance Business
Partner and the Communications and Event Lead
review the business area’s expenses together and
clarify what accounts these expenses should go
into,

Management comments

Agree. The Coordinator Events and
Communications and Events Lead will initiate
conversation with their Finance Partner on
how to overcome the current shortcomings.

Agree. Director City Performance to work
with Learning and Development to run regular
finance training

Agree. This will be conducted as part of the
current budget’s review.

Bayside Council - Internal Audit of Events Management- September 2019
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Role and Name of Officer Target Completion Date

Responsible for Action

Christine Stamper, 31 March 2020
Communications and

Events Lead.
Kylie Gale (Coordinator
Events)

Michael Mamo, Director
City Performance

30 June 2020

Kristina Forsberg, Manager
pPOC

Christine Stamper, 31 March 2020
Communications and

Events Lead.

Kylie Gale, Coordinator
Events.
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2.10 Heaith & Safety
Risk Rating Medium

Observations

There is a need to undertake a formal root cause analysis for every Health & Safety Incident that occurs at each event organised by the Council. There have been
incidents but these have not been analysed for root causes. This should be undertaken systematically,

Currently, incident reports are prepared and radio logs are maintained noting incidents. There is however, no formal process to undertake a root cause analysis
to determine the cause of these incidents so that the necessary preventive actions are implemented in future events.

Some examples from the New Year's Eve 2018 Radio Log where root causes should be determined are as follows:
* 4.20pm - First aid incident (4.16pm) Kyeemagh resclved, twisted ankle, lady fell in hole in side street

«  6.16pm - Waterfills blocking entire end of Princes Street, should be three at south end

e 7.43pm - Illegal fireworks on Bay Street

e 7.48pm - Police deploying buses, ESPA have lost control over buses

Risks / implications

| »  There s & risk that mitigating strategies to prevent WHES incidents from occurring in future events may not be addressed in the absence of a formal process,

Bayside Council - Internal Audit of Events Management- September 2019
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Recommendation Management comments Role and Name of Officer | Target Completion Date

Responsible for Action

R13. It is recommended that the Events Management Agree. This will be included as a sectien in Christine Stamper, 30 September 2020
Coordinator, as part of the post event exercise, the Report Card referred to in Communications and
undertake a Root Cause analysis of all incidents Recommendation 8. Events Lead.

noted in the Incident Reports and Radio Logs and
determine necessary mitigating strategies with
concerned teams for future events.

The Executive notes that there has not been Kylie Gale, Coordinator
any incidents to warrant anything further Events.
than current logs,
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Appendix A - List of documents reviewed

1 Major Events Calendar 2018/2019 and 2019/2020
2 Media Communications & Public Relations Department Performance Report by Project YTD 30 June 2019
3 Guidelines for Events (Non-Council)

- Community Land Event Application

5 Events Work Plan Calendar 2018/2019
6 Event Project Plan (Sample In Excel Format)
7 New Year's Eve 2018 planning and execution documents

3 Spring Fair 2018 planning and execution documents
9 New Year’s Eve 2018 Radio Logs

10 Procurement Policy July 2017

n RFQ Plant Hire for Council Events 2018/2019

12 RFT SF17/534 & Deed of Agreement - Events Services Infrastructure and Small Plant Hire, Specialist Security and Traffic Management

28
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Appendix B - List of staff interviewed

No Name of Staff Position Held

1 Christine Stamper Communications and Events Lead
2 Michael Mama Director City Performance

3 Mathew Walker Manager Finance

K Kylie Gale Coordinator Events

5 Scott McNairn Events Officer

6 Viadimir Villalobos Finance Business Partner

7 Kristina Forsberg Manager POC

3 Natasha Balderston Internal Auditor

Bayside Council - Internal Audit of Events Management- September 2019
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Appendix C- Summary of Recommendations for Action

R1. It is recommended that an Event Go Live
document be formalised that should
require a formal signoff by the Events
Coordinator and Executive Manager. This
document should cover as a minimum the
following:

A confirmation that all processes and
conditions for the event have been
completed

a confirmation that a formal risk
assessment  for  processes or
conditions fincomplete have been
undertaken and necessary mitigating
strategies have been put into place

a statement that based on the above
the event can go live

Agree to trial for one major event a year
for three years to test effectiveness. Will
commence this process for New Year’s Eve
20195. If deemed effective, it will be rolled
out to other major events.

Bayside Council - Internal Audit of Events Management- September 2019
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R2,

R3,

R4.

It 15 recommended that the Council's
formal Risk Matrix be applited for all risk
assessment activities undertaken at the
Council, Where external consultants are
appointed for any such exercise, they
should be provided the Council's Risk
Matrix to be referred for their reporting
and conclusions.

It iz recommended that as a standard
protocol for every Major Event, the Event
Coordinator is made responsible to obtain
a confirmation from concerned Persons
Responsible - individual staff, contractors
etc. that they have suitably addressed the
Control Measures allccated to them,
together with evidence to suggest this
compliance.

it is recommended that the Council
considers moving towards best practise
and Royal Commission’s recommendation
on Working with Children Check and
formalize an internal policy that all Council
and Contractor Employees present at
events involving children must have this
check.

Agree to use the Council risk Matrix, Will Kylie Gale, Coordinator Events
discuss with Risk Coordinator regarding the

set-up of the matrix to ensure it

accurately reflects the risk ratings of

events.

Agree, Will implement this as part of the Kylie Gale, Coordinator Events
Go Live document in Recommendation 1.

Disagree. Council believes that the current N/A
Woaorking with Children ts sufficient.

Bayside Council - Internal Audit of Events Management- September 2019
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31 March 2020

31 March 2020

N/A
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RS. It is

R6,

R7.

recommended that management
formalise a document that lists the
parameters that needs to be considered tc
estimate audience numbers, This
document should then be completed for
each event as part of the planning process
and retained as a permanent record. If any
parameters are to be excluded a
justification should be documented.

It Is recommended that the parameters
used for estimating audience numbers,
prior to the event, be reviewed with actual
data for those parameters after the event,
to determine the actual audience numbers
and use these numbers for budgeting &
planning for that event next year.

It {5 recommended that Policles and
Procedures for events management should
be formalised and reviewed annually to
ensure they remain valid and current. In
formalising this “Developing a Council
Community Event Policy - a Toolkit for NSW
Councils” at https://www.olg.nsw.gov.au

should be referred.

Agree. This will, however, be incorperated
into the go live document. A section will
be added to show the estimated number of
attendee and the reasoning behind that
estimate.

Disagree. It Is not realistic to obtain actual
numbers for major events due to multiple
entry points and the coming and goings of
attendees. a reasonable estimate can be
obtained visually or statistically from the
participants In activities in the events,

Agree

Bayside Council - Internal Audit of Events Management- September 2019

Appendix C

Kylie Gale, Coordinator Events 31 March 2020

N/A N/A

Christine Stamper,
Communications and Events
Lead.

31 August 2020

Debra Dawson, Director City Life.

(Members of Events Committee).
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R9.

R10,

It 15 recommended that an Event Report
Card be formalised by management; this
should include defined parameters or
criteria to measure the success of an
event.

it is recommended that the Council
consider making food inspection by its
Health  Regulation Department a
mandatory procedure for all events
where there are food stalls.

It is recommended that the Council's
Finance and Events Management function
identify the root causes to determine the
ineffectiveness of the current
partnership and determine strategies to
overcome those shortcomings.

Agree. We will ltatse with other Councils
and the BDO auditor to determine if there
is a template we could use. If not, we will
develop a report card based off current
parameters. Events Committee will review
the report card.

Agree, This will be implemented
immediately for all events and included in
the Go Live document referred to in
Recommendation 1. All stallholders will be
notified that Council’s health inspectors
will be undertaking checks on the day.

Agree. The Coordinator Events and
Communications and Events Lead will
initiate conversation with their Finance
Partner on how to cvercome the current
shortcomings,

Bayside Council - Internal Audit of Events Management- September 2019

Christine Stamper,

Communications and Events Lead,
Debra Dawson, Director City Life.

(Members of Events Committee).

Kylie Gale, Coordinator Events

Christine Stamper,

Communications and Events Lead,

Kylie Gale, Coordinator Events.

Appendix C

30 September 2020

30 November 2019

31 March 2020
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R11, It is recommended that the Council's
Learning and Development Department
undertake regular training sessions to
explain  budgeting and accounting
terminclogies in simple and business like
terms to the non-financial teams, so that
these could be understood without the
need to be aware of technical terms.

It s recommended that the Events
Management Coordinator, as part of the
post event exercise, undertakes a Root
Cause analysis for all incidents noted in
the Incident Reports and Radic Logs and
determine necessary mitigating
strategies with concerned team: for
future events.

R12,

R13. It s recommended that the Events
Management Coordinator, as part of the
post event exercise, undertake a Root
Cause analysis of all incidents noted in
the Incident Reports and Radio Logs and
determine necessary mitigating
strategies with concerned teams for
future events.

Agree, Director City Performance to work
with Learning and Development to run
regular finance training

Agree, This will be conducted as part of
the current budget's review.

The Executive notes that there has not
been any Incidents to warrant anything
further than current logs.

Agree. This will be included as a section in
the Report Card referred to in
Recommendation 8.

Bayside Council - Internal Audit of Events Management- September 2019

Appendix C

Michael Mamo, Director City
Performance

30 September 2020

Kristina Forsberg, Manager POC

Christine Stamper, 31 March 2020

Communications and Events Lead
Kylie Gale, Coordinator Events

Christine Stamper,
Communications and Events Lead

30 September 2020

Kylie Gale, Coordinator Events
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Appendix D - Bayside Council's risk assessment matrix
Likelihood ratings.
"Rating | Likelihood | Description Quantification
1 Rare The event may occur but only in Once every 50 years or more. Less than
exceptional circumstances. No pastevent | 10% chance of occurring.
history.
2 Unlikely The event could occur in some Once every 20 years. Between 10% and
circumstances. No past event history. 30% chance of occurming. ]
3 Possible The event may occur sometime. Some Once every 5 years. Between 30% and
past waming signs or previous event T0% chance of occurming.
history.
4 Likely “The event wil probably occur. Some Once a year. Between 70% and 90%
recurring past event history chance of occurring
5 Almost The event is expected 1o occur in normal Several times a year.
Certain circumstances, There has been frequent Greater than 90% chance of cccurring.
past history.
35
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Appendix D
T:;:mo Impact Financial Operational Reputational Compliance HR Environmental
X on y t f
Extreme % can | More than S3mpa | Key actwities and Council of senior Council removed Sustained major Enwiranmental
no longer be recurrent impact on | essential services from office by negatve npacton | incident causing
achieved operating budget :I‘wdw":dlovm in sigrificart | Minisles and staff morale W:nqty'
Complete More than $10m MM-W“. W‘ - Serious njury "‘w’ A
of long term one-off budgetary Death or serious regquring long term :L‘ ofom
business impact injury / finess to Investigation by medcal reatmant
required membexs of the damage that will be | ICAC or other Toic chemical spll
i yoasorper. | compory — comamingtion and
yeers to repair. powers | pyo
Sustained and .
ionificant - bmmh Mdv.ms serious human
m"': . ' hearings nto mg consequences ”
delivery allegations of fraud | Staff retontion less of land
and | or serious than 80%
misconduct by
Councillors o
Officers
h A number of Between $Tm and services Trvesiigabion by Council requred 1o | Major one-off Emironmental
m : miw.u umz':mu b;dy Mm\bowa mm micarldanaw
can no on operating
longer be achieved | budget, one off days m from 10 threalened
m‘s‘m o negative findngs Office by Minisler. Mnot_ba_iindm maw
reductions in significant adverse | Council issued with endangered
cusiomer media at state and ecologecal
satisfaction lewed Los! time injuries comenunity
iy or ) —_— Order(s) by Meister | requiring major
damage resulting m | publicised ial matters
litigated caims from residents, Jong | of Councilor andior | Staff retention rate
against Council story life. Officer conduct. ammm
Council found 1o be
criminally liable
Council found o be
Nabde for penalies
>85m
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~Consequence Impact on Financial Operational | Reputational | Compliance HR Environmental |
“Moderate %_Wﬁww; Medium ferm local gumdlt:o:md Winor breach of Pasticide spil into
business objectives m recument disnupted media coverage breach walerway causing
can no longer be impact on operating | between 1 and 2 logisiation in Court m harm to native
achieved budget days concems from or Tribunal species
sections of the shaort duration lost
one off impact short term or community time injury requiring | inappropriate
between Simand | isclated reductions minor medical pesticide use at
$5m in customer govemance treatment playgrounds
breaches or failures
notified to external staff retention rate acid
ENCY injlry of bodies but dealt between 85% and sads in
mptmdrw with intemalty. 0% recreation area
negative impact on
“Minor Some Between S50k and | Key services Short term Jocal Councll Bsued Short ferm impadd | Pollution of
of $200k recurrent disrupted for <t day | media coverage mince fine or on stafl morale wateraays with
resources to enable | impact on operating penalty for breach sediment nnoll due
business ane-off reductions of legisiaton in VNG INjunes or
to be achieved in customer concems from court o ribunal and | ness from nomal | construction site:
one off salisfaction rarmow of {or ordered o pay | activities frealed by | management
gi‘”" .2m and compensation of first ald. o
m minoe injury or damages pursuant Minor breach
property damage 10 breach
not resulting in a breaches or failures Bcence resulting in
ciaim on Council dealt with intemalty oourt attendance
without the need for notice
extemal referral
“Low Litle o no impact | <S50k recurent Usual scheduied One off insignificant | Councll ssued with | Locaised of | Tree removal in
impact on operating | inferuptions adverse local meda | foed concems by
objectives budget, one-off or public Notice sensitive area
Impact <$0.2m. unschaduled for breach of Isolated incidents leading to protest
intornuptions for <4 andior ‘near miss' and local
hours. OCCUITEnces. emdronmentsal
concem
isolated
infringement of
Ncence leading
o
foued penalty
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Bayside Council

Serving Our Community

Risk & Audit Committee 28/11/2019
Item No 54

Subject Fleet and Plant Audit Report - with Management Comments

Report by Natasha Balderston, Internal Auditor

File SF19/8478

Summary

The draft report was received by Council in July 2019 and management comments were
initially provided by the Manager Civil Works and Coordinator Stores & Fleet Operations. A
significant recommendation was made in the audit report to restructure the Fleet and Stores
business units to better align it with the Council’s operations and improve oversight over the
processes. The Executive Committee deferred the matter and subsequently determined to
restructure the plant and fleet function. Management comments have now been provided by
the Manager Procurement & Fleet who has recently been made responsible for plant and
fleet. The management comments as agreed to by the Executive Committee are included in
the attached final report.

This report identified nine findings, twenty six recommendations and twenty six action items.
All recommendations were accepted with the exception of six. Details of the six
recommendations that were not accepted can be found in the body of the report.

Officer Recommendation

1 That the Risk & Audit Committee receives and notes the final Fleet and Plant audit
report.

2 That the Risk & Audit Committee notes that the recommendation of a restructure of the
Fleet and Plant business unit has been completed and the fleet and stores function is
now included as part of the Procurement & Fleet business unit.

3 That the Risk and Audit Committee notes that Internal Audit will follow up and verify the
implementation of the recommendations when they become due.

Background

In March 2019, Internal Audit was assigned the task to undertake a stocktake validation and
audit related processes of fleet and plant (including minor plant) that would support Council’s
overall asset validation process for its asset register. The significance of the findings has
resulted in separate draft audit reports.

The process audit identified significant issues in the management of fleet and plant. Nine

areas of improvement were identified and a summary of the findings and their ratings can
see seen in the table below:
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Finding Risk Rating

1 |Asset records and recording of assets require improvement. Extreme

2 Variations identified between the physical verification and asset records Extreme
need to be resolved.

3  |Existence of Airport Business Unit assets cannot be fully verified. Very High

4  |Asset disposal processes require improvement (vehicle). Very High

5 |Asset disposal processes require improvement (minor plant). Very High

6 |The take home vehicle process requires improvement. Very High

7  |Vehicle specifications changed without Procurement’s involvement

8 |The leaseback process requires improvement

9 |Controls over pool vehicles need to be improved

A corresponding twenty-six recommendations were made to assist management in closing
the gaps identified. Please note that some of these recommendations have several action
items and have different responsible owners. Thus, the total amount of action items exceed
the number of recommendations made.

As a result, the overall audit has been rated as Very High Risk.

Significantly, Internal Audit had recommended that a structural assessment of Fleet and the
Fleet Budget Management be considered in order to rationalise the current split of
accountabilities in procuring and disposing of vehicles. The objective being to streamline
accountabilities in managing the Fleet Capital Budget, Fleet lifecycle planning and
management and the Asset Register.

At the time, management comments were sought from relevant officers within City
Presentations including the former Manager City Works and Coordinator Fleet Operations &
Stores. These management comments were sent to the Executive Committee on 1 August
2019 for their review and endorsement or otherwise.

As a result of the significance of the findings and recommendations, the report was referred
to the Manager Organisational Development for comment in delivering the key
recommendation of restructure. After discussions with the relevant Managers and Directors,
and review of other Council’s structures, the Manager Organisational Development
recommended that the Fleet and Stores business units be restructured and transferred to the
Procurement business unit. This recommendation was accepted and the transfer of
responsibilities was undertaken.

The initial management comments were reviewed and input sought from all required
stakeholders including the Director City Performance, and Director City Presentation,
Manager Procurement and Fleet, Manager Finance and the Coordinator Fleet Plant and
Stores. The management comments in the final report have been agreed to by the Executive
Committee.

It should be noted that six recommendations are not supported and the table below highlights
those recommendations with the corresponding management comments. It is pleasing to
note that compensating controls have been suggested in some instances to resolve the
essence of the issue identified:
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Recommendation Management Comments

Consider a restructure of accountabilities
for vehicle disposals so they reside within
Finance along with the end-to-end
responsibilities for procurement. This will
reduce the delay between a vehicle being
identified for disposal, the actual disposal
and recording thereof.

Also by introducing a single source of truth
for assets, management oversight,
management of the capital budget and
management of whole of life costs will be
enhanced.

Disagree. Finance will create and dispose the asset in
Tech One and Procurement will manage and dispose of
the physical asset. Disposals in Tech One will not
commence until the reimplementation project has been
completed.

Agree: A single source of truth will be used. Until Tech
One is implemented, the spreadsheet being developed (as
mentioned in R1) will be used to record vehicles that have
been sold.

All roles and responsibilities undertaking the specific
duties will be reviewed as part of the Business Readiness
Component of the Tech One CIA Implementation project.

Records to track minor plant that are
retired and utilised for spare parts should
be developed and implemented.

Disagree. Once the asset is no longer serviceable and
retained for parts, no further action is required other than a
record of the disposal.

Consider restructuring Fleet Management
with end-to-end accountability over
procurement and receiving of vehicles
residing within Finance. Fleet servicing
and maintenance should continue to
reside with Fleet.

Disagree. To ensure proper segregation of duties, Fleet
will be restructured to sit under Procurement, while City
Presentation manage the servicing and maintenance of
fleet and plant.

Consider reducing the on-roads value in
the P/O.

Disagree. The registration cost of a vehicle is unknown at
the time of purchase as it is dependent on the date the
vehicle is registered by the dealer (runs to a common
expiry date, can be over 12 months during the last quarter
of the renewal period) and so an average cost is used
each time (lower amount for cars, more for heavy
vehicles). As each vehicle invoice is fully itemised, the risk
of an additional accessory being included and paid from
this line is low.

Compensating control: A table will be developed to show
how much the approximate registration costs will be for
each class of vehicle. This will serve as a guideline in
raising POs.

There should be more transparency of the
control to validate the entitlement before
any vehicle is handed over to the
employee.

Disagree. We believe that there is sufficient segregation of
duties and transparency in the system. The current
processes requires POC to confirm leaseback entitlement
& provide signed copy of the Leaseback Terms &
Conditions prior to a vehicle being allocated to a staff
member — this is carried out as part of the on boarding
processes. Retained/new entitlements are also checked
for internal staff movements.

Compensating controls: All replacement vehicles will
require Finance confirmation of entittement on the Vehicle
Replacement form.

Regular management reporting of
allocated pool vehicles should be

Disagree. No permanent pool vehicles are allocated to
individual business.

Item 5.4
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Recommendation Management Comments

implemented.

All findings, recommendations and management action plans will then be inputted into
PULSE for tracking, follow up and verification. Results from the internal audit verification
process will be reported to the Risk and Audit Committee.

Attachments

Internal Audit of Fleet and Plant - November 2019 - Final §
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Inherent Limitations Limitation of Use

The Services provided are advisory in nature and do not constitute an This report has been prepared in accordance with the approved Statement
assurance engagement in accordance with Australian Standards on Review or of Work dated February 2019 and is intended solely for the information and
Assurance Engagements or any form of audit under Australfan Auditing internal use of Bayside and fs not intended to be and should not be used by
Standards, and consequently no opinions or conclusions intended to convey any other person or entity. No other person or entity is entitled to rely, in
assurance under these standards are expressed. any manner, or for any purpose, on this report. We do not accept or assume

responsibility to anyone other than Bayside or for any reliance that may be

Because of the inherent limitations of internal control structure, it is
o placed on this report by any party other than Bayside.

possible that errors or irregularities may occur and not be detected. The
matters raised in this report are only thoze which came to our attention
during the course of performing our procedures and are not necessarily a
comprehensive statement of all the weaknesses that exist or improvements
that might be made.

Our work is performed on a sample basis; we cannot, in practice, examine
every activity and procedure, nor can we be a substitute for management’s
responsibility to maintain adequate controls over all levels of operations and
their responsibility to prevent and detect irregularities, including fraud.

Any projection of the evaluation of the control procedures to future periods
is subject to the risk that the systems may become inadequate because of
changes in conditions, or that the degree of compliance with them may
deteriorate,

We believe that the statements made in this report are accurate, but no
warranty of completeness, accuracy, or reliability is given in relation to the
Statements and representations made by, and the information and
documentation provided by Bayside personnel. We have not attempted to
verify these sources independently unless otherwise noted within the report.

Bayside Councll - Reviow of Flewt and Plant (Including Minor Plant) - June 2019
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1. EXECUTIVE SUMMARY Assessing relevant policies, processes, systems and records including:
11 Background - processes to receive, store (minor plant), issue for use and return

(minor plant), record and value assets;
This Internal audit is a special request from Bayside's Procurement Team. )
Initial consuitation with Procurement identified that multiple processes and - process t:r:‘ and number assets 50 they are effectively linked to
records are being used to manage assets valued at approximately $19M. The M f '
assets which are covered in this engagement range from Tools-of-Trade - processes to ensure existence of assets (i.e. processes to physically
Vehicles and Heavy Plant (e.g. Utes, Ride on Mowers, Trucks, Excavators) to verify assets and reconcile them with the books and records);
minor motorised plant, such as brush cutters. - processes over physical security that are established to prevent loss or
Concerns have been raised by Management in relation to the completeness, misappropriation of assets;
sccuracy and validity of Fleet and Plant (including Minor Plant) records. - process of transfer/relocation of assets and in particular assets in the
Additionally, when the former Botany and Rockdale Councils merged and closed Airport Business Unit (ABU)
assets were either combined or relocated, assets and asset records may not ’
be reflective of reality. Hence, assurance has been sought over the - undertaking a reconciliation between recorded ABU Assets and the
existence and location of these assets, the accuracy of records, both actual relocated assets and obtain explanations for variances.
financial and non-financial, and the controls and processes in place to Performing a physical verification of Fleet and Plant at the depots
manage key risks, such as financial misstatement, misplacement and loss of capturing the required information and:
assets and misappropriation,
- Agreeing the results of the physical verification with the books and
1.2 Objective and scope records:
The objective of this internal audit {s to assess the design and operational - Identifying any gaps in the records as well as any ftems recorded but
effectiveness of internal controls associated with managing Fleet and Plant, not found.
including Minor Plant and Leaseback Vehicles (“assets”).
The scope of the internal audit includes assets primarily located at:
This will be achieved as follows:
Bexley Depot
* Obtaining and assessing asset records (Tech One Fleet Register that
incudes Miner Plant Assets maintained by Fleet; Asset Spreadsheet ¢ Botany Depot
maintained by Procurement; Plant and Equipment register maintained by
Finance) that are used to identify, record and value Fleet and Plant.
Bayside Council - Raview of Fleot and Plant (including Minor Plant) - June 2019
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Other locations include:

Mascot Depot.
Botany Golf Course.

Hillsdale

Rockdale Administration Centre

Eastgardens

Satellite depots (John Curtain, Joseph Banks).
Parks (Mutch and Cahil).

Exclusions from the scope and the rationale for exclusion are:

Procurement and Accounts Payable processes (focus is on asset control).

As a late addition to the scope of the internal audit noted above, we were
requested to review the processes related to:

1

Take home vehicles
Changing of vehicle specifications,;
Allocation of leaseback vehicles; and

Pool vehicle usage.

.3 Approach

The following approach was undertaken during the internal audit:

Kick off meeting with key stakeholders;

Obtaining an understanding of the procezzes and systems manner in which
assets are recorded and tracked (refer Appendix C);

Interviewing relevant staff, obtaining and reviewing relevant
documentation/records (refer Appendix B);

Bayside Council - Faeview of Fleot and Pant (including Minor Plant) - June 2019
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Developing a risk and controls matrix to fidentify any gaps in risk
management;

Performing a physical verification of Fleet and Plant at the depots
capturing:

- Registration Number, Asset Number
~ Make (e.g. Ford)

- Model (e.g. Ranger

- Type (e.g. Dual Cab 4x4)

- Standard (e.g. XL)

- Year built

~ Location

- Sectfon in Council {e.g. Waste)

- Photo

- VIN {f easily avatlable

Assets verified will be uniquely tagged and where no unique asset number
is found, will also be tagged with an asset number;

Identifying any gaps in the Fleet and Plant records as well as any items
recorded but not found;

Assessing whether there are any gaps in the design and effectiveness of
the current processing and control environment;

Risk rating findings in accordance with Bayside's risk rating matrix {refer
Appendix E).

Conducting an exit meeting with the relevant Council’s staff following
completion of the fieldwork to discuss:

- Our findings;
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- Recommendations for control improvements if any; and
- Management's response to our findings and recommendations.
* Completion of draft and final reports

1.4 Key Deliverables
The key deliverables from this internal audit are:

e Physical Verification results and gaps in asset records.
« A draft report for discussion.
* A final report which includes:

- An Executive Summary: Covering key findings, purpose, scope, and
approach and cverall rating based on Bayside’s risk rating;

- Detailed findings and recommendations; and
- Management's response to our findings and recommendations

e Presenting findings and internal audit report to the Risk and Audit
Committee, if required.

1.5 Summary of key findings
Key findings have been summarised below:

E

xtreme Risk Matters
Asset records and recording of assets requires improvement.

As was evident, the existence of multiple registers has resulted in a high
administrative burden and inaccurate registers. Current accountabilities for
maintaining the asset register have not been appropriately defined,
resulting in the asset register being inaccurate. Multiple asset registers,
dispersed accountabilities, lack of formalisation/finalisation of
accountabilities, delays in information flows and performing key functions
has exacerbated the inability to confirm the existence of assets.

Bayside Council - Faeview of Fleot and Plant (including Minor Plart) - June 2019
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Vartations identified between the physical verification and asset records
need to be resolved,

Not all assets recorded in Tech One and/or the Plant and Equipment
Register could be physically verified as the registers are not an accurate
reflection of the assets on hand. In addition, not all assets have been
included in Tech One. Hence, there were a significant number of verified
assets that could not be found on the Tech One register,

NB: Our assessment was based on the Tech One register dated 13 March
2019 and any asset movements during March would appear as a variation,

Very High Risk Matters

Existence of ABU Assets cannot be fully verified

Minor plant were not updated to Tech One. Not ail vehicles on this register
were updated to Tech One. With the exception of vehicles that could be
identified with registration numbers, cther minor plant did not have any
identifiers (other than a description) in this “register”. Hence, there was an
inability to reconcile this register with the physical verification.

Asset disposal processes require improvement for Fleet and Plant

The management of vehicle disposals {5 ineffective and there is ineffective
oversight. This is the result of untimely disposals and ineffective recording
and reporting of vehicle disposals. Our review of the leaseback harmonised
list, established that the policy for disposal of leasebacks is not being
complied with as there are vehicles >2 years old and/or »40K that continue
to be on site. There is no report from Tech One or any other source to
monitor the date the vehicle was returned by the driver, date of pickup
notification, date of pick up and date of sale. Hence any delays in disposal
cannot be readily monitored by Management without assessing individual
disposals.

There is no agreed policy or process in place to manage and document the
dizposal of minor plant, be it for obsolescence, sale or retirement (due to

~

104



Risk & Audit Committee 28/11/2019
IBDO Execuie summary
unserviceability) and to record the dispesal in Tech One. This has resulted in Appendix E.

::pouls havi::ﬂb'een made m't 'lwt ::Z ’:‘pr‘:‘“ ::::ne:uu:n. A While policies for managing fleet and minor assets are in place, overall we
iy CHER OF RIS U I Snaspen ¥ signed as found evidence of deficient practices and non-compliance with policy. The
evidence of destruction has not been developed. An audit trail of minor .
) findings discussed above have given rise to the following risks:
plant that are retired and utilised for spare parts is not available.
— el o + Inability to effectively manage the capital budget for Fleet;
S50 FIOME WHICLE RAOCEIE FECUINS IMProveiTIent « Financial loss, non-compliance with policy, unauthorised activity;
Our review of the policy and process in relation to take home vehicles has « Inability for management to have effective oversight of operations; and
identified that the policy has not been fully complied with in some * Inaccurate asset records leading to negative audit reports;
natances. The findings and risks noted above have highlighted the need for a structural
High Risk Matters assessment of Fleet and Fleet Budget Management. Rationalising the
currently split accountabilities in procuring and disposing of vehicies should
Vehicle specifications changed without Procurement invelvement
» ped “ ! be considered. For example, Fleet could retain the service and maintenance
There is a need to comply with current policy and strengthen controls in this of vehicles and the procurement, receiving and disposal of vehicles could
area. reside within Finance. This would streamline accountabilities in managing
Leaseback vehicle allocation process the Fleet Capital Budget, Fleet lifecycle planning and management and the
Asset Register.
There is a need for a more streamlined process and a strengthening of
controls. Current accountabilities for maintaining the asset register have not been
) appropriately defined, resulting in the asset register being inaccurate.
Pool vehicle allocatiaons There is also a need to reduce the multiple asset registers that are currently
There s a need to strengthen the pool allocation vehicle process and being maintained into a single source of truth. Restructuring would
controls. streamline the accountabilities for maintaining the budget and the asset
ster {into a single source of truth).
Detals of the above findings have been fncluded 1n Section 2 of this report. register | ¢ )
Processes to ensure timely disposal of vehicles need to be implemented. The
We have included in Appendix D, a Summary of Recommendations for . )
Act The be used King the fmol . f management and recording of vehicle disposals requires improvement to
0N THS GBI\ TS () FoF Eraciing mplementation o enable effective management, monitoring and oversight of the process.
recommendations.
1.6 Overall Risk Rati Considering the issues arising in this internal audit, additicnal resources are
) era ating potentially required to manage the breath of activities that are currently
being undertaken by two staff. Bayside Management should review the
The Risk Matrix, Likelihood and Consequence tables have been included in resourcing of the Fleet Unit as part of any structural refor that has been
recommended.
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1.7 Additional work performed by Internal Audit

Internal Audit assisted the Fleet Unit to evaluate variations between the
assets physically verified and the asset records. A separate internal audit
report of the results from this work has been provided to Bayside, As noted
in that report dated June 2019, there continues to be unreconciled
differences that will need to be addressed by management to ensure that
the Tech One asset register is a true reflections of assets on hand.

1.8 Acknowledgement

We would (ke to take this opportunity to thank the management and staff
of Bayside for their co-operation and assistance during the course of the
review.

1.9 Report clearance

The content of this report has been discussed and agreed with Director City
Presentation and other key stakeholders,

Yours sincerely
)

S"‘f(m Vo€

Sean Pascoe
Partner, BDO Risk Advisory
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2. DETAILED FINDINGS

2.1. Asset records and recording of assets requires improvement

Observations

The existence of multiple registers has resulted in a high administrative burden and inaccurate regiters, Current accountabilities for maintaining the Tech One asset
register have not been appropriately defined, resulting in the asset register being inaccurate. Multiple asset registers, dispersed accountabilities, lack of
formalisation/finalisation of accountabilities, defays In information flows and performing key functions has exacerbated the inabfity to confiem the existence of assets.

The plysical verification exercise and the subsequent reconciliation with the Tech One asset register established that the register is an unreliable, inaccurate and
incomplete record of Fleet and Plant assets. No reliance can be place on it by management for existence or valuation of Fleet and Plant assets. There Is also an inability
to provide any effective reporting from Tech One, primarily caused by the inaccurate and incomplete information in it. The inaccuracies in Tech One stem from the
following causes:

. Some assets during the original build-up of the Tech One asset register were not included (e.g. ABU);

. Non-commissioned assets cannot be disposed on the system and continue to exist as an asset on the register. This was primarily caused by a breakdown in processes
between Fleet and Finance who need to ensure assets are cenmiissioned and disposed in the registers accurately and on a timely basis. This ssue is prevalent not
only in relation to Financial Assets {vatue >52,000), but also for minor plant. Onty Finance have the access and authority to commission and of dispose assets on
Tech One and as minor plant were not commissioned by Finance any disposals have not been recorded. NB. Minor plant, albeit immediately expensed, need to be
recorded In the Tech One asset register to enable any repairs and maintenance costs to be allocated.

o Al Assets dispased of post July 2018 were not disposed of in Tech One;

. Inaccuracies of input fn asset numbers, registration numbers, usage, specific location and data in the incorrect fiedds {e.g. Registration Numbers were in other
fields).

. The Tech One Asset register has not been updated with the established usage and reassignment (e.g. Lease back to pool) to enable effective reporting and
monitoring of compliance with policies e.g. Leasebacks, Pool, Tools of Trade, Take home and TRP Vehicles,

. Assets that are not owned by Bayside are on the Tech One register to facilitate bulk fuel usage e.g. Nurses on wheels vehicles.

Bayside Council - Review of Fleet and Plant (including Mince Plant) - June 2019
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In addition to the Tech One asset register, other registers also exist as follows:
Plant and Equipment (PE) register:

White, high value assets {»$2,000) are also recorded in the Plant and Equipment (PE) register {an excel spreadsheet), this record is also incomplete as additions and
disposals are updated only once, at the end of each financial year,

This register s primarfly used to account for and value financial assets, including calculating depreciation. Our review identified a misalignment of financial assets

between Tech One and the PE registers, primarily due to the infrequent update of additions and disposals in the registers.
Airport Business Unit (ABU) "register™:

While not truly a register, all Airport Business Unit (ABU) assets were listed in a separate excel spreadsheet at the time the business unit was shut down, All assets,
which included vehicles, minor plant and other material (not technically “fleet or plant assets™) were listed on this spreadshest. Minor plant were not updated to Tech
One. Not all vehicles on this register were updated to Tech One. With the exception of vehicles that could be identified with registration numbers, other minor plant did
nat have any identifiers (other than a description) in this “register”.

Risks/Implications

Inability to effectively track and monitor assets
Inability to identify missing or stolen assets resulting in financial loss

Errors in asset records due to dispersed, difuted and unclear accountabilities

Recommendations

R1. Multiple asset registers and records should be streamlined, There needs to be a single source of truth to record Fleet and Plant assets (for physical existence and
financial valuation).

Bayside Council - Review of Fleet and Plant (including Mince Plant) - June 2019
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R2. Processes and accountabilities for addition and disposal of assets need to be streamiined and agreed by Procurement and Finance as well as Fleet Operations for
minor plant to ensure completeness and accuracy of asset records and that assets are commissioned and disposed of in both Tech One and PE registers accurately and on
a timely basis,

k1. e process over the disposal of assets where they are no longer serviceable needs to be developed and these assets appropriately reflected (disposed) In Tech One.

R4, The process to create, assign, and monitor fleet and minor plant in Tech One should be developed and implemented to ensure completeness and accuracy of asset
records.

RS, There Is a need for a structural assessment of Fleet and Fleet Budget Management. Ratlonatising the currently split accountabilities in procuring and disposing of
vehicles shauld be considered. For example, Fleet could retain the service and maintenance of vehicles and the grocurement, recelving and dispatal of vehicles could
reside with Procurement snd/or Finance. This would streamling accountabdlities in managing the Fleet Capital Budget, Fleet ecycle planning atd mansgesent mod the
Asset Register. Restructuring wouldd streamiine the accountabilities for maintaining the budget and the asset register (into 3 single source of truth).

Management Comments f & name of officer responsible for action

R1. Agree. Council is currently determining the plan for re- Manager Procurement, Joe Cavagnino December 2019
implementation of Tech One which Is intended to act as the

single source of truth for all fleet and financial records. In the

interim, a contractor has been engaged to establish an Excel

based fleet management data base for “single source of truth”.

R1. Agree. A restructure bas boen proposed and commenced. Manager Procurement | Joe Cavagrino June 2000
The CoordMator Fleet Plant and Stores and Fleet Officer will

be redeployed from City Works City Presentation, to

Procurement in City Performance, All these functions will be

Bayside Council - Review of Fleet and Plant (including Mince Plant) - June 2019
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under the one management section, A meeting will te held
with Finance on commissioning and disposal of assets,

The current processes for addition and disposal of assets will
be roviewed following the restructure and review fallovwins re-
Implementation of Technolagy One,

R3. Agree. Coordinator Fleet, Plant and Stores, Kate Kennedy february 2020

Fleet: Fleet is resporsible for the disposal of minor plant,
elther by auction or destruction. To this extent, the Minor
Plant Replacement form will be updated to reflect that the
disposal of minor plant is authorised. If the small plant is sent
to auction, the sale payment advice will be sent to Fleet,
Procurement and Finance and the money directly inputted into
Council’s bank account.

Finance: Finance i responsible for the commisstoning and Manager Finance, Matthew Walker September 2020

disposal of assets within Tech One. It is accepted that disposals
are currently not being done in the Tech One system. However,
a Tech One reimplementation project is currently underway
and the systern will be configured to allow for disposals. Once
configured, the process and procedures will be documented.

Tech One vas not implemented correctly and has a significant
level corrupt data. Excel spreadsheets were used to provide
financial asset registers for financial reporting purposes. it
should alsa be noted that Council has not been comgliant with
financial reporting compliance and was completing audits 18
menths or more after end of financial period and the financial
asset register was not able to be updated till each reporting
period was audited.
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R4, The Tech One CIA Implementation will include process for — Manager Finance, Matthew Walker August 2020
the commissioning and disposal of assets in the Fleet Asset

Regiter. This project will also have a data element and Flest

Asset Data will be included  this process,  Investsgation of

additional functionality via an Integrated forns module will

also be an element of this project. The Tech One CIA

Implementation Is scheduled for 1 July 2020 and as this is being

developed In a new environment and tight tmeframe, there Is

Limited capacity to retrofit Into current environment.,

A revised Interim solution Is being investigated for
Implementation In 201920,

RS5. Agree. A restructure has been proposed and commenced. Director City Performance, Michael Mamo Completed,
The Coardinator Fleet, Plant and Stores and Fleet Officer will

be redeployed from City Works City Presentation, to

Procurement in City Performance. All these functions will be

under the one management section.
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2.2.  Variations identified between the physical verification and asset records need to be resolved Risk Rating “

Observations

Physical verification of Fleet and Plant was performed on 14, 18, 19, 20 March 2019 and on the weekend of 30 March 2019, This was performed based on Bayside staff
availability. The sighted assets were reconciled with the Tech One, PE and ABU registers. Results and details of the physical veritication have been provided to Bayside in
a separate excel spreadsheet that includes pictures of the assets verified. Our abservations are as follows:

s Not all assets recorded in Tech One and/or the PE Registers could be physically verified as the registers are not an accurate reflection of the assets on hand,

o Asdiscussed in 2.1, not all assets have been included in Tech One, Hence, there were a significant number of verified assets that could not be found on the
Tech One register

o Varlations were also noted between Tech One and the PE Register for Financial assets. The primary cause for missing financial assets on the PE Register (s that it
is updated only once per year at year-end.

o Somw older assets that were physically verified, did not have a proper identifier to enable linkage (if any) to the Tech One Asset Register.

As a separate consulting project, Intemnal Audit assisted the Fleet Unit to evaluate variations between the assets physically verified and the asset records. A separate
internal audit repart of the results from that work has been provided to Bayside, As noted in that report dated June 2019, there continues to be unreconciled differences
that will need to be addressed to ensure that the Tech 1 asset register is a true reflection of assets on hand.

Risks/Implications

Assets missing or stolen

Bayside Council - Review of Fleet and Plant (including Mince Plant) - June 2019
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Recommendation

Ré6. it Is recommended that Management implement controls to ensure that asset registers are regularly reconciied {six monthly) with a physical count of assets after the
abavementioned differences have been corrected. This should be supplemented with a tightening of controls around the recording of asset acquisitions and disposals,

Management Comments e & name of officer responsible for action arget Completion Date

R6 Agree. Phiysical spot check verifications will be conducted with Procurement
and Finance once a single “source of truth” & finalised. A complete physical
audit is beyond our resources at this point of time. However, a physkal

Manager Procurerment, Joe Cavagnino

verification of will be undertaken on a cyclical and sample basis every 3 years.
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2.3. Existence of Airport Business Unit (ABU) Assets cannot be fully verified Very High

Observations

Alrport Business Unit (ABU) minor assets were not included in Tech One. Also, not all registered vehicles for ABU have been recorded in Tech One or PE registers.

While not truly a register, all Airport Business Unit (ABU) assets were listed in a separate excel spreadsheet at the time the business unit was shut down. ALl assets,
which included vehicles, minor plant and other material (not technically “fleet or plant assets”) were listed on this spreadsheet. Minor plant were not updated to Tech
One, Not all vehicles on this register were updated to Tech One. With the exception of vehicies that could be identifled with registration numbers, other minor plant did

not have any identifiers (other than a description) in this “register”. Hence, there was an inability to fully reconcile this register with the physical verification.

As a separate consulting project, intemal Audit assisted the Fleet Unit to evaluate variations between the assets physically verified and the asset records. A separate
internal audit report of the results from that woek has been provided to Bayside. As noted in that report dated June 2019, there continues to be unreconciled differences

that will need to be addressed to ensure that the Tech 1 asset register is a true reflection of assets on hand.

Risks/Implications

Missing or stolen assets

Recommendation

R7. For future commercial activities like ABU, it & recommended that Management implement controls to ensure that asset registers are regularly reconciled (six
monthly) with a physical count of assets after the abovementioned differences have been corrected. This should be supplemented with a tightening of controls around
the recording of asset acguisitions and disposals
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Management Comments Role & name of officer responsible for action Target Completion Date

R7. Agree. Ay future separate business units will Coordinator Fleet, Plant and Stores, Kate Kennedy (Fleet September 2020
have to adhere to the Fleet Management Policy. Fleet  Management Procedures)

Management Procedures will need to be developed.
Additionally, the Asset Management Policy, which is
currently being drafted and the corresponding

Manager City Infrastructure, Jerenwy Morgan {Asset September 2020
Management Policy and Procedures) in collaboration with

Coordinator Policy.

procedures will atso be smplemented.

It is important to note that at present there are no

separate business units hence no process required

at this point in time.
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2.4,

Observations

Asset disposal processes require improvement (Vehicles)

Risk Rating Very High

In order to manage the Capital Budget, Procurement masntains a separate Fleet register. While Procurernent is aware of the new vehicles and replacerment vehicles
purchased, reliance is placed on Fleet to dispose of vehicles in a timely manner, Briefly, the current process foe wehicle disposal is as follows:

Fleet will send a list of vehicles to Pickles Auction for inspection and pick up.
Procurement specify reserve prices.

Some speclalised equipment that does not have an estimated resale price e.g. red book for vehicles, the opinfon for a reserve price & provided by Coordinator
Fleet, Plant and Stores. The final reserve price fs set by Procurement including referrals on minor variations in reserve and the sale price is managed by
Procurement.

Due to space constraints, vehicles are sent to auction generally, within a month to 6 weeks after they have been returmned, unless there s an operational reason
to keep them longer e.¢., there is always the need for vehicles for new starters or accident retief. However longer delays were evidenced.

If a person has left the organtsation and the vehicle has not reached two years or 40K, it is kept on site and can be given to a new employee, but only if the
employee/position s entithed,

Our review of these disposal processes and internal audit sample testing of disposals identified the following:

The management of vehicle disposals is ineffective and there is ineffective oversight. This is the result of untimely disposals and ineffective recording and
reporting of vehicle disposals.

Our review of the leaseback harmonised list, established that the policy for disposal of leasebacks s not being complied with as there are vehicles >2 years old
and/or >406 that continue to be on site, We understand that new vehicles were not purchased for a period of 5 months as part of the harmonisation project
which may have caused the delays in sale of vehicles

The vehicte returned date/the new velicle pickup date, date of pickup notification, and date of pick up and date of sale are not reported for mansgement
review. Hence, any delays in disposal cannot be readily monitored by Management without assessing individual disposals.

Sample testing confirmed that there were delays of up to 2 montis between vehicle return and notification for pick up. There were also delays betveen the
pickup notification and the vehicle being picked up (some as long as 22 days).

Detailed Findings
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This report Is intendad sclety for the informaticn and intermal wuse of Bayside Council and Is not intendad and should not be used by any ather person or entity. 1%

Item 5.4 — Attachment 1

116



Risk & Audit Committee 28/11/2019

IBDO B

Observations

. While outside of Bayside's control, between 1/7/17 and 30/4/19, 316 vehicles that were sold by Pickles took an average of 18 days to sell {from date of
pickup), with a majority sold within 30 days. However, some took between 31 - 84 days (these instances are likely to be sales of commercial vehicles where

auctions are held only once a month by Pickles)
. Our testing also confirmed that vehicles that were disposed of continued to appear in Tech One and PE Registers, the latter mamtained by Finance.

. Disposals are not recorded in the PE register until year-end. Finance does not account for the disposal value in the correct cost centre until year-end and the

value recefved is included in a suspense account. This requires Procurement to maintain a spreadsheet (budget /planning) for the value recetved.

Risks/Implications

Inability to effectively manage the Capital Budget

inability to effectively manage whole of life costs

Recommendations

R&. The management and recording of vehicle disposals requires impravement to enable effective management, monitoring and oversight of the process.

. Vehicles should be sent for auction without delay.

. The status of returned vehicles should be updated in Tech One to enable assessment of when the vehidie was returned and physically disposed of,
. Once the vehicle is disposed of, Tech One should be updated with the disposal by Finance.

. tanagement reporting should be implemented and oversight enhanced by the relevant areas.

R9. Consider a restructure of accountabilities for vehicle disposals so they reside within Finance along with the end-to-end responsibilities for procurement. This will
reduce the delay between a vehicle being identified for disposal, the actual disposal and recording thereof, Also by introducing a single source of truth for assets,

management oversight, management of the capital budget and management of whole of life costs will be enhanced.
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Management Comments Role & name of officer responsible for action Target Completion Date

RE, Agree. Operational requirements mean some Coordinator Fleet, Plant and Stores, Kate Kemnedy March 2020
vehicles stay on site to relieve others that may require

mechanical repairs, as well, as vehicles for new

starters. Moving forward, all vehicles on site for more

than 8 weeks will be reported to the Manager

Procurement and Director City Performance for

infarmation and review. This review process will

ensure the proper oversight reguired and allow for the

business to have flexibility in the way they operate.

Date of vehicle retum and date of vehicle disposal will

" v 205
be included in the spreadsheet mentioned in R1 e
Disposal process will be returned to Tech One once
project is compteted. This will be undertaken by
Finance, November 2020

This will be considered as the new Tech One system is

being developed and appropriate managernent. reports

will be designed that provides vehicle disposal November 2020
information.

Standard reconciliation process for in year movements
will also be implemented in the Tech One CIA
Implementation.

kY. Disagree. Finance will create and dispose the asset  parasee Finance, Matthaw Walker August 2020
In Tech Qoe and Procurement will manage and dispose

of the physical asset. Disposals in Tech One will not Coordinator Fleet, Plant and Stores, Kate Kennedy
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commence until the reimplementation project has
been completed.,

Agree: A single soorce of truth will be used. Until Tech
One Is implemented, the spreadsheet betng devetoped
(s mentioned in R1) will be used to record vehicies
that have been sald.

All roles and resporsibilities undertaking the specific
duties will be reviewed as part of the Business
Readiness Component of the Tech One CIA
Irmplementation project.
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2.5. Asset disposal processes require improvement (Minor Plant) Risk Rating Very High

Observations

Theve is no agreed policy or process in place to manage and document the disposal of minor plant, be it for obsolescence, sale or retitement {due to unserviceability)
and to record the disposal in Tech One. This has resulted in disposals without supporting documentation. A destruction certificate or equivalent that & independently
sipned as evidence of destruction has not been developed. The audit trail of minor plant that are retired and utilised for spare parts is not available.

NB: Although minor plant are immediately expersed, they need to be recorded in the Tech One asset register to enable allocation of repairs and maintenance costs.

Disposals cannot be recorded in Tech One, as Finance do not commission minor plant.

Risks/Implications

Missing or stolen assets

Recommendations

R10. Asset disposal processes that include proof of disposal or destruction documents that are signed by an independent officer should be developed and implemented.
R11. Evidence of management approval of disposal or destruction should be retalned,

R12. Records to track minor plant that are retired and utilised for spare parts should be developed and implemented,
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Management Comments Role & name of officer responsible for action Target Completion Date

R10. Agree. Minor plants are utifised until it no longer  Coordinator Fleet, Plant and Stores, Kate Kennedy June 2020,
has value (i.e. broken down or the parts to replace it
is more than purchasing a new item). Minor plant
replacement form will be uvpdated to include details
regarding disposal and/or destruction. This will be
signed off by the Coordinator Fleet Plamt and Stores
(City Performance) and Workshop Coordinator (City
Presentation) and saved in the Content Manager and
the CM reference number added to the spreadsheet as
evidence of disposal. Once Tech One has been
implemented, this will be attached to the asset.

R, Agroe, The Minor Plant Replacement form will be  Coordinmtor Fleet, Plant and Stores, Kate Kennedy February 2020
updated to include information on disposals, This form

will be reviewed and signed off by the workshop

coordinator (or an appropeiate delegate and then

stgned by the Coordinator Fleet, Plant and Stores,

These docurnents will be saved in Content Manager

and the OW reference number will be recorded against

the Interim speeaddieet. Once the Tech One project is

completed, the document will be saved againse the

asset in the system,

R1Z. Disagree, Once the asset is no longer serviceable  N/A N/A
and retained for parts, no further action ks required
other than a record of the disposal.
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2.6. The Take Home vehicle process requires improvement l .

Process

. The majority of take homes are for team leaders who are on call and there are some that would have it for a project. Take home vehicles are not liable for
FBT, the usage is very strict and the style of vehicle is generally a Ute (i.e. a commercial style vehicle not a sedan).

. Take homes require Director approval, as well as a justification. There are terms and conditions that are signed off by the Director and Employee (Take Home
Vehicle Allocation Agreement).

. POC will get advice of the agreement and Director approval for record keeping (NB: there is no salary deduction).

. A tool of trade which is also a take home follows the same process as above and needs a Take Home Vehicle Allocation Agreement.

. All vehicles are considered tools of trade and are given special permission to take home via a Take Home Vehicle Allocation Agreement.

. All other Tool of Trade vehictes are not taken home and kept at depots.,

Findings:

. The Take Home Vehicle Agreement (THVA) requires a log book to be maintained, However, usage is not specifically monitared. There is some monitoring of fuel

and kilometres, but not to evaluate whether it is in keeping within the terms of the agreement (i.e. usage only for business purposes). There have been
Instances where staff have been investigated based on a suspicion betng ratsed. This monitoring process is reactive, rather than a proactive one,

. There is no pr i itoring of the Vehicle usage register to identify any breaches with the THVA. There is apparently no monitoring of the vehicle
usage register by workshop or Fleet management to ensure that the vehicle that is signed cut ts signed back In. Any breaches of vehicles not being returned the
same day are required to be reported to the Coordinator Fleet, Plant and Stores. As evidenced, this does not occur., This raises the risk: there could be many
more instances where vehicles are taken home unbeknown to management,

. Depending on the time when the take home vehicle was agreed, there may or may not be a Take Home Vehicle Allocation Agreement in place. During audit
sample testing, we confirmed with the Coordinator Fleet, Plant and Stores and POC that although there were no Take Home Vehicle Allocation Agreements for 4
out of 5 employees sampled, these employees were flagged during Project Harmony as being entitled due to custom and practice,
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Risks/Implications

Non-compliance with policy

Recommendations

R13. The lack of management oversight shoudd be addressed by implementing appropriate processes and controls over the requesting, authorising, use and take home of

Councit vehicle, Roles and responsibilities over the process and the THVA policy should be clearly defined and exercised.
R4, The authorisation and legal requiirements of any vebicle that i allowed to be taken home should be retnforced,

R15. Consider executing Take Home Vehicle Allocation Agreement retrospectively for employees that were flagged during Project Harmony as being entitled.

Management Comments | Role & name of officer responsible for action Target Completion Date

R13. Agree. We note that the current approval process  Coordinator Fleet, Plant and Stores, Kate Kennedy June 2020
for take home vehicle on existing fleet is approved by
the Director. Any request for new vehicles for the
business area s presented to the Executive for
approval. Staff within the City Presentation
Directorate are primarily the individuals who access a
take home vehicle. An email communication was sent
to all City Presentation Managers and Coordinators
215t June 2019, reminding them of their abligations in
regards to allocation of a take home vehicle. All staff
with a current take home vehicle allocation have
signed off on the Take Home Vehicle Terms and
Conditions.
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IBDO

For better oversight, the Take Home Vehicles Terms
and Conditions document witl updated to include the
follewing information:

1. The type of vehicle allocated and from where
(where the workshop or a business unit); and

2. Coordinator Fleet, Plant and Stores have been
notified.

Roles and responsibilities will be made clear in the
Take Home Vehicle Terms and Conditions document,

R4, Agree. Emafl communication was sent to all City  Cooardinatar Fleet, Plant and Stores, Kate Kennody
Presentation managers and coordinators 215t June

reminding them of thelr obligations in regards to

allocation of a tale home vehicle.

Reqular reminders on the Take Home Vehicle Terms Coordinator Fleet Plant and Stores In collaboration with
and Agreement will be dane bt annually, These Terms  Manager POC.

and Agreements will be re-signed annually for thowe

wiith long term allocations. Notification to re-sign

these Terms and Conditions will be Initiated by POC.

R15. Agree. Coordinator Fleet Plant and Stores, Kate Kennedy

Detailed Findings

Completed.

June 2020
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2.7. Vehicle specifications changed without Procurement involvement W

Observations

Process:

¢  Procurement selects the supplier and price based on 3 quotes.

*  Fleet is sent the notification by Procurement to raise the requisition.

*  Fleet rasses the requisition that is approved by Procurement (who own the capital budget) and Purchase Order (P/0) is ratsed.

Any changes to specification must be routed through Procurement and the Purchase Grder must be amended and approved. The Dealer should not make any changes
unless an amended and approved P/O is received.

Other than for major trucks and heavily specified trucks that nvy have the BU owner change the specifications without Fleet or Procurement approval, an
emplovee/BU cannot request the dealer to amend ordered specifications.

Findings (based on testing of vehicle procurements):

There was evidence that vehicle specifications are changed without the involvement of Procurement. In one instance, the change was a dovwngrade from a metallic
paint to a normal paint, White there was no financial impact (actually a reduction in invoiced price), there was non-compilance with procurement policy which
requires Procurernent 1o amend the P/O for any amendments to vehicles whether financially impacted or not, One other purchase that was a downgrade was also
identified that was not routed through Procurement.

With the excoption of On Road costs ($800), P/Os sometimes include iterns that are not on the original quote resulting in a P/O being higher than the quote.

P/Os generally include on road costs at $800. However, evidence on dealer invoices indicate actual costs being lower, This provides a buffer to add on other
accessories that that may go unnoticed. In most cases reviewed, the invoice was lower (8/10) than the P/0 and not requiring a system driven amendment.

Risks/Implications

Non- compliance with procurement policy

Potential for financial loss
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Recommendations

R16. Consider restructuring Fleet Management with end to-end accountability over procurement and receiving of vehicles residing within Finance. Fleet servicing and

maintenance should continue to reside with Fleet.

R1Z. The vehicle procurernent policy should be reloforced with Fleet staff and vehicle delvers, and in particular, Mehlighting the policy relating to amendments to
specification Irrespective of those that bave a financial or non: financlal Impact.

R18. Scrutinise P/Os that have additional items to those in the accepted quote and assess whether there Is a need to call for revised quotations.

k19, Consider reducing the on-roads value In the P70,

Management Comments Role & name of officer responsible for action Target Completion Date

R16 Disagree. To enswre proper segregation of dutles,  Manager Procurement, Joe Cavagnino Completed.
Fleet will be restructured to sit under Procurement,

while City Presentation manage the servicing and

maintenance of fleet and plant.

R17 Ayree. The Procurement Policy s on the website  jana0ee Procurement, Joe Cavagnino March 2020
for easy access. Following the restructure, there will

be toolbox talls 10 ensure sy change made to a

purchise order for vebilcles o plant 1s sent to the

Procurement Manager for approval,

R18 Agree. All amendments to POs relating to motor Manager Procurement, Joe Cavagnine tarch 2020
velicles and plant will be signed of f by the
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I BDO Detailed Findings

Procurement Management. Toolbox talks will be
undertaken to support this process,

R19 Disagree, The registration cost of a wehicle is N/A N/A
unknawn at the thne of purchase as it i dependent on

the date the velilcle Is registered by the dealer (runs

1o & common expiry date, can be over 12 montls

during the last quarter of the renewal period) and so

an iverage cost 1 wsed sach time (lower amount for

cars, more for hoavy vohicles), As pach vehicle invoice

Is fully Itermived, the rigk of an additional accessory

being Included and paid from this line 15 low.

Comperaatiog control: A table will be developed ta
show how much the approxinate registration costs will
be for each class of vehicle. This will serve as a
guldeline in raising POs.

Cootdinator Fleet, Plant and Stores, Kate Kennedy 28 Novernber 2019
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l BDO Detailed Findings

2.8. The Leaseback process requires improvement W

Observations

Process:

Any leaseback allocation needs to approved by the General Manager (the position is approved). Examples of such appeoval were sighted.

Fleet only supplies a vehicle that is based on the position entitiement and the letter of offer. There ts a process to provide a leaseback vehicle only to
persons/ positions with entitlements. Discussions indicated that there are no instances where vehicles have been provided without entitlements or where payrall has
not been notified. This was evidenced in the sample tested where Leaseback Vehicle Allocation Agreements were sighted in all instances.

All leasebacks are considered as available vehicles for Council Business and are used as such if the vehicle that s unused by the driver, is on site, Due to the number
of leasebacks that may be on site, if someocne is on a project they may be signed out as having a vehicle, which is retumead at the end of day (these are not take
home). NO CAR is provided without an entitlement unless it has been given as a pool vehicle to an employee that needs a sign out (Pool Cars discussed below).

On boarding emails are also sent by People & Organisation Culture (POC) to Fleet,
Procurement buys a vehicle based on the POC information,

Fleet will provide a temporary car that may have been returned for sale but will only do so if there is proof of entitlement (POC docurments - signed terms and
conditions saying the employee has accepted the leaseback and signs off on the allocation agreement - leaseback vehicle allocation agreement).

Change Over form is filled and signed by the employee when the vehicle is delivered by the workshop and is sent to Fleet and Finance - for FBT purposes.

Payroll notification & sent to POC to commence deduction. The Coordinator Fleet, Plant and Stores conmented that there had been some delays in sending the
notification in the past. However, it should be noted that In the event of any delay, payroll deductions are commenced retrospectively.

Where a vehicle has been retumed for sale or resignation, it will be given to a new employee for the position or as accident relief and ONLY if the person/position
has an entitlement.

If a temporary vehicle i provided, awaiting a new vehicle, a payrell notification is sent to POC for deductions to commence.

If an accident replacement car is provided, there is no chamge to the value of the deduction and the vehicle is given to the employee without any additional
authorisation (given also when the vehicle comes in for a service).
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Observations

Findings:
Generally effective processes were evidenced, with the exception of matters that were disclosed by the Coordinator Fleet, Plant and Stores i.e,:

e Matters had slipped through the cracks where the individual was given a vehicle during the harmonisation project where there have been delays in sending details to
Finance and POC,

¢ There have been instances where the changeover form was not sent to Coordinator Fleet, Plant and Stores and the vehicle was provided. Also, there had been
delays in sending the CO form and notification to Finance /POC. Anecdotally, there have been issues where POC have had delays in setting up the deduction.

However, in the event of delays, the deductions are retrospective and are made from the date the vehicle was delivered to the driver.

Risks/Implications

Potential for non - compliance with policy

Recommendations

R20. There needs to be a more streamiined process - potentially online with required notifications to all stakeholders to ensure that in the absence of the Coordinator

Fleet, Plant and Stores, the required advice is provided 1o all stakehiolders

K21, There should be more transparency of the control to validate the entitlement before any vehicle i handed over to the employee,
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Management Comments Role & name of officer responsible for action Target Completion Date

R20 Agree. The Fleet Officer is now CC'ed into all Coordinator Fleet, Plant and Stores, Kate Kennedy Completed.
notifications so he is able to provide advice when the

Coordinator fs not around.

K21 Disagree. We believe that there & wificient N/A N/A
segregation of duties and trmaparency 10 the system.

The currom processes requires POC 1o confirm

lemeback entitlement & provide sigred copy of the

Leaseback Terms & Conditions prior to a velijcle being

allocated to a stalf member - this is carriod out as

part of the on bosding processes, Retained/mew

entitlements are also checked far internal staff

moavements,

Compersating controls: All replacernent vehicles will
require Finance confirmation of entitlement on the
Vehicle Replacement form,

Coordinator Fleet, Plant and Stores, Kate Kennedy March 2020
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2.9. Controls over Pool Vehicles need to be improved M

Observations

Process:
e There is a list of an approved number of Pool Vehicles for each section (emall dated 18 May 2018 from the Procurement Manager.

¢ While Tech One should be used to identify pool vehicles and ensure compliance with the approved allocation, this does not occur. Evidence of a register/record of
Pool vehicles that have been allocated to sections has not been provided. Hence at this stage, we are unable to comment on compliance with the approved list.

¢ Discussion with the Coordinator Fleet, Plant and Stores indicated that, all leasebacks are considered as available vehicles for Councll Business and are used as such if
the vehicle is on site unused by the deiver. Due to a large number of leasebacks that may be on site, if an enployee i on a project they may be signed out a vehicle
that is returned at the end of the day (these are not take home). No vehicle Is provided without an entitlement, unless it has been given as a pool vehicle to an
employes which needs a sign out and in.

Findings:
*  Our review of the Vehicle Usage Register and discussions with the Coordinator Fleet, Pant and Stores established that:
There does not appear to be any additional approval required e.g. Director to allocate a leaseback or any other Bayside Vehicle as a pool vehicle.

There are three vebicles on the register that have not been returned indicating that they may have been alincated to an area on a semi-permanent basis.
One of them & to a Compliance team member who signed ocut a vehicle (CL7SNI) on 2573719 that has not yet been returned.

e The Coordinator Fleet, Plant and Stores could not confirm whether any of the vehicles in the register have been taken home,

Risks/Implications

Potential non- compliance with policy and procedures.
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Recommendations

R22. The pool allocation requirement should be reinforced with all stakeholders.

123, Tech Ooe should be used to identify pool vehikcles and to ensure compliance with the approved aliocation
R24. Regular management reporting of allocated pool vehicles should be impltemented.

R2%. Management oversight of Pool Vehicle allocations and usage should be enhanced.,

R26. Oversight over the Vehicle Usage Register should also be enhanced to ensure that vehicles that have been signed out are returned at end of day unless there is a
valid Take Home Vehicle Allocation Agreement in place.

Management Comments Role & name of officer responsible for action Target Completion Date

R2Z Theve are no pool vehicles allocated to a business  Coordinator Fleet, Plant and Stores, Kate Kennedy tharch 2020
unit, All pool vehicles are managed by Fleet. However,

All vehicle log books need to be submitted to Fleet for

review on a monthly basls, Fleet will communicate

this new requirement to the business. This will not

include the leaseback vehicles,

R23 Once the implementation project is cormpleted, Coordinatar Fleet, Plant and Stores, Kate Kennedy June 2020
Tech One will be utilised to categorise all vehicles

including pool vehicles. In the interim, the

spreadshest in RY will indicate the categories

R24 Disagree. No permanent pool vehicles allocated to  N/A N/A
individual business units.
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R2% Agree. There will be » consistent process Coordinator Plant [eet Stores, Kate Keonedy tharch 2020,
implemented of reminding staff of their obligations in

the use of all Council veliicles, Fleet will be managing

this process

R26 Agree. Random spots checks will be undertaken on  Coordinator Fleet, Plant and Stores, Kate Kennedy tarch 2020
the Vehicle Usage Register with the Coordinator Fleet

Plant and Stores signing off on the Register after

review.
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APPENDIX A: Physical Verification Results

<Insert Excel Spreadsheet>
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APPENDIX B: Listing of Bayside Stakeholders interviewed

Michael Mamo, Director City Performance
Fausto Sut, Manager Gavernance and Hisk
Natasha Balderston, Internal Auditar

Bobbi Mayne, Manngsr Customer Experience
Kate Kennedy, Coordinator Fleet and Stores
Colin Clusold, Mrector City Presentation
Steve Poulton, Manager Fleet

Frank Tambosis, Procurement Officer
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APPENDIX C: List of documents reviewed

Tech One asset Reglster

Plant and Equipment Kegister

Alrport Business Unit Asset reqister
Leaseback and Take home Velvcies ltsts
Flest budost

Fleet Management Policy
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Summary of Recommendations for Action

Recommendations

R1, Midtiple asset registers and records should
be streamlined. There neads to be a single
source of truth to record Fleet and Plant

assets (for physical existence and financial

valuation).

R2. Processes and accountabilities for addivion
and disposal of assets need 1o be stresmlined
and agreed by Procurement and Finance as
well as Floet Operations for minee plant 10
emure completeness and accuracy of asset
records and that aswets are commissioned and
disposed of In both Tech One and PE registers

accurately and on o timely basis.

Management Comments

Council is currently determining the
plan for reimplemeantation of Techt
which is intended to act as the single
source of truth for all fleet and
financial records. In the interim, an
external excel specialtst engaged to
develop fleet management data base

for “single source of truth".

Agroe, A restructurs has been proposed
and commenced. The Coardinator

Reet, Plant and Stores and Fleet
Officer will be redeployed from City
Works City Presentation, to
Procurement in City Performance. All
these function will be under the one
management section, A meeting witl be
held with Finance on commissioning and
disposal of assets.

The current processes for addition and
disposal of assets will be reviewod
followieg the restructute and review
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Target Completion Date

responsible for action

Manager Procurement, Joe December 2019
Cavagnino
Manager Procucement, Joe June 2020

Cavagning
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Recommendations

R1. The process over the disposal of assets
where they are no longer serviceable needs to
be developed and these assets appropriately
reflected (disposed) in Tech One

Management Comments

following re-mplementation of
Technology One.

Agree,

Fleet: Fleet is responsible for the
disposat of minor plant, either by
auction or destruction. To this extent,
the Minor Plant Replacement form will
be updated to reflect that the disposal
of minor plant is authorised. If the
small plant fs sent to auction, the sale
payment advice will be sent 1o Fleet,
Procurement and Finance and the
money directly inputted into Council’s
bank account,

Finance: Finance is responsible for the
commissioning and dispasal of assets
withiin Tech One. It is accepted that
disposals are currently not being done
In the Tech One system, However, a

Tech One reimplementation project is

currently underway and the system will

be configured to allow for dispasals
Once configured, the process and
procedures will be documented.

Tech One was not implemented
correctly and has a significant tevel
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responsible for action

Coordinator Fleet, Plant and Stores,
Kate Kennedy

Manager Finance, Matthew Walker

Appendix D

arget Completion Date

Decermber 2019

September 2020
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Recommendations

R4, The process 1o cleate, msign, and monitor
fleet and minor plant in Tech One shoutd be
developed and implermented to ensure
completeness and accuracy of mset records

Management Comments Rele & name of officer

responsible for action

corrupt data, Excel sprendsheets were
used to provide financial asset registers
for financial reporting purposes. It
should alvo be noted that Council has
not been compliant with financial
reporting compliance and was
completing audits 18 months or more
after end of financtal period and the
financial asset register was not able to
be updated till each reporting period
was audited.

The Tech One CIA Implemontation will Manager Finance, Matthew Walker August 2020

include process for the commissioning
and disposal of assets in the Fleet Asset
Regtster. This project will also have a
data elernent and Fleet Asset Data will
be included in this process

lnvestigation of additional functionality
via a Integrated forrms module will alse
be.an element of this project. The Tech
Ones CIA Implementation s scheduled
for 1 July 2020 and as this Is being
developed in a new environment and
tight timeframe, there fs lmited
capacity to retrofit ito current
environment
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Recommendations

Role & name of officer

Management Comments

responsible for action

A revised interim solution Is being
Investiyated for lmplementation in
2009/20

Appendix D

arget Completion Date

RS, There is a need for a structural assessment  Agree. A restructure has been proposed  Director City Performance Completed
of Fleet and Fleet Budget Management. and commenced. The Coordinator
Rationalising the currently split Fleet, Plant and Stores and Fleet
accountabilities in procuring and disposing of Officer will be redeployed from City
vehicles should be considered. For example, Works City Presentation, to
Fleet could retain the service and Procurerment in City Performance. All
maintenance of vehicies and the procurement,  these functions will be under the one
recetving and disposal of vehicles could reside managernent section.
with Procurement and/or Finance. This would
streamline accountabilities in managing the
Fleet Capital Budget, Fleet lifecycie planning
and management and the Asset Register.
Restructuring would streamline the
accountabilities for maintaining the budget
and the asset register (into a single source of
truth).
6. 1t s recommended that Management Agree. Physical spot check verifications  Manager Procurement, Joe June 2020
Implement controls 1o ensure that asset will be conducted with Procurement Cavagning
registers are regulatly reconclled (six monthly)  and Finance once a single “source of
with a physical count of assets after the truth™ is finalised. A complete physical
abovermentioned differences have been it is beyond our resoutces at this
coreected. This shondd be wpplernented with o paint of time. However, a plysical
Bayside Council - Review of Fleet and Plant (including Manor Plant) - June 2019
This report is intended solely for the information and internal use of Bayside Council and & not intended and should not be used by any cther person or entity. 43

Item 5.4 — Attachment 1

140



Risk & Audit Committee

28/11/2019

IBDO

Recommendations

tightening of controls around the recording of
sset acquisitions and dhposals.

R7. For future commercial activities like ABU,
it is recommended that Managerment
implement controls to ensure that asset
registers are regutarly reconciled {six monthly)
with a physical count of assets after the
aboverentioned differences have been
corrected, This shoutd be supplernented with a
tightening of controls around the recording of
asset acquisitions and disposals.

RE. The munagecnent and recording of vehicle

Management Comments

verification of will be undertaken on a
cyclical and sample basls every | years,

Agree. Any future separate business
units will have to adhere to the Fleet
Management Policy. Fleet Management
Procedures witl need to be developed.
Additionally, the Asset Managenent
Policy, which Is currently being drafted
and the coresponding procedures will
also be implemented.

It {s important to note that at present
there are no separate business units
hence no process required at this
point in time.

Agree, Operationsl requirements mean

Appendix D

Role & name of officer Target Completion Date

responsible for action

Coordinator Fleet, Plant and Stores,
Kate Kennedy (Fleet Management
Procedures)

September 2020

Manager City Infrastructure, Jeremy
Morgan (Asset Management Policy
and Procedures)

September 2020

Cooedinator Flest, Plant and Stoces,  March 2020

disposals requires improvement to enable some vehicles stay oo site to relieve Kate Kenpedy
effective management, monitoring and others that may require mechanical
oversight of the process, repalrs, ws well, as vehicles for new
. Vehicles should be sent for auction stasters, Noviey forward, wil veticies on
sites for more than B weeks will be
without delay,
reported to the Manager Procurerment
. The status of retumed vehicles and Director City Performance for
should be updated in Tech One to information and review. This review
enable assessment of when the process will ensure the proper oversight
vehicle was returmed and physically required and allow for the business to
disposed of,
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Recommendations

. Once the vehicle ks disposed of, Tech
One shoutd be updated with the
disposal by Finance,

. Management repocting should be

mplemented and oversight enhanced
by the relevant aroas

R9. Consider a restructure of accountabilities
for vehicle disposals so they reside within
Finance along with the end-to-end
responsibilities for procurement, This will
reduce the delay betwesen a vehicle being
Identified for disposal, the actual disposal and
recording thereof. Also by intreducing a single
source of truth for assets, management

oversight, management of the capital budget

Management Comments

have flexibility In the way they
oparate,

Date of vebicle returm and date of
vehicle disposal will be included i the
spreadsheet mentioned in K1

Misposal process will be retumed to
Tech Ooe once project is campletiad.
This will be undertaken by Finance,

This will be conidered as the new Tech
One systom 15 Being devetoped and
appropriate management reports will
be dedgned that provides velicle
disposal information

Stndard reconciliation process for
year movements will also be
implemented in the Tech One CIA
Inplementation,

Désagree. Finance will create and
dispose the asset in Tech One and
Procurement will manage and dispose
of the physical asset, Disposals in Tech
One will not commence until the
refmplementation project has been
completed.
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arget Completion Date

responsible for action

March 2020

Novernber 2020

Novernber 2020

Manager Finance, Matthew Walker August 2020

Coordinator Plant Fleet and Stores
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IBDO

Recommendations

and management of whale of life costs will be

enhanced.

R10, Asset disposal processes that inchade
proof of disposal or destruction documents
that are signed by an Independent officer
should be developed and implemented.

Management Comments

Agree: A single source of truth will be
used. Untit Tech One s implemented,
the spreadsheet being developed {as

menticned in R1) will be used to record

vehicles that have been sold.

All roles and respansibilities
undertaking the specific duties will be
reviewed as part of the Business
Readiness Component of the Tech One
CIA Implementation project.

Agree, Minor plants are utised until it
no longer lias value (Le, broken down
or the parts to replace It Is more than
porchiasing a new tem). Mnor plant
replacernent form will be updated to
Include detalls regarding disposal
and/or destruction. This will be signed
aff by the Coordinator Fleet Mant and
Stores (City Performance) and
Workshop Coordinator (City
Presentation) and saved in the Content
Manager and the CM reference number
added to the spreadsheet as evidence
of disposal. Once Tech One s been
implemented, this will be attached to
the amet,
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Role & name of officer

responsible for action

Coordinator Plant Fleet and Stores,
Kate Kennedy
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arget Completion Date

June 2020
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IBDO

Recommendations

R11. Evidence of management approval of

Management Comments

Agree, The Minor Plant Replacement

Role & name of officer

responsible for action

Coordinator Plant Fleet and Stores,

Appendix D

arget Completion Date

February 2020

disposal or destruction should be retained. form will be updated to include Kate Kennedy
information on disposals, This form will
be reviewed and signed off by the
workshop coordinator (or an
appropriate delegate and then signed
by the Coordinator Fleet, Plant and
Stores. These documents will be saved
in Content Manager and the €M
reference number will be recorded
against the interim spreadsheet. Once
the Tech One project is completed, the
document will be saved against the
asset in the system.
R12. Records to track minor plant that ace Ditagree. Once the asset & no longer NIA N/A
retired and utflised for spare parts shauld be serviceable and retained for parts, no
developed and implemented. further action 15 required other than a
record of the disposal,
R13. The lack of management oversight should  Agree. We note that the current Coordinator Plant Fleet and Stores, June 2020
be addressed by implementing appropriate approval process for take home vehicle  Kate Kennedy
processes and controls over the requesting, on existing fleet is approved by the
authorising, use and take home of Councit Director. Any request for new vehicles
vehicle. Roles and responsibilities over the for the business area is presented to
process and the THVA policy should be clearly  the Executive for approval, Staff
defined and exercised. within the City Presentation Directorate
are primarily the individuals who access
Bayside Council - Review of Fleet and Plant (including Manor Plant) - June 2019
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IBDO

Recommendations

R4, The authorsation and legal requirenents
of any vohicle that is atlowed o be taken
home dhould be reinforced,

Management Comments Rele & name of officer

responsible for action

a take home vehvicle, An email
communication was sent to all City
Presentation Managers and Coordinators
215t June 2019, reminding them of thedr
obligations in regards to atlocation of a
take home vehicle. All staff with a
current take home vehicle allocation
have signed off on the Take Home
Vehicle Terms and Conditions,

For better oversight, the Take Home
Vehicles Terms and Conditions
document will updated to include the
following information:

1. The type of vehiicle allocated
and from where (where the
workshop or a business unit);
and

2. Coordinator Fleet, Plant and

Stores have been notifled.

Roles and responsibilities will be made
clear in the Take Home Vehicle Terms
and Conditions document.

Agree, Ermall communication was sent Cootdinator Fleet, Plant and Stores,  Completed

to all City Presentation managers and Kate Kennedy
coordinators 21t June reminding them
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Recommendations

R1%. Consider executing Take Home Vehicle
Allocation Agreement retrospectively for
employees that were flagged during Project
Harmony as being entitled.

R16. Consider restructuring Fleet Managemernt
with end 1o end accountability over
procurament and recelving of vehicles residing
within Finance, Fleet servicing and
malntenance should continue to reside with
Fleet.

R17. The vehicle procurement palicy shoudd be
reinforced with Fleet staff and vehicle drivers,
and in particular, highlighting the policy
relating to amendments to specification
frrespective of those that have a financial or
nen-financial impact

Management Comments

of their obligations In regards to
alocation of a take home velicle,

Regular reminders on the Take Horme
Vehilcle Tecms and Agreement will be
done bl-annually, These Terms and
Agroements will be re-signed annaally
for those with long teem allocations.
Notification to re-sign these Terms and
Conditions will be initiated by POC,

Dsagree. To emsure proper segregation
of dutles, Fleet will be restructured to
it under Procurement, while City
Presentation manage the serviciog and
malntenance of fleet and plam.

Agree, The Procurement Policy s on

the website for easy access. Following
the restructure, there will be toolbox
talks to ersure any change made to a

purchase ocder for vehickes or plant Is

Bayside Councll - Review of Reet and Plant (including Minor Plant) - June 2019
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Role & name of officer

responsible for action

Coordinator Heet Plant and Stores in
collaboration with Manager POU

Coordinator Plant Fleet and Stores,
Kate Kennedy

NiA

Manager Procurenment, Joe
Cavagnino

Appendix D

arget Completion Date

June 2020

Completed.

N/A

March 2020
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IBDO

Recommendations

R18, Scrutinise P/Os that have additional
Iten to thase In the accepted auate and
assags whether there i & need to call for
revised guotations.,

R19. Consider reducing the on-roads value in
the P70,

Management Comments Rele & name of officer

responsible for action

sent to the Procurement Manager for

approval.

Agroe, All amendments to POs relating
to motor vehicles and plant will be

Manager Procorement, Joe

Cavagning,
signed off by the Procurement
Mamagernent. Tootbox talls will be
underiaken 10 support thin process.
Disagree. The registration cost of a N/A

vehicle is unknown at the time of
purchase as it & dependent on the date
the vehicle & registered by the dealer
(runs to a commaon expiry date, can be
over 12 months during the last quarter
of the renewal period) and so an
average cost is used each time (lower
amount for cars, more for heavy
vehicles), As each vehicle invoikce is
fully itemived, the risk of an additional
accessory belng included and pald from
this line is low,

Compensating control: A table will be
developed to show how much the
approximate registration costs will be

Cooedinator Fleet Plant and Stores

for each dlass of vehicle. This will serve
as a guideline in ratsing POs,
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Recommendations

20, There needs to be a more streamiined
process - potentially online with required
matifications to all stakeholders to emsure that
in the abwence of the Coardinator Fleet, Plam
and Stores, the required advice Is provided to
all stakeholders

R21. There should be more transparency of the
control to validate the entitlement before any
vehicle 1s handed over to the employee,

R27. The pool allocation requitement should
be reinforced with all stakebolders.

Management Comments

Agree, The Fleet Officer s now CC'ed
Into all notifications so he Is able to
provide advice when the Coordinator is
not arcund.

Disagree, We believe that there s
sufficlent segregation of duties and
transparency in the system, The current
processes requires POC to conflrm
leaseback entitlement & provide signed
copy of the Leaseback Terms &t
Conditions prior to a vehicle being
allocated to a staff member - this ts
carcied out as part of the on boarding
processes, Retained /mew entitlements
are also checked for internal staff

mavements.

Compensating controls: All replacement
vehicles will require Finance
confiemation of entitlement on the
Vehidle Replacement form.

Thete are no pool vehicies allocated to
a business unit. Al pool vehicles are

managed by Fleet. However, All vehicle
log books need 1o be submitted to Fleet
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Rele & name of officer arget Completion Date

responsible for action

Coordinator Fleet, Plant and Stores,  Completed
Kate Kennedy

N/A N/A

Coordinator Fleet, Plant and Stores,  March 2020
Kate Kennedy

Cootdinator Fleet, Plant and Stoees,  March 2020
Kate Kennedy

Appendix D
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Recommendations

R23. Tech One should be used to identify pool
vehicles and to ensure compliance with the
approved allocation.

R24. Regulir management reporting of
allocated pool vehicles thould be
Implemented,

R25. Management oversight over Pool Vehicle
allocations and usage should be enhanced.

R26. Oversight over the Vehicle Usage Register
should also be enhanced to ensure that
vehicles that have been signed out are
returned at end of day unless there 16 a valid
Take Home Vebicle Allocation Agreement in
place.

Management Comments

for review on a monthly basks. Fleet
will communicate this new reguirement
to the business. This will not include
the leaseback vehicles,

Once the implementation project Is
completed, Tech One will be utilised to
categorise all vehicles including pool
vehicles. In the interim, the
spreadsheet in R1 will indicate the
categories,

Disagree, No permanent pool vehicles
allocated to individual business units,

Agree. There will be a consistent
process implemented of reminding staff
of their obligations in the use of all
Council vehicles, Fleet will be managing
this process

Auree, Random spots checks will be
undertaken aon the Vehicle Usage
Register with the Coordinator Fleet
Plant and Stores signing off on the
Reyfster after review.
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Role & name of officer

responsible for action

Cooedinator Fleet, Plant and Stores,
Kate Kennedy

NIA

Coordinator Fleet, Plant and Stores,
Kate Kennedy

Cooedinator Fleet, Plant and Stores,
Kate Kennedy
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June 2020

N/A

March 2020

March 2020
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APPENDIX E: Bayside Council’s Risk Assessment Matrix

Risk Ratings Consequence
Likelihood 1, Very Low 2.Minor | 3.Moderate | 4. Major 5. Extreme
5. Almost Certain g
4. Lkely Medium g
P. Possible Medium -
2. Uniikely Medium Medium g
1. Rare Medium <
Likelihood ratings.
‘Rating | Likelihood | Description “Quantification
1 Rare The event may occur but only in Once every 50 years or more. Less than
exceptional circumstances. No past event | 10% chance of cccurring.
history.
2 Unlikely The event could occur in some Once every 20 years, Between 10% and
circumstances. No past event history, 30% chance of cccuming.
3 Possible The event may occur sometime. Some Once every 5 years. Batween 30% and
past wamning signs or previous event 70% chance of cccuming.
history.
g Likely The event will probably occur. Some Once a year. Between 70% and 90%
recurming past event history chance of occurring
Almost The event is expected to occur in normal Several times a year.
Certain circumstances. There has been frequent Greater than 90°% chance of occuring.
past history.
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IBDO sopenic

Table of Consequences
“Consequence Impact on Financial Operational Reputational Compliance HR Environmental
“Extreme %Mm Wore than $3m pa | Koy acivibes and | Gouncll of seror | Councl removed Sustaned major Envronmental
no longer be recurrent impact on | essenflial services management, from office by negative impact on | incident causing
revision | Mare than $10m 'mm"m' 'm'“" ‘Wm! g Serious injury mmn O o
of loag term Death or serious requiring long tem ::‘m e
required mmolundi': damage that will be | ICAC or cther Toodc chemical spil
or
commundy Iﬁwgmgfmy agency Loss of ie -
years 10 repair. powers. | poice
Sustained and ] breach of WHS senious human
sgnificant - witnesses in pudlc | | agicianon, health
Council hearings into prasecuton CONSEQUENCES o
delivery allegations of fraud | Staff relention less of lard
and / of serious than 80%
misconduct by
Coungiliors or
Officers
“Major K number of Between $Tmand | Koy services by Councl required to | Major one-off Environmental
significant business | $3m recurrent 211:.“‘ mundt:w dmc:;cb.mi breach of work incident causing
M:mm rwmuq betwean resuiting should place legisiation :wie-nw
$5m and $10m. significant ' b'l negative impact on -mm-auum
reductions in ) adverse | Council issued with | morale
customer media at state and ecologcal
salisfackion focal Lost time injuties community
o - Order{s) by Minister | requiring major
injury of property medical freatment.
itigated claims from residents, long | of Councillor andior | Staf retention rate
aganst Counc story life. conduct, between 80%
Council fourd to be
criminaily iable
Council found to be
kable for penaities
>$5m
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|IBDO p—

Moderate %&4 E,duanmmd qub; Medium term local obmau;w Minor breach of Pesticde spil into
business m recurrent distupted meda breach
e | Moy | e | | (SRR |
achieved budget days concerns from or Tribunad species

sechions of the short duration lost
one off impact short tem or community e ingury requiring | Inappropriate
between $imand | isolated reducions minor medical pesticide use af
$5m In customes govemance treatment playgrounds
satisfaction breaches or laiures
notified 10 exiemal staff redention rate acd
minor ingury or bodies bt dealt betwesn 85% and sofls in
moraie. «

“Minor Some Between S50k and | Short term local Councl issued “Short term impact | Poliution of
reprioritisation of $200k recurront distupted for <1 day | meda coverage minor fine or on staff morale waterways with
resources to enable | impact on operating penalty for breach sediment runoff due
business objectives | budget one-off reductions hoightened of legisiation n minor ingunies or to incorrect
to be achieved in customer concerns from court or inbunal and | finess from normal | construction site

one off satisfacion namow group of /orordered topay | activiies reatad by | management
betweon $0.2m and o
$im minor ingury or damages pursuant Mnor beeach of
property 1o breach
not resulting n a breaches or failures ficonce resulting n
claim on Councl daalt with i court attendance
withaut the need for natice
external referral

Low Latle or no impact <50k recurrent Usual scheduled One off insignicant | Councl issued with wm‘md Troe removal n
an impact on operating | nterrupbions adverse local media | fixed Penaity concerms by
objectives budget, one-off or public Infiringement Notice sensitive area

impact <§0.2m unscheduled complants, for breach of Isolated incidents leading 1o protest
interruptions for <4 legisiation andior ‘near miss’ and lozal
hours. i kal
concerm
Isolated
infringement of
Wu
fixed penalty
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Bayside Council

Serving Our Community

Risk & Audit Committee 28/11/2019

Item No 55

Subject Internal Audit Recommendations - verification of implementations
of outstanding recommendations.

Report by Natasha Balderston, Internal Auditor

File SF19/211

Summary

This report provides an overview of the progress made on the implementation of internal
audit recommendations. The audit verified 111 audit recommendations outstanding of which
97 were due. The verification audit identified that 87% (84) had been satisfactorily
implemented and 13% were in progress/not started and overdue.

The legacy recommendations from the Parks and Gardens audit compromised the majority
of the overdue recommendations including one recommendation where no substantial action
had been taken. The Executive Committee has determined this recommendation will be
implemented and a mobility solution, through TechOne, is currently being considered.

Should the legacy recommendations be excluded (i.e. 14) then the implementation rate
increases to 92% (i.e. 76 of the 83 recommendations). This represents a sound
implementation rate and Managers have provided revised completion dates for those
recommendations overdue.

Officer Recommendation
1 That the Risk & Audit Committee notes and receives this report.

2 That the Risk & Audit Committee endorses the revised due dates for the
recommendations which are overdue.

3 That the Risk & Audit Committee notes the Internal Audit will verify audit
recommendations on a bi-annual basis and present the results at the relevant
scheduled meetings.

Background

The current outstanding internal audit recommendations arising from three areas being
legacy recommendations pre-merger, health check recommendations post-merger and
internal audit programs post-merger.

Legacy Recommendations

When Bayside Council was formed, the outstanding audit recommendations from the two
former Councils were merged and presented to the Executive Committee. Over a period of a
year, the majority of the recommendations were incorporated into the new business units as
business as usual or closed (due to them no longer being relevant). The recommendations

Iltem 5.5 153



Risk & Audit Committee 28/11/2019

that remained as open and assessed as still requiring to be addressed were distributed to the
relevant Managers for action. The two audits that fall in this category are the Parks and
Gardens audit and the Leave audit. 14 recommendations were outstanding for these audits.

Health Checks

To provide value added services to the Council while the organisation was amalgamating,
Internal Audit developed an audit program consisting of four health checks on the high risk
business areas. The purpose of the health checks was to provide the relevant Manager with
a list of controls that should be incorporated into the business unit’s processes as they were
being developed. The health checks were agreed with the Managers and then followed up
on a quarterly basis by internal audit to check on its implementation. Health checks were
developed for the following business processes:

= Procurement

= Payroll

= Management of Employee Licenses, Tickets, Qualifications and Training
= Contractor Management.

Current Internal Audit Program

In addition, twelve internal audits and one additional health check have been completed,
three of which had recommendations due as at September 2019. These three are as follow:
= [nternal Audit of Inventory Management

= [nternal Audit of Cash Handling

= Accounts Payable Health Check.

All these audits and reviews produced findings and recommendations. Management
provided updates on the progress they made on these recommendations on a quarterly
basis.

Internal Audit Verification

As part of the 2019/20 audit plan, Internal Audit reviewed all audit recommendations reported
as completed and were overdue in the Pulse system and verified if the recommendations
made had been implemented.

While the scope of the audit was to verify the implementations of recommendations from:
= [Internal audits, including health checks;

= |CAC

= Project 2020

= Risk Management -Continuous Risk Improvement Program (CRIP).

This report focuses on the verification of Internal Audit recommendations (Parks & Gardens,
Leave, Inventory Management and Cash Handling), health check follow up reviews
(Employees Mandatory Licenses Processes, Payroll, Procurement and Accounts Payable)
and the Continuous Risk improvement Program.

A separate report will be provided to the Risk & Audit Committee on the verification of audit
recommendations from Project 2020 and ICAC.

Summary of Key Findings:

Overall, the status of outstanding recommendations was assessed as satisfactory. The
following tables provide a summary based on audits and directorates.
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Table A

Report Name

1. Internal Audit - Parks & Gardens 12 12 6 5 0 1
2. Internal Audit - Leave 2 2 2 - - -
3. Internal Audit — Inventory Management 19 17 17 2 - -
4. Internal Audit — Cash Handling 27 21 23 2 2 -
5. Health Check — Employee Mandatory Licenses

Processes 5 3 3 1 ! i
6. Health Check - Payroll 10 9 9 - 1 -
7. Health Check — Procurement 9 5 7 1 1 -
8. Health Check — Accounts Payable 10 2 7 1 2 -
9. Continuous Risk Improvement Program 17 4 10 - 7 -
Total 111 75 84 12 14 1
Table B

Directorate

City Life 38 32 29 7 2 -
City Performance 37 12 25 2 10 -
City Presentation 20 18 17 2 - 1
General Manager’s Unit 16 13 13 1 2 -
Total 111 75 84 12 14 1
Legend:

TR Total recommendations

C(M) Completed as reported by Management in Pulse

C(l1A) Completed and verified by Internal Audit

IP Implementation of the recommendations is in progress but over due

ND The recommendation is not due for implementation

NSA Due but no substantial action has been taken

75 recommendations were reported as completed by Managers in the Pulse system. The
audit identified 84 recommendations as satisfactorily implemented. This represented a
completion rate of 87% of those due. Excluding the legacy audits, the completion rate
increased to 92% of those due.
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The legacy audit recommendations for Leave have been implemented and this audit may be
closed.

The audit noted there were 13 recommendations that were overdue and new due dates had
been provided by the Managers for 12 of those. It is important to note that almost 50% (6) of
the overdue recommendations relate to the legacy recommendations from the Parks and
Gardens audit. A list of these recommendations and the revised due dates can be seen in
the table below:

\[o] Report Title Recommendation Old due date Revised due
date
1 |Health Check — |Management should consult with the TechOne vendor to | 30 Sept 2019 | 31 Dec 2019
AP explore options of how to include all suppliers' information
on the payment advice.
2 |Health Check - |There should be a process whereby WHS are advised of | 31 Jan 2019 | 31 Dec 2019
Employees' any role or position changes to ensure that the register is
Mandatory updated for required LTQT requirements and that it has
Licences been completed.
Processes
3 [Health Check - |Explore features available in TechOne to assist in data 31 Jul 2019 31 Jul 2020
Procurement analysis for reporting to management.
4 |Cash Handling |A policy and procedure should be developed and 31 Jul 2019 | 28 Feb 2019
implemented in relation to the wearing and use of
personal duress alarms. Staff should be made aware of
the use of personal duress alarms.
5 [Cash Handling |Appropriate policies and procedures should be developed | 31 Aug 2019 | 31 Mar 2020
and implemented to address the matters raised above
(refer to report).
6 |[Inventory A daily, automated ETL from Data Fuel to TechOne 30 Sept 2019 | 31 July 2019
Management should be investigated and implemented.
7 |Inventory Investigate unused bio-diesel and assess for potential 30 Jun 2019 | 31 Dec 2019
Management write-off/disposal if it is unlikely to be used. The fuel may
need to be reanalysed to assess if it meets specification,
if a decision to use or dispose of it is made.
8 |Parks and A booking policy should be developed by the Coordinator | 31 Aug 2019 | 31 Dec 2019
Gardens (now |Sports and Recreation, or his/her delegate to provide
known as Sports |clear guidelines to the Booking Officer and the public
and Recreation) |(shortened version of recommendation).
9 |Parks and Once developed, this policy should be approved by the 30 Sept 2019 | 31 Dec 2019
Gardens (now |relevant Committee and then uploaded onto the internet
known as Sports |for easy access and information purposes for the public.
and Recreation)
10 |Parks and The Booking Officer should develop/update the Booking | 30 Sept 2019 | 30 Jun 2020
Gardens (now  |Procedures document to ensure there is a step-by-step
known as Sports |guide on how to process booking requests when it is
and Recreation) |received.
11 |Parks and Management should consider all activities which are 30 Sept 2019 | 31 Dec 2019
Gardens (now  |permissible in parks and reserves (shortened version of
known as Sports [recommendation)
and Recreation)
12 |Parks and The Booking Policy should clearly state that any requests | 30 Sept 2019 | 31 Dec 2019
Gardens (now |to book parks and reserves to conduct activities outside
known as Sports |those listed will be assessed on a risk basis.
and Recreation)
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The audit also identified there was no substantial action taken on one audit recommendation
but it was reported as completed in Pulse (see below). No revised completion date has been
provided on this recommendation.

Finding
Photograph items that require attention (Risk Rating: High).

Management Comment

Not all damaged or items that require immediate attention are photographed. The Team
Leaders are provided with company phones to take photos but the field staff are not provided
with company phones and they are not expected to use their own phone to take photos. The
issues are documented in the daily maintenance checklist (by field staff), updated into
Pathways (by Team Leaders) and delegated to the relevant department. Due to the lack of
resources, maintenance will not take photos of all issues.

The Executive Committee decided this recommendation will remain open until it is
implemented. A technology and mobility solution through the use of TechOne is currently
being considered.

Conclusion

Considering the organisation has had a fuller and more robust audit program for FY 2018/19
and 2019/20, it is pleasing to see such a positive result to this audit. It shows a commitment
from the business areas to use audit recommendations in a positive way to improve their
processes and business operations.

The detailed internal audit report is attached to this report for the Risk and Audit Committee’s
consideration.

The revised due dates have been approved by the Executive Committee and Internal Audit
recommends that the Risk & Audit Committee endorses them.

Attachments

FINAL - Follow Up Review of Past Internal Audit Recommendations - October 2019 §
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Inherent Limitations

The Services provided are advisory in nature and do not constitute an
assurance engagement in accordance with Australian Standards on Review or
Assurance Engagements or any form of audit under Australian Auditing
Standards, and consequently no opinions or conclusions intended to convey
assurance under these standards are expressed,

Becauze of the inherent limitations of any intemnal control structure, it is
possible that errors or irregularities may occur and not be detected. The
matters raised in this report are only those which came to our attention during
the course of performing our procedures and are not necessarily a
comprehensive statement of all the weaknesses that exist or improvements
that might be made.

Our work is performed on a sample basis; we cannot, in practice, examine
every activity and procedure, nor can we be a substitute for management’s
responsibility to maintain adequate controls over all levels of operations and
their responsibility to prevent and detect irregularities, including fraud.

Any projection of the evaluation of the control procedures to future periods
is subject to the risk that the systems may become inadequate because of
changes in conditions, or that the degree of compliance with them may
deteriorate,

We believe that the statements made in this report are accurate, but no
warranty of completeness, accuracy, or relfability 15 given in relation to the
statements and representations made by, and the information and
documentation provided by Bayside Council personnel. We have not
attempted to verify these sources independently unless otherwise noted
within the report.

Limitation of Use

This report is intended solely for the information and internal use of Bayside
Council in accordance with the agreed Terms of Reference dated August 2019,
and is not intended to be and should not be used by any other person or entity.
No other person or entity is entitled to rely, in any manner, or for any
purpose, on this report. We do not accept or assume responsibility to anyone
other than Bayside Council for cur work, for this report, or for any reliance
that may be placed on this report by any party other than Bayside Council.
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1 Executive summary

1.1 Background

This internal audit is being undertaken as part of Bayside Council’s (BC)
Approved Internal Audit Program for the year ending 30 June 2020.

The objectives and scope of the internal audit were documented in a Terms
of Reference document dated August 2019.
1.2 Purpose

The purpose of this internal audit was to review the progress of
implementation for:

. Internal audit recommendations;

. ICAC recommendations;

. The recommendations from Project 2020;

. Health check follow up reviews; and

. Continuous Risk Improvement Program (CRIP).
1.3 Scope

The scope of the internal audit is limited to internal audit recommendations
(Parks & Gardens, Leave, Inventory Management and Cash Handling), health
check follow up reviews (Employees Mandatory Licenses Processes, Payroll,
Procurement and Accounts Payable) and the Continuous Risk improvement
Program. Due to the timing and staff availability, the recommendations
from Project 2020 and ICAC are not covered in this report.

1.4 Approach
The following approach was undertaken during the internal audit:

Executive Summary

*  Kick off meeting with key stakeholders;

* We obtained the relevant reports / recommendations and reviewed
the progress to date in implementing;

¢ Interviewed BC personnel responsible for implementation of actions;

+« Examined relevant documentation and/or sight physically completed
implementations to determine actions completed or in-progress; and

o Prepared Draft and Final Reports of findings and cleared with BC
Management.

1.5 Summary of key findings

This internal audit assessed the progress in the implementation of
recommendations made in four internal audit reports, four health checks
and one continuous rick improvement program,

Overall, the status of outstanding recommendations was assessed as

satisfactory,. The majority of recommendations have been satisfactorily
addressed, except for three recommendations from the Parks & Gardens
Internal Audit, where no substantial action was taken, as set out below:

1. Photograph items that require attention - Not all damaged or items
that require immediate attention are photographed. The Team Leaders

are provided with company mobile telephones to take photos, but the
field staff are not provided with Council mobile phones and they are
not expected to use their own phone to take photos. The issues are
documented in the daily maintenance checklist (by field staff), updated
into Pathways (by Team Leaders) and delegated to the relevant
department. Due to the lack of resources, Maintenance will not take
photos of all fssues;

2. Parks and Gardens Policy - The policy and condition cf use are
documented in the respective sporting fields, parks and venue booking
forms. The policy and condition of use are available to the public on

Bayside Council - Follow Up Review of Past Internal Audit Recommendations etc. - October Page 5
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the Council's website. Sports and Recreation will not develop a separate - . et | con
3 ¢ o L
policy document. Internal Audit noted that this policy and condition of T e .
use needs to be updated. It refers to the Recreation and Community :
Facilities Management Policy which is no longer valid; and Health Check - Procurement 9 yi7 ! 1
3. Approval of Parks and Gardens Policy - A separate policy document '
will not be developed, refer to comments in paint 2 above. Health Check - Accounts Payable 10 2 7 1 2
A summary of the findings is presented below and more detail in Section 2 of
this report. Our overall findings are summarised in the following Tables - Continuous Risk Improvement 7 4 i 10 7
Table A (by Reports) and Table B (by Directorate), which show the status of Program
the recommendations:
Note: Refer to the legend for description of the table headings. Total 7S 84 10 i 3
Table A
Report Name TR ‘ CiM) | (1) P ND NSA ™ C(M) | COA)
1. Intemal Audit - Parks & Gardens 7 n o 4 0 3 City Life I 1|2 35 2 2
2. Internal Audit - Leave 7 2 2 City Performance 7 12 .25 2 10
; City Presentation 20 12 7 2 . 1
3. Internal Audit - Inventory 19 17 17 2 - =
Management
General Manager's Unit 16 13 - 13 1 z
4, Internal Audit - Cash Handli 27 n 23 2 2
herma Hrana. Total 111 75 84 10 14 3
Health Check - Employee 5 3 3 ' 1 Legend:
Mandatory Licenses Processes TR - Total number of recommendations.
C(M) - Completed as reported by Management in Pulse.,,
Health Check - Payroll 10 9 9 1 C(lA) - Completed and verified by Internal Audit.
IP - Implementation of the recornmendations 1s in progress but overdue,
Bayside Council - Follow Up Review of Past Internal Audit Recommendations etc. - October Page 6
Tt report b imtended solely for the information and intemal we of Bapside Counch and 1 not wtended aad should Aot Lo be used by sy cther peron or estity
ltem 5.5 — Attachment 1 163



Risk & Audit Committee 28/11/2019

I B DO Executive Summary

ND - The recommendation is not due for implementation
NSA - No substantial action has been taken

1.6 Acknowledgement

We would ltke to take this opportunity to thank all BC staff for their co-
operation and assistance during the course of our internal audit.

1.7 Report clearance

The contents of this report have been discussed with Natasha Balderston-
Internal Auditor.

Yours sincerely

LS S INA
Oxm Yot

Sean Pascoe
Partner, BDO Risk Advisory
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2 Detailed findings

2.1 Internal Audit - Parks and Gardens (2018)

Background

There were three findings and 12 recommendations raised In the Parks and Gardens Internal Audit report. The findings and recormendations were around parks and gacdens
maintenance work, and policy and procedures on booking process.

Key Findings of the Internal Audit Report

The key findings noted in the Internal Audit Report were as follows:
o Identification and completion of parks maintenance works could be more proactive;
*  Lack of clear guidelines in place to manage the booking process; and
* It is unclear what types of events require a formal booking to be made.

Implementation Status by Recomemendation

Recommendations in Report

Completed Completed In progress

(reparted by (verified by (due) Taken
Mamt) Internal Audit)
1.1 Identification and completion of parks maintenance works could be more proactive
R1 A comprehensive checkiist should be created by the Manager Parks and Open Space, or his 7 /
delegate, in collaboration with other business areas to ensure that all relevant areas within the
Bayside Council- Follow Up Review of Past Internal Audit Recommendations etc. - October 2019 Page 8
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Recommendations in Report Status
Completed Completed  In progress Not due No Action
(reparted by iverified try (due) Taken
Mgmt) Interral Audt)
parks, reserves, ovals and sporting field are covered. This checklist should be used by the Outdoor £ o T
Supervisors when doing their quarterly checks.
R2 Consideration should be given to creating a similar abbreviated checklist for the groundsmen
and the relevant mowing crew to use when they check the parks for damage and maintenance v v
work
R3 Cansideration should be given to supervisors taking pictures of all damage, including those Y, y
which require immediate attention
R4 The Outdoor Staff Supervisors should, at a minimum, do a quarterly audit of all thedr 7 v
parks, gardens, reserves, ovals and sporting fields.
1.2 Lack of clear guidelines in place to manage the booking process
R1 A booking policy should be developed by the Coardinatar Sports and Recreation, o his/her
delegate to provide clear guidelines to the Booking Officer and the public. The policy can either
be an overarching document covering all activities and facilities, a separate policy for different
wses or in another manner which suits Council, This policy should include, but not be timited to:
a) what are considered permissible and excluded activities in parks. v v
b) how many people have to attend an event for it to be chargeable.
c) what areas are not conducive or allowed for any activities, if relevant.
d) what types of permits are available,
Bayside Council- Follow Up Review of Past Internal Audit Recommendations etc. - October 2019 Page 9
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Recommendations in Report Status
Completed Completed In progress Not due No Action
(reported by {verified by (due) Taken

Mgmt) Internal Aucht)

) payment of booking fees,
f) what the hirer ts entitled to by making a booking e.g. exclusive use of area.
@) paperwork and insurancesrequired for each type of booking.

h) where relevant, the number of howrs a park, reserve or sporting fleld can be booked for each
woek,

1) process surrounding cancellation and rescheduling of existing bookings and the cost, If any,
associated with 1t

R2 Manag should consider the merits of providing the hirer exclusive use of the area
requested when deciding on what a hirer is entitled to when making a booking. This would further v v
encourage users of parks to hire it for their use, instead of using it in an unauthorised manner.

R3 Once developed, this policy should be approved by the relevant Committee and then uploaded
onto the internet for easy access and information purposes for the public.

R4 The Booking Officer should develop/update the Booking Procedures document to ensure that
there is a step-by-step guide on how to process booking requests when it is received.

1.3 It is unclear what types of events require a formal booking to be made

R1 Management should consider all activities which are permissible in parks and reserves. At the
minimum, the following additional events should be considered: 7/ : 7

a) social gatherings and the threshold at which the hirer will be charged.

Bayside Council- Follew Up Review of Past Internal Audit Recommendations etc. - October 2019 Page 10
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Recommendations in Report Status
Completed Completed  In progress Not due No Action
(reparted by iverified try (due) Taken
Mgmt) Internal Audit)

b) christening.
¢) photography and videography for weddings.

d) set up of streutures/props such as tables, chairs, wood fire pizza ovens, camping tents and
electric heaters and air coolers.

e) wse of equipment including public address system.

f) charity and fundraising events.

R2 Manag should consider the comequences for Inappropriate an unauthorised wse of parks

and reserves, If management decided that a fine ts the bets soluticn, a fine amount shoudd be

determined, Once the abave has been finalised, it should be presented at the relevant Committes v v
meeting for approval. Once approved, the information should be Included In the Booking Policy

and wploaded onto the internet page for easy access, review and use by the public.

R3 The Booking Policy should clearly state that any requests to book parks and reserves to

conduct activities outside those listed will be assessed on a ride basis, f f
R4 The consequences agreed upon by management and approved by the relevant Committes y y
shoutd be communicated to the Coordinator Compliance for enforcement by his Rangers.
Bayside Council- Follow Up Review of Past Internal Audit Recommendations etc. - October 2019 Page 11
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Progress update of the work completed and work to be done

Thete were a total of 12 recommendations in the internal Audit Report, six recommendations were verified as completed. There were two recommendations which were in
progress {due) and there were three recommendations where there was “No Action Taken™. For recommendations where “No Action Taken™, the following was noted based on the
discussion with the relevant staff responsible for the actions:

Recommendation 1.1 (R3) - Not all issues are photographed. The Team Leaders are provided with comparny mobile phones to take photos but the fleld staff are not provided with
company phones and they are not expected to use their own phaone to take photos. The issues are documented in the daily maintenance checklist (by fleld staff), updated into
Pathways (by Team Leaders) and delegated to the relevant department. Due to the lack of resources, maintenance will not take photos of all issues,

Recommendation 1.2 (R1) - The poticy and conditions of use are documented In the respective sporting fields, parks and venue booking forms. The policy and conditions of use are
available to the public on the Councils website, Sports and Recreation will not develop a separate policy document., Internal Audit noted that this policy and conditions of use
needs to be updated. It refers to the Recreation and Community Facilities Management Policy which is no longer valid.

Recommendation 1.2 (R3) - Refer to camment abave in Recommendation 1.2 (R1),

Bayside Council- Follow Up Review of Past Internal Audit Recommendations etc. - October 2019 Page 12
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2.2 Internal Audit - Leave {2018)

Background

There were two findings and two recommendations raksed In the Leave Internal Audit report. The findings and recommendations were the standard operating procedures manual

Key Findings of the Internal Audit Report

The key findings noted in the Intemal Audit Report were as follows:

¢ The payroll standard operating procedures does not reflect the current processes; and
*  Avallability of the payroll standard operating procedure to staff processing payroll.

Implementation Status by Recommendation

Recommendations in Reporct Status

C Completed In progress Not due No Action

(repected by (vnﬂ;kd by (due) Taken
Negme) Internal Audit)

R1 The Manager People & Organisational Culture, or an appropriate delegate, should

update the Payrun Standard Operating Procedures Manual to fully reflect current payroll v 7
Processes.,
R2 The updated SOPs Manual should be kept in soft copy on the Payroll shared drive, v ‘ v
Bayside Council- Follow Up Review of Past Internal Audit Recommendations etc. - October 2019 Page 13
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Progress update of the work completed and work to be done

The two internal audit recommendations for the have been satislactorily completed.
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2.3 Internal Audit - Inventory Management (April 2019)

The objective of this intermal audit was to provide reasonable assurance over the design and effectiveness of internal controls that manage key risks associated in inventory
management at Bayside,

Key Findings of the Internal Audit Report

The internal audit identified areas for improvement to the end to end inventory management process 1o manage risks of incarrect inventory balances, incorrect valuation, higher
Inventory holding costs, processing errors and financial loss. The key findings are summarised as below:

1. Harmonisation of inter and Intra depot stores should be expedited to rectify matters such as different stock cades and stock items, grouping of multiple products under the
same broad stock code, differing accounting treatments of store items between the two Depots, store organisation and specific location of items physically and referenced in
TechOne, Incorrect units of measure set up in TechOne for store ftems, and minimum and maximum stocking levels for individual stores iters not beling established;

2. Discrepancies in fuel balances primarily caused by incorrect processing of fuel recetved and dispemsed were noted. We noted that there I no set schedule for updates to
TechOne of fuel dispensed with delays of up 1o 2 weeks having been noted. The period of Data Fuel system’s data extraction is not recorded in a register at the Botany Depot to
ensure completeness of the TechOne update. Additionally, the extracted data file can (and sometimes needs to be) changed to minimise upload errors (deletion of zero fuel
dispensed recocds);

1, While reasonably effective processes and controls have been established at both Bexley and Botany that comply with the recently implemented Inventory Management
Procedures, there i scope for improving procedures to ensure completeness and accuracy of processing Stores Issue Requisitions (SIR);

4. Obsolete stock Identification and disposal processes have yet to be developed and Implemented. Such processes would include identifying slow moving, old or unused stocks,
determining shelf life and deciding upan the strategy (retention, disposal or destruction) for stores items. A destruction certificate or equivalent that s independently signed as
evidence of destruction has not been developed;

5. A formal approval process for adding, deleting or modifying stores items in the TechOne Inventory master file has not been developed, Additionally, Inventory adjustrments can
be individually made in TechOne without secondary review or approval, An audit trail report review or secondary work flowed approval has not been implemented; and

6. Inventory Management controls are deficient in some areas at the Botany Golf Course, Aquatic Centre and Squash and Tennis Courts. Individual stock locations for each of these
sites should be considered for implementation in Tech 1 and the functionality of Tech 1 should be utilised to manage inventory,
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Iimplementation Status by Recommendation

Recommendations in Report Status

Completed

(reparted by (werified by (due) Taken
Nemt) Internal Audit}

2.1 Inventory Management processes require improvement

R1 The fellowing matters raised above should be addressed within the Inventory
Improvement project and their implementation tracked accordingly:

» Operational, financial and accounting strategles should be streamlined between the two
sites to enable appropriate stocking levels, streamtine products to accrue the benefits of
bulk purchases.

+ Products that have been grouped under a single product code should be separated and
the corresponding quantities and values rectified.

* Inactive and obsolete stock items should be identified and disposed. 4 ! v/

+ Compactus and Shelf numbers of the physical location of store items should be
referenced in TechOne against the stock code.

» The units of measure in TechOne should be madified to reflect the ordering and ssuing
units.

» Mintmum and maximum levels should be developed for stock items.,
« Stock obsolescence processes should be developed and implemented.

R2 The project plan that broadly defines the approach to be used by the Fleet and Stores
project team to deliver the scope and objectives of the improvement project should be v v
formalised and approved, A detailed project plan of the steps to be taken to achieve the
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Recommendations in Report Status
Completed Completed In progress Not due No Action
(reported by (rerified by (due) Taken
tgmt) Internal Audit]
broad objectives should be developed. Progress and status reporting should be developed
1o demonstrate the achievement of the scope, cbjectives and deliverables,
2.2 Fuel Management controls require enhancement
R3.1 A daily, automated ETL from Data Fuel to TechOne should be tnvestigated and v
Implemented.
R3.2 The technical solution to modify Bexley's fuel stock codes to reflect those at Botany y y

should be implemented.

R4.1 More frequent fuel dips (particularly before and after a fuel delivery) should be
Implemented to identify and correct discrepancies (Including correction of root cause) v v
above a threshold (to be established in policy),

R4.2 Fuel usage monitoring, including the introduction of log books should be introduced
1o assess any likely misuse of take home vehicles. Use of the tolerance levels established in
the Data Fuel system could be utilised to perform the assessment of normal business use
kilometres and actual kitometres,

RS Controds in relation to receipting of fuel should be strengthened (e.g. by secondary
review) to minimise the risk of incorrect recelipting. More frequent fued dips discussed in v v
R4 abowve ts also a control to mindmise this risk,
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Recommendations in Report Status
Completed Completed In progress Not due No Action
(reported by (rerified by (due) Taken
Ngme) Internal Audit}
R6 Implement a monthly calibration of fuel dispensed at the bowser and that recorded in

Data Fuel, N ’

R7 nvestigate ummed bio-diesel and assess for potential write-of f /disposal if it is unlikely
to be used. The fuel may need to be reanalysed to assess If it meets specification, If a v v
decision to use or dispose of it 1s made.

2.3 Controls over processing of Stores issue Requisitions (Non-Fuel) require
improvement

R8 Create a file/folder /sleeve where unrecorded SIR's are retained until they are
recorded, to minimise the risk of SIR's being lost, When entered, each ftem ksued should

v v
bear evidence of being entered into TechOne and signed by the Stores Officer. The delay
in entering SIRs into TechOne should be minimised.
R9 As discussed in Section 2.1, the units of measure in TechOne should be modified to
reflect the ordering and fssuing units, Similarly, location of store items should be v

streamlined,

R10 While full stocktakes are undertaken monthly, a regime of frequent random
stocktakes, including these in highet tsage stores tens should be implemented to identify v v
any frregularities or Input errors,

R11 Aspects ralsed above as matters for improvement should be addressed. For ease of 7 v
reference, SIR numbers should be referenced in TechOne. Items that are non-stock should
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Completed Completed In progress Not due No Action
(reported by (rerified by (due) Taken
tgmt) Internal Audit]
be clearly identified in the SIR. Stores item codes and Project/Activity/Natural account { -
numbers should be written on the SIR by the requisitioning department.
2.4 Obsolete Stores are not effectively managed
R12 Obsolete stock identification and disposal processes that include proof of disposal or :
destruction documents that are signed by an independent officer should be developed and v v
implemented. :
R13 Evidence of management approval on disposal or destruction documents should be / V;

retained.

2.5 Monitoring controls in relation to Masterfile modifications and Stock Adjustments
are lacking

R15 Work flow approval processes in TechOne should be investigated and implemented for
Inventoey Masterfile changes and stock adjustments. Altermatively, retrospective approval v 4
from the Manager Works by review of audit trall reports should be Implemented.

2.6 Golf Course - Inventory Management controls are deficient in some areas

R16 « The golf course should be set up as an inventory location in TechOne and Its
functionality should be utilised to manage Inventocy,
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Recommendations in Report Status

Completed Completed In progress Not due No Action
(reported by (rerified by (due) Taken
tgmt) Internal Audit]

« Emure the Site Manager reviews and signs the stacktake spreadsheet before stock
adjustments and journals are entered Into the Finance system; Audit trail reports of
adjustments made should be generated, reviewed and approved by the site Manager

o As there s no linkage between the POS record of ales and the inventory spreadsheet,
there should be a reconciliation between the POS reports and the sales recorded In the
inventory spreadsheet. Inventory spreadsheets should be roviewed by the Site Manager

along with report of sales from the POS system.

« Independent stocktakes should be commenced due to the current lack of separation of
duties.

» Update the current POS system to allow accurate reporting of sales.

» Emsure a log book is maintained, including Item/s hired, date and time, customer name,
DL Number and signature to ensure items are retumed.

2.7 Aquatic Centre- Inventory Management controls are deficient in some areas

R17 It s recommended that Bayside:

« Ersure stocktake reports are reviewed by Finance and the Site Manager with evidence of

signature;

« Validate stock purchases and sales to the actuals and resotve differences with v v
appropriate approval;

«» Conduct pertodic stocktaking with a formalised stocktake process to monitor stock
movements; and
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Recommendations in Report Status
Completed Completed In progress Not due No Action
(reported by (rerified by (due) Taken

Ngme) Internal Audit}
« Establish maximum and/or minimum stock levels on stock count sheets for purchasing
PUrposes.

2.8 Tennis and Squash Courts- inventory Management controls are deficient in some
areas

R18 It is recommended that Bayside:

» Conduct perfodic stocktaking with a formalised stocktake process to monitor stock
movements.

» Emsure stocktake reports are reviewed by Finance and the Site Manager with evidence of

signature. v v
« Validate stock purchases and sales to the actuals and resolve differences with

oppropriate approval.

« Formally ensure a log book is maintained, including item/s hired, date and time,
customer name and signature,

Progress update of the work completed and work to be done

The majority of the recommendations have been completed. There were two recommendations which were In progress {due). Recommendation 2.2 (R3.1) fs belng investigated by
IT and will be completed by December 2019, Recommendation 2.2 (R7) will be investigated by the Coordinator and will be completed by December 2019,
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2.4 Internal Audit - Cash Handling (February 2019)

The objective of this internal audit was to assess the design and effectiveness of internal controls that manage key risks associated in handling and managing of cash at Bayside,

Key Findings of the Internal Audit Report

Cash handing processes and controls at Bayside are varied and each business unit has developed systenrs and processes to cater for thelr structure, business line and number of
stalf. While all business units visited demonstrated some alignment with the Cash Handling Policy and Procedure, there is scope for improvement by raising awareness and
ensuring complisnce with the principles of the Policy. Key findings are as follows:

1, There is substantially effective compliance with the Cash Handling Policy and Procedure and substantially effective controls have been destgned and are cperationally effective,
However, there are some aspects that need (o be addressed to strengthen supervisory review, separation of duties, dual control and physical security;

2. While separation of dutles and dual controls have been effectively implemented at Customer Service Centres, these controls have not been effectively implemented at other
wrvice arcas, mainly due to Umited staff in those arcas, Also, separation of duties and dual controls may not always be adhered to as was evident theough our sample audit
testing. These exposures may give rise to financial loss due to errors o misappropriation not being identified;

3, Physical security and physical contrals have been implemented, However, some aspects, such as securing off Cashier's areas, access to Cashier’s area and strong room, type
and operation of Anti-Theft shutters and availability and placement of surveillance cameras and signage are deficient. This may lead to financial loss due to theft, Injury, death in
the event of a robbery going wrong (Insecure cashiering areas) and lack of protection from frate customers;

4. Money Laundering and Counterfeiting risk are not managed. While Councils are not a designated service, nor required to undertake (Know Your Customer (KYC) procedures
under the AML/CTF Act, there 1s the risk that money may be laundered through Bayside. This risk has also been raked in the Cash Handling Process and Operational Procedures.
However, our review and discussions established that there were no processes In place to identify, record and report any suspicious, significant or irregular cash payments by
individuals (to enable Bayside identify any unusual patterms). Also, notes are not reviewed for authenticity by cashiers to ensure they are not counterfeit; and

%, Cash handling controls at Libraries, Aged Care and Disability Services, Botany Golf Course and the Aquatic Centre require improvement, A common theme that was identified
was a lack of supervisory review and dual controls over cash handling and controls have not been implemented to ensure there is a reconciliation between “sales™ made, cash
collected, cash register reports and physical cash on hand.
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Implementation Statuz by Recommendation

Recommendations in Report

Detailed Findings

L
{reported by

Mamt]

2.1 Separation of Duties / Dual Control may not always be adhered to

R1 The process for dual control/separation of duties over cash receipts, cash balancing, opening
and closing procedures, cash reversals, cash counting, operation of the Main Safe, Key Safe and
the Drop Safe, banking and reporting should be reinforced. The operation of dual control should
be evidenced on all EOD documentation by dual signatures,

R2 To ensure accountahility, there should be appropriate signatures on the Cash Dissection
Sheets, as well as the Bank Deposit Summary report, not simply the names of the v
Cashiers/Supervisors.

R3 A preventive control should be investigated to manage cash reversals over a threshold. For
example, a system solution could require a second supervisory sign-on to be made to allow a v
reversal of a receipted transaction.

R4 A regtster should be maintained to record a replacement cashier, drawer number, date and
time on and off and signatures of both cashiers 1o maintain accountability for receipting

transactions. Alternatively, a system solution should be investigated.

RS Whilst being operationally onerous, Bayside should investigate options to split access to the
Main and Key Safes between staff and implement dual swipe access to the strongrooms.

2.2 Physical Access and Physical Controls are deficlent in some Instances

No Action
Taken
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Recommendations in Report Status

Completed Completed In progress Not due No Action
(reparted by {verified by (due}
Mgmit) Internal Auchit)

Ré “The physical environment where cash is stored and received needs to be professionally
designed to maximise the physical controls over the cash"-Cash Handling Process and Operational
Procedures - Decemnber 2018. Based on the above observations our recommendations are as
follows:

« Managerment showdd perform a risk/threat assessment of the access to and physical security of
the cashiering areas to identify additional contrels required to ensure safety and security of staff
and assets, For example, improvements may be needed in the form of improved enclosures for the
Cashiering areas, In particular at Eastgardens CSC which is open plan. Similarly, further limiting
access to the strongroom may be considered.

» Consider upgrading anti-theft shutters to electronically operated ones or manual ones that
automatically lock when brought down (without the use of a key to lock).

+ There would be merit in installing surveillance cameras in the cashiering areas and strong
rooms, particularly as there are large volumes of cash being transacted during rates payment
periods. However, employee dissatisfaction and perceptions of lack of trust would be matters for
consideration in implementing this recommendation.

» Consider going cashless, 1f an open plan environment fs essentlal - Eastgardens

+ Policy and procedure should be implemented over the removal of keys when CSC counters are
unattended. Consider converting the tills to those that automatically open when performing a
cash transaction.

« There may be merit in upgrading the Key Safe at Eastgardens to a PIN operated model, similar
to that at Rockdale CSC.
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Completed Completed  In progress Not due No Action
(reparted by fverified try {due) Taken

Mgmt) Interral Auchit)

R7 Signage should be improved and should alert customers to the presence of survedllance
cameras, anti-theft screens, where no cash is held on site e.g. Child Care, Tennis Courts etc v v
Skgnage should request customers / cash couriers to remove helmets.

R8 A policy and procedure should be developed and implemented in relation to the wearing, and

use of personal duress alarms. Staff should be made aware of the use of personal duress alarms. ’ f
R9 A key register should be developed to record location and ownership. The locks of the v 7

Rockdale Main Safe and Drop Down Box should be changed as spare keys have gone missing.

2.3 Controls to minimise cash holdings

R10 Appropriate policies and procedures should be developed and Implemented to address the 7

matters raised above.

2.4 Money Laundering and Counterfeiting risks are not managed

R11 Develop and implement a policy and procedure 1o identlfy, record and report suspicious,
significant or irregular cash payments, Similarly, processes and training for identifying counterfelt v
notes should be developed and provided to staff.

R12 Consider going cashless or disallowing cash transactions in excess of a threshold, v

2.5 Cash handling controls at Libraries require improvement
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Recommendations in Report Status
Completed Completed  In progress Not due No Action
(reported by {verified by (due) Taken
Mgmit) Interral Auchit)
R13 Introduce an independent/surprise cash count at Branches to be performed by the Network

v v
Librarian, (R} i
R14 The daily and weekly report of the cash register / printer should be provided in the Branch

Cash Bag and reviewed Independently with the Weekly Library Cash Report/and Cash by the v v
Network Librarian to confirm cash recedpts during the week.(R)

R15 Opening and closing cash procedures should be implemented at the Branches, including
Eastgardens. Bayside should introduce a daily cash count at Branches to confirm Cash Receipts
and the Float and this should be performed by 2 staff. The weekly cash count at Branches and
cash despatch to the Network Librarian should be performed by 2 staff and the Library Cash
Report should be signed by both. Additionally, dual controls should be introduced in the weekly
corsolidation of cash. (R & £G)

R16 Instructions should be provided to staff emphasising the need to mandatorily provide
customers with a receipt from the cash register, This will to some extent ensure that all receipts v v
ate accurately recorded in the cash register, (R f EG)

R17 Training and guidance should be provided to staff in cash handling to minimise errors in
recording of receipts (R & £G).

R18 Informal processes to adjust excesses and shortages in cash during the weekly cash counts at
branches should be assessed by management to ensure that cash is effectively reported and v v
nccounted for and causes of discrepancies are addressed (R & £EG)
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Recommendations in Report Status

Completed Completed In progress Not due No Action
(reported by {verified try (due) Taken
Mgmt) Internal Auchit)

R19 Physical security aver the cash till/cash box should be improved by ensuring keys to drawers

and rooms are removed and retained in key safes that should be installed. (R) / i v

R20 A Cash Register should be installed at Mascot Branch. (R) 4 v

R21 A daily review of waivers should be undertaken by the Coordinator - Customer Experience
Librarfes to ensure they have been approved by her, (EG)

2.6 Cash handling controls in relation to Aged & Disability Services require improvement

R22 Accounting Spreadsheet:

« The spreadsheet formulae should be brought back to their original settings, including for on-
account clients, to maintain the integrity of outstanding balances. Cells with formulae should be
protected.

« The accounting spreadsheet should be kept current and updated on a daily basis before the next
day's collections are written up.

A review process should be implemented to emure that the meals delivered and monies v v
received are accurately entered into the accounting spreadsheet.

+ The daily expected cash receipts as per the accounting spreadsheet should be reconciled with
amounts actually received as per the Daily Payment Record.

+ Reporting from the spreadsheet should be used to assist staff to complete the daily run sheet
discussed in R21,

« Training should be imparted on the use and importance of the accounting spreadsheet.
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Recommendations in Report Status

Completed Completed  In progress Not due No Action
(reparted by fverified try (due) Taken
Mgmt) Interral Auchit)

R23 Processes over meal deliveries and cash collections should be improved:

» Each run sheet should be for the day and for example could Inclide the following details:
o Client name

0 COD or On Account indicator

o Plan Delivery and number of meals {e.g. # of standard meals or premium meals etc.)

o Expected S receipts (derived from the accounting spreadsheet - this would exclude on account
clients except when due but include overdue of all other clients)

o Actual Delivery and number of meals
o Actual § collected Cash v 4
o Actusl § collected Cheque

o Receipt # (based on a numbered receipt book for each run) (It should be noted that there are
some clients who pay on account so meals may be delivered without any payment received,
however the accounting spreadsheet if retained accurately and on a timely basis witl provide
accurate Information on balances outstanding)

+ Post-delivery, the run sheet should be utilised to reconcile the cash and cheques received with
the recelpt book stubs and the Daily Payment Record.

» The run sheet should also be used to update the Accounting Spreadsheet with the actual meals
delivered and the funds collected,

R24 Cash courier’s ID should be confirmed with Secure Cadh’s online verification portal, v ; v
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Completed Completed In progress Not due No Action
(reparted by iverified try {due) Taken
Mamit) Interral Auchit)

R25 Procedures should be documented for the E2E process. v v
2.7 Cash handling controls at Botany Golf Course require improvement

R26 + The daily and weekly report of the cash register should be provided to Finance and
reviewed independently with the Daily Cash Report to confirm cash receipts during the week.

» Introduce a daily cash count to confirm Cash Recelpts and Float, and this should be performed
were possible by 2 staff,

« All courters must be identified with valid Secure ID and matched against an approved list. If
access to a computer i limited, a detailed list must be available for staff to identify the courier

» Store the key in a locked safe or secured in back of house/staff area,

» Encourage staff to provide customers with receipts to ensure all sales are entered into the
wystem correctly.

» Encourage staff to not accept any cash sales after close.

« Implement formal traming on cash handling for all staff members and create a register of all
cash handling training that ts regularly updated and monitored.

2.8 Cash handling controls at the Aquatic Centre require improvement

R27 » Ensure all cash drawers are locked securely when not In wse and are only untocked when a
sale s being made; or
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Recommendations in Report Status
Completed Completed In progress Not due No Action
(reported by {verified by (due) Taken

Mgmit) Internal Auchit)

« Implement a POS systom that is linked to the camh drawers that allows automatic locking of the
cash tills;

» Emsure the customer service areas are closed and/or locked;

o The processes for dual control/separation of duties over cash recelpts, cash balancing, opening
and closing procedures, cash reversals, cash counting, operation of the Maln Safe, Key Safe and
the Drop Safe, banking and reporting should be reinforced, The operation of dual control should
be evidenced on sll £0D documentation by dual signatures,

« All couriers must be identified with valid Secure 1D and matched against an approved list. If
access 1o a computer i limited, a detailed st must be available for staff to identify the courter;

« If cameras are necessary for the site's security, ensure the cameras are installed and operating
appropriately;

» Implement formal training on cash handling for all staff members and create a register of all
cash handling training that is regularly updated and monitored.

« Ensure all excess cash ts stored within the safe for the Manager to Investigate any unresolved
Issues/balances,

Progress update of the work completed and work to be done

The majority of the recommendations have been completed. There were two recommendations that were in progress. Recommendation 2.2 (RB) - A palicy will be developed to
cover the use of personal duress alarms. This will be completed by February 2020. Recommendation 2.3 (R10) - The Cash Handling Policy had been developed and will be endorsed
by the Executive by end of October 2019, Cash Management Guidelines to complement the Cash Handling Policy will be developed by March 2020,
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2.5 Heaith Check - Employees’ Mandatory Licenses Processes (January 2019)

Background

The purpose of this internal audit was to follow up on the Employees’ Mandatory Licences process health check performed during 2017-18. The progress and quality of control
Irplementation was reviewed and the status of the implementation of controls verified.

Key Findings of the Internal Audit Report

Improvements have beon made in relation to the implementation and quality of controls in arder to manage operational and compliance risks, since the health check carried out
In 2017718, A shunificant number of controls have been implemented. However, there are some controls that are In the process of being implemented or not started. As
recogntsed by Management, there continees to be room for further improvement. The Internal audit report summarised, as below, the multiple improvements and controls that
ware still being implemented;

1. WHS Policy and some WHS procedures are in the process of being finalised;

2. Some processes 1o manage statutacy training, licensing and ticketing require improvement to ensure that staff are not operating equipment or undertaking functions for which
they do not have the appropriste licence or ticket; and

3, Processes are being developed for regular reparting and accurate analysis of management and statutory informiation in relation to Licencing, Ticketing, Qualification and
Training (LTQT).

Implementation Status by Recommendation

Recommendations in Report Status

Completed Completed In progress Not due
(reported by (verified try (due) Taken
Memt) Internal Auchit)

2.1 WHS Policy and some WHS procedures are in the process of being finalised
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Recommendations in Report Status
Completed Completed  In progress Not due No Action
(reparted by {verified by (due) Taken
Mgmit) Interral Auchit)
R1 All policies and procedures should be finalised. v

2.2 Processes to manage training, licensing and ticketing requires improvement

R2 Access to the register should be restricted and updates to it managed to ensure that
information remains accurate and valid. The register should be maintained such that it is the i '
*source of truth’ for all statutory, WHS related Licencing, Ticketing and Training.

R3 Update of new starter Information Into the LTQT register should be improved as follows:

* A process needs to be developed to ensure that this register owned by HR, is updated with new
starters on & timely basis. In the interim, until LTQT requirements are Implemented In LMS/IChris,
some recommended improvernents may Include:

o Update of this register should form part of the New Starter Checklist, v v

o When HR establish an employee in Khris, there should be a review by HR to ensure that the
employee file/TRIM and the register have been updated.

o Celfls In the register should be highlighted for the required Licences/Tickets and training. Any
faps in Ucence detalls, expiry dates and traiming could then easily be identified

R4 Based on the WHS Team Member's review, leavers are marked off in a blue font and are noted
on the spreaddhest that they are no longer employed. However, this process could be made more

robust by including it in a “leaver's checklist™ to ensure the register & updated for all staff exiting /
the Council,
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Recommendations in Report Status
Completed Completed In progress Not due No Action
(reported by {verified try (due) Taken
Mgmt) Interral Auchit)
RS There should be a process whereby WHS are advised of any role or position changes to ensure 7 7

that the register 1s updated for required LTQT requirements and that it has been completed,

Progress update of the work completed and work to be done

The majority of the recommendations that are due have been implemented. Recommendation 2.2 (RS), implementation status is in progress. Currently, there is no information of
staff transfer provided to WHS. The Sentor Safety and Wellness Partner will follow up on the process for position changes to ensure that the Information flows through to WHS, The
process will be implemented in December 2019.
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2.6 Heaith Check - Payrell (January 2019)

The purpose of this internal audit was to follow up on the Payroll processes health check performed during 201718, The progress and quality of control implementation was
reviewed and the status of the implementation of controls verifled.

Key Findings of the Internal Audit Report

Some impeovernents have been made in relation to the implementation and quality of cantrols in order to manage operational and compliance risks, since the health check carried
out in 2017/18. A significant number of controls have been implemented. However, there are some controds that are In the process of being implemented or not started. As
recogntsed by Management, there continees to be room for furthes improvement.  The internal audit report summartsed as below the improvements and controls that are belng
implementeod:

1. The process over the independent review of Audit Trall Repaorts does not fully minimise the risk of unauthorised changes to payroll data. Timing of this review and the persons
who perform this review requires some modification;

2. iChris does not prevent the creation of duplicate erployess. Discussions with the Payroll Coordinator indicated that such errors have occurred in the past as emplayees may
have been set up on the system before they commenced work. There ts a risk that duplicate employees are established and pald more than once. Employees legitimately paid
more than once should be reviewed as part of the EFT check to ensure that individuals are not paid under two payroll numbers;

1, Termination payments are not authorised by the employee’s manager or a manager with financial delegation. There fs a risk that termination payments are incorrect and
unauthorised;

4. Management is aware of the inaccuracies in leave balances and leave liability accruats and have commissioned an intemal review to rectify them;
5, While audit trail reparts exist for changes to bank account detalls, there 1s no process in place to identify duplicate bank account detalls that could result in fraudulent activity;

6. The reconciliation between the payroll system and TechOne fs incomplete, There Is a risk that all payroll transaction may not be correctly reflected in the accounting system;
and

7. There are some gaps in documenting payroll policies and procedures and these are in the process of being documented.
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Implementation Statuz by Recommendation

Recommendations in Repert

Completed Completed In progress Not due No Action
{reported by (verified by (due) Taken
Mgmt) Intersal Audit)
2.1 Independent review of Audit Trail Reports (Ref: CO1)
Consideration be given to the following to ensuee that the risk of unauthorised changes to
employee payroll data is minimised:
R1 As this internal audit was simply a health check, a more detailed review of access controls v v
should be performed by Internal Audit to evaluate whether the separation of duties have been
adequately implerented.
R2 The review of audit tradl reports should be performed prior to the pay run being executed. This 7 7
review Is currently being performed post-pay run,
R3 Audit trail reports of medifications made by super users (including the set up or modification Y /
to Chris users) should be reviewed by the Manager POC.
R4 There would be merit in evaluating whether individuals (e.4. Manages POC) who do not have 7 /
any update access to employee Masterfile data should review any assoctated modifications.
2.2 Duplicate employees (Ref: CO1)
RS in the interim, employees paid more than once should be reviewed as part of the EFT check to v 7
emure that individuals are not paid under two payroll numbers.
Bayside Council- Follow Up Review of Past Internal Audit Recommendations etc. - October 2019 Page 35

Thls repart & Svended wlaly 130 the information and iatemal e of Rayride Counct and 13 not Wended 308 thould Aot to be Wied by 3Ty CERY PeNon or entity

Item 5.5 — Attachment 1

192



Risk & Audit Committee 28/11/2019

IBDO st
L ————

Completed Completed  In progress Not due No Action
(reported by {verified ty (due) Taken
Mgmt) Internal Auchit)

2.3 Termination Payments (Ref: CO1)

Ré6 Termination payments should be reviewed and authorised by the employee’s manager and/or a
manager with appropriate financial delegation.

2.4 Leave balances and accrued leave liability (Ref: CO1)
R7 The lack of an edectronic time and attendance system to ensure timely leave management may
be one of the causes of this ksue, The planned Implementation of HR21, Including a welf service v

modude could alleviate this issue.

R7a Also, while there could still be some delay in leave recording, confirmation of the above
mentioned reports by the manager may reduce the impact on leave liability accrual.

2.5 Lack of a process to identify dupli bank details (Ref: CO2)

R8 A ane off check should be performed to ensure any duplicate bank accounts are
valid/legitimate. Subsequent checks should be performed say annually.

2.6 The reconciliation between the payroll system and TechOne is incomplete (Ref:COS5)

R9 The reconciliation between the TechOne and the iChris (PRD Report) be developed and
impiemented.
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Progress update of the work completed and work to be done

The recommendatiom have been satisfactorily completed,
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2.7 Heaith Check - Procurement (January 2019)

The purpose of this internal aadit was to perform a high level follow up on the procurement health check performed in 201718, Internal Audit reviewed the progress and quality
of control implementation and have peovided an update on the status of implementation of controls,

Key Findings of the Internal Audit Report

Some impeovernents have been made in relation to the implementation and quality of controls in arder to manage operational and compliance risks, since the health check carried
out in 2017/18. A significant number of controls have been implemented. However, there are some controls that are in the process of being implemented or not started. A
recogntsed by Management, there continees to be room for further improvement. The Internal audit report summarised as below the Improvements and controls that are belng
Implemented:

1. The procurement procedures needs to be endorsed by the Executive Committee for implementation and communicated to staff;
2. There is a lack of staff education to emure that quantities of goods ordered are at the optimum price and at the relevant time,;
1. Procurement Is currently in the process of the cleaning the supplier database to monitor the use of unauthorised suppliers;

4. There 5 a lack of staff education on the receipting of the goods and services to ensure a consistent standard is maintained. The dispute resolution process need to be
formalised and documented in the performance management plan;

5. The volume of overseas purchases is low, however, the controls to ensure relevant import and foreign exchange regulations are identified and correctly addressed should be
prioritise for review in the future;

6. There ts no formal documented process to monitor performance of suppliers agalnst all requirements and expectations; and

7. The analysis of the procurement data for managernent reporting could be assisted through the capabilities in TechOne. This will be explored in the TechOne post
Implementation review,
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Implementation Status by Recommendation

Detailed Findings

Recommendations in Repeort
C 1

-jmp:ud by Taken
Mamt]
2.1 Procurement Policy & Procedures
R1 Follow up on the endarsement of the procurement procedures by the Executive Committee for Y
implementation
R2 Communicate the authorised procurement procedures to staff v
2.2 Appropriate order quantities
R3 Develop a Learning ft Development (LED) educational program to educate staff to ensure that
the quantities of goods ordered are at the optimum price and at the relevant time
2.3 Menitoring use of unauthorised suppliers
R4 Complete the supplier database cleansing process for the monitoring of the ise of v
unauthorised suppliers
2.4 Quality of goods and services
RS Include staff education on the receipting of goods and services in the LD plan v/
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Completed Completed  In progress Not due No Action
(reported by {verified by (due) Taken
Mgmit) Interral Auchit)
Ré Formalise the conflict resolution process and include conflict resolution in the Performance y
Management process
2.5 Oversee of purchases
R7 Prioritise this control activity for review v
2.6 Monitoring of suppliers' performance
R8 Include the suppliers” performance monitoring process in the performance management plan v
2.7 Analysis for management reporting
R9 Explore the features available in TechOne to assist in data analysis for reporting to y Y

management

Progress update of the work completed and work to be done

The majority of the recommendations have been completed. There is one Recommendation 2.7 {R9) which was verified as “In progress”, as there are further reports to be
established, The system is able 1o generate "PO raised after invoice received” and “Annual spent ceport” (based on suppliers) to ensure Council Is going to market where required.
Procurement & In the process of developing the reports to the Executive, covering POs ralsed following an Invoice, number of involces sent by suppliers and number of POs ratsed
against suppliers, This is to be completed by July 2020.
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2.8 Heaith Check - Accounts Payable (July 2019)

Background

The purpose of this internal audit was to perform a health check for Accounts Payable based on BC's health check process. This process included:

Step 1: Notification - Informing the relevant Manager and process control owner of the proposed health check and the intended scope of the program.

Step 2: Audit Preparation - Preparing an internal control framework, In the form of a questionnatre, which Is in line with best practice,

Step 3: Audit Corsultation - A preliminary meeting s st with the process control owner to introduce and review the Framewoark,

Step 4: Interactive Workshop 1 - In-depth discussion with process control owner and thelr team on Implementation, adequacy of controls and additional controls,

Step 5 Framework Assessment (performed by process owner) - Recording of actual controls and additional controls requited to strengthen the process. (Process owner will require
about B weeks to complete this section),

Step 6: Interactive Workshop 2 - Review the current and additional control to ensure they are relevant, appropriste and effective. Agree timeframes on the implementation of
controls.

Step 7: Audit Testing - Test the controls to ensure they have been effectively implemented and are working robustly.
Step B: Report - Report to Executive and the Risk and Audit Cormmilttee on the progress of the health check and the implementation of the controls

Key Findings of the Internal Audit Report

The health check repoet identified several improvensent opportunities as set out below:

1. Access rights for the AP Officer and other procurement and payment related roles should be independently reviewed periodically, and documented to ensure the appropriate
access rights have been assigned;

2, The approval of refunds should be in accordance with the Council's delegations of authority;
1. The procedures for AP processing, reviewing, monitoring and reconciliation should be improved;
4. All outstanding supplier inwvoices should be reviewed and recorded to ensure the accuracy of labiities; and
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Key Findings of the Internal Audit Report

5. The AP aging report should be provided to management for better expense monitoring, overseeing of payments and cash flow management. Key Performance Indicators (KPIs)
should be identified and performance reviews should be based on the identified KPis,

Implementation 5tatus by Recommendation

Recommendations in Report

Completed Completed In progress Not due
{reparted] by {verified by {due} Taken
Mgmt) Internal Audhit)

2.1 Segregation of Duties

R1 Management should work with the TechOne vendor to explore alternative options of reviewing
user access rights and user profiles to ensure the appropriate access rights have been assigned and v
the required segregation of duties are in place.

2.2 Accountability, authorisation and approval

R2 The appraval of refunds should be in accordance with the Council's delegations of authority. v

2.3 Processing, reviewing, monitoring and reconciliation

R3 AP reconciliations for aging and clearing accounts should be performed monthly to ensure

v
accuracy of the financial information.,
R4 Management should consult with the TechOne vendor to explore options of how to include all 7
wppliers’ infarmation on the payment advice.
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Completed Completed  In progress Not due No Action
(reparted by iverified try (due) Taken
Mgmit) Internal Auchit)
RS Payments should be made in accordance with Council's payment terms. v

R6 POs should be ralsed prioe to recelving the goods/services and supplier involces. Purchase
orders which have been rabsed after involce dates should be investigated and communicated to v
the respective team members to reduce future occurrences,

R7 Suppliers information should be reviewed periodically (i.e. guarterly) in the system to ensure
its accuracy.

R8 The review of total payments stated In the bank confirmations and EFT reports should be
documented,

2.4 Accounts Payable cut-off and classification

R9 All outstanding supplier invoices should be reviewed and recorded monthly to enwre the
accuracy of lHabilities,

2.5 Reporting and Communications

R10 Key Performance Indicators should be Identifled, such as supplier's involces processing time
and payment, accuracy, etc. Performance reviews should be based on the identified KPis.

Bayside Council- Follew Up Review of Past Internal Audit Recommendations etc. - October 2019 Page 43

Thls repart & vended wialy 130 the information and latemal e of Rayuide Councd and 13 not Wended 308 thould Aot to be uied by 3Ty CERY Perion or entity

Item 5.5 — Attachment 1 200



Risk & Audit Committee 28/11/2019

|IBDO it
T —
Progress update of the work completed and work to be done

The majority of the recommendations have been satisfactorily completed. Recommendation 2.3 (R4) Is in progress, some supplier details (address) were missing from the payment
advice due to the data imported from Rockdale's old system (E1). From the report generated by the TechOne consultant, Procurement will update the supplier's information into

the relevant TechOne field, This will be completed by December 2019,
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29 Continuous Risk improvement Program (March 2019)

Background
This audit report detalls the cutcomes of the Continuous Risk Improvement Program (CRIP) audit of Bayside Councll conducted by InConsult on behalf of CivicRisk Mutual. The
audit was conducted in March 2019,

Key Findings of the Internal Audit Report

The result of the audit indicated that considerable progress has been made in developing and implementing Council”s ERM framework. There wete four recommendations in the
audit report and 13 opportunities for improvement. Details of the recommendations and oppertunities for improvement are included in the table below.

Implementation Status by Recommendation

Status

Recommendations in Report

Completed Completed In progress
(reported by (verified ty (due) Taken
Mgt Internal Audit)
1.1 Mandate and Commitment (Risk Management Policy)
OP1.1 Continue to review and update the Risk Management Policy over time. v
1.2 Responsibilities and Accountabilities for Managing Risk
OP2.1 Ensure that work plans implemented for 2019/20 include requirements for managers as risk Y, y,

owners to regularly review their area’s risks,

1.3 Risk Governance and Reporting
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Completed Completed In progress Not due No Action

(reported by {verified by (due) Taken
Mgmit) Internal Auchit)

OP3.1 Review the constitution of the Risk and Audit Committee to transition to an Audit Risk and
Improvement Committee as set out in unproclaimed sections of the Local Government Act,

1.4 Establishing Risk Appetite

OP4.1 Continue to review and evolve the risk appetite statement aver time. v
1.5 Integration of Risk Management into Business and Strategic Planning Processes

OPS. 1 Incorporate risk management into business planning and reporting processes. v

2.1 Risk Management Strategy/Plan

6.1 Review the Risk Management work plan and update to incorporate new risk management
initiatives,

2.2 Risk Assessment Methodology and Process

OP7.1 Ensure that the risk ag hodology is regularly communicated to staff, v

2.3 Strategic Risk Assessment

8.1 Review the risks in the Strategic Risk Register and delete those that are no longer a strategic
risk for Council,
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Completed Completed In progress Not due No Action
(reported by {verified by (due) Taken
Mgmit) Internal Auchit)
2.4 Operational Risk Assessment
OP9.1 Review the Operational Risk Register and add controls and risk treatment plans where y;
required.,
OP9.2 implement a program to ensure operational risks are reviewed on a regular basis, v
2.6 Risk Management Training Program
OP10,1 Develop an enterprise risk management training program which is regularly presented to /
all redevant staff.
2.7 Risk and Control Assurance and Review
OP11.1 Provide more reports on broad risk management Issues to the Risk and Audit Committee, v
2.8 Business Continuity Planning
OP12.1 Finalise business continuity plans for the remaining key Council sites. v
2.9 Use of Risk Management Technology still in its infancy stage
R1.1 Fully implement the PULSE risk v v
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Recommendations in Report Status
Completed Completed In progress Not due No Action
(reparted by {verified by (due) Taken

Mgmit) Internal Auchit)

3.9 Management of Risks Arising from the Operation of a Motor Vehicle Fleet

R2.1 Finalise the external audit of the Councll fleet and ensure the Fleet Register is brought up to

date and kept accurate. /

R2.2 Utilise the Technology 1 system capability for scheduling vehicle maintenance. 7
3.11 Management of the Risk of Fraud and Corruption that might lead to Fidelity Guarantee or

C&O Claims

R3.1 Develop a Fraud and Corruption Prevention Plan following the 8DO fraud and corruption risk / y

assessment,

Progress update of the work completed and work to be done

All of the recommendations and opportunities for improvement that are due have been satisfactorily completed.
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Bayside Council

Serving Our Community

Risk & Audit Committee 28/11/2019

Item No 5.6

Subject ICAC Operation Ricco - Verification of Implementation of
Outstanding Recommendations

Report by Natasha Balderston, Internal Auditor

File F17/634

Summary

A progress report on Council’s implementation of the agreed actions responding to the
Independent Commission Against Corruption’s (ICAC) Operation Ricco Report
recommendations resulting from the investigation into fraud and corruption at the former City
of Botany Bay Council.

Officer Recommendation

1 That the Risk & Audit Committee notes the status of implementation of Council’s
management progress towards finalising the implementation of the Operation Ricco
ICAC Action Plan.

2 That the Risk & Audit Committee notes the audit recommendations were independently
reviewed by an audit consultant from BDO and the report has been attached for review.

3 That the Risk & Audit Committee notes that Council’s progress update on the
implementation of ICAC’s Operation Ricco’s recommendations will be submitted to
ICAC in December 2019 with all actions finalised.

Background

Council has continued to implement Council’s Action Plan (December 2017) in response to
ICAC'’s investigation into the former City of Botany Bay Council and the ICAC Operation
Ricco Report finalised in July 2017. Progress reports have continued to be reported
quarterly to the Risk & Audit Committee.

Bayside Council was required to provide a progress report to ICAC on the implementation of
the recommendations in December 2018, at which time four (4) Actions remained not fully
implemented. ICAC reviewed Council’s responses and requested a further update be
submitted in December 2019.

Progress Report — November 2019

The following table provides a progress update on the one remaining actions that was
outstanding as of the last update (August 2019). For this update, the final action is
considered completed with all actions now finalised.

Iltem 5.6 206



Risk & Audit Committee 28/11/2019

Table: ICAC Actions — November 2019 Update

Recommendation > Bayside |Responsible |Comment

Council Action Officer

R2: That Bayside Council undertakes a review of the control frameworks governing
processes that are vulnerable to corruption and implements any recommendations arising
from the review.

R2.1: That Bayside Council undertakes a review of the control frameworks governing processes that
are vulnerable to corruption and implements any recommendations arising from the review.

Post amalgamation policy Fausto Sut This action is considered completed.

alignment and harmonisation. As part of the Policy Harmonisation Project all

financial management policies have been have
been reviewed and harmonised.

BDO was engaged to conduct an independent verification of the progress report on the
Operation Ricco Action Plan. The first review was conducted in November 2018 ahead of
Council’s update to ICAC in December 2018. At the time of that report Council reported four
items as “Partially Implemented” and has since finalised these actions and have reported
back to the Risk and Audit Committee quarterly. BDO’s November review was completed
prior to Council finalising some actions, and at the time of their review in November they had
noted seventeen actions as “Ongoing”. The difference between the December Status and
the November 2018 status was due to a number of actions being finalised between the BDO
review and Council’s report in December 2018.

This final report includes BDO’s review (Attachment 1) of those actions assessed by
Management as “Completed’ and “Implemented” in 2019 for the final report to ICAC. BDO
has reviewed the progress status and confirmed all actions assessed as “Ongoing” as of
December 2018 have now been “Implemented” as of November 2019. Attachment 1
provides the details of these actions and BDO’s review. BDO will provide a formal report to
Management which will be included in Council’s December report back to ICAC.

Attachments

Bayside - Follow Up Review of ICAC Recommendations - November 2019 - Final
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Inherent Limitations

The Services provided are advisory in nature and do not constitute an
assurance engagement in accordance with Australian Standards on Review or
Assurance Engagements or any form of audit under Australian Auditing
Standards, and consequently no opinions or conclusions intended to convey
assurance under these standards are expressed,

Becauze of the inherent limitations of any intemnal control structure, it is
possible that errors or irregularities may occur and not be detected. The
matters raised in this report are only thase which came to our attention during
the course of performing our procedures and are not necessarily a
comprehensive statement of all the weaknesses that exist or improvements
that might be made.

Our work is performed on a sample basis; we cannot, in practice, examine
every activity and procedure, nor can we be a substitute for management’s
responsibility to maintain adequate controls over all levels of operations and
their responsibility to prevent and detect irregularities, including fraud.

Any projection of the evaluation of the control procedures to future periods
is subject to the risk that the systems may become inadequate because of
changes in conditions, or that the degree of compliance with them may
deteriorate,

We believe that the statements made in this report are accurate, but no
warranty of completeness, accuracy, or relfability 15 given in relation to the
statements and representations made by, and the information and
documentation provided by Bayside Council personnel. We have not
attempted to verify these sources independently unless otherwise noted
within the report.

Limitation of Use

This report is intended solely for the information and internal use of Bayside
Council in accordance with the agreed Terms of Reference dated August 2019,
and is not intended to be and should not be used by any other person or entity.
No other person or entity is entitled to rely, in any manner, or for any
purpose, on this report. We do not accept or assume responsibility to anyone
other than Bayside Council for cur work, for this report, or for any reliance
that may be placed on this report by any party other than Bayside Council.
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1 Executive summary

1.1 Background

This internal audit was undertaken as part of Bayside Council’s (BC)
Approved Internal Audit Plan for the year ending 30 June 2020.

The objectives and scope of the internal audit were documented in a Terms
of Reference document dated August 2019.
1.2 Purpose

The purpose of this internal audit was to review the progress of
implementation of:

. Internal audit recommendations;

. ICAC recommendations;

. The recommendation from Project 2020 (AG Recommendations);
. Health check follow up reviews; and

. Continuous Risk Improvement Program (CRIP).

1.3 Scope

The scope of the internal audit is limited to internal audit recommendations
(Parks & Gardens, Leave, Inventory Management and Cash Handling), health
check follow up reviews (Employees Mandatory Licenses Processes, Payroll,
Procurement and Accounts Payable), the Continuous Risk improvement
Program, ICAC and Project 2020 recommendations,

This report will cover the progress update for the recommendations from
ICAC. The status of the other audit recommendations were reported
separately in the “Follow Up Review of Past Audit Recommendations

Executive summary

Report dated October 2019 and the yet to be issued report for the “Follow
Up of Recommendations for Project 2020".

This follow up internal audit excludes the IT Interim Audit 2017-18
Management Letter recommendations. These will be included in our Report
on Project 2020 Report.

1.4 Approach
The following approach was undertaken for the internal audit:

* Ve obtained the relevant recommendations and reviewed the
progress to date;

* Interviewed BC personnel responsible for implementation of actions;
and

« Examined relevant documentation and/or physically sighted
completed implementations to determine actions completed or in-
progress.

1.5 Summary of key findings

This internal audit assessed the progres: in the implementation of
recommendations made in the ICAC audit,

Overall, the status of the recommendations was assessed as Satisfactory,
with all of the recommendations having been completed. The following
table shows a summary of the status ICAC recommendations:

Table A: Summary Status of Recornmendations

No. of
| Recommendations

Recommendations previowly verified as “Completed” or
“Closed™ [recommendations that will not be implemented due v
to their cost effectiveness or alternative controls in place).
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Recommendations verified as “Completed™ in this internal

audit,

Total ber of r d.

No. of

Recommendations

"

The progress status of outstanding recommendations were assessed as
Satisfactory. All recommendations have been satisfactorily addressed.
Internal Audit previously performed a follow up verification of the
recommendations in November 2018. The recommendations that were not
assessed as “"Completed” were followed up in this internal audit. The

IKAC Report

Recommendation:

o sufficient segregations
axist In its invaice
payment processes
(including the
introduction of a three
way match
arrangement) to
managa the risks
associated with
fravdutent payments;

| Internal Audit

| Assesiment & Nov 2018

Complete. Workflow is
automated within
TechOne to ensure
appropeiste approval
delegation and three-
way match for payment.

Executive summary

‘ Internal Audit

Assessment @ Nev 2019

N/A. Assesved x5
completed in November
2018,

following table shows the status of the recommendations: o “aperationM managers  ‘Complete. Dparational. | M. Asieased &
have visibility over, and  Managers were involved completed in November
Table B: ICAC Recommendations invalveenent in, setting i budget setting and 2018,
ICAC Report Internal Audit Internal Audit budgets and monitoring  monitoring. The use of
Recommendations | Assestment @ Nov 2018 Assessment & Nov 2019 wxpenditure agaist TechOre Enterpeise
| That Bayside Council reviews  Complete. The role for  N/A. Assessed xs Chess: Dadgets; Bidgnt Module provides
ity financial processes and vandor master flle completed In Novenmbe VBBiy to the
makes any necessary changes  maintenance Is 2018, Opsrational Masagors.
to ersure that: performed by *  adequate segregations Partially Complete. The  Completed. The various
e Its vendor naster fle s Procurement and axist acrass different vandor master file financial processes have
subject to appropriate segtegated from financid processes, maintenance had been been finatised and
segregation and ceview-  Finance. Vendor moaster segrogated from Account  approved by the
based controls; file maintenance alw Payables. Various ather Exeautive.
roviewed by the financial processes are
Procurement Speciatist being finalised, which
or the Procurement will be completed by 10
Manager Jure 2019,
Follow Up Review of ICAC Recommendations Page 6

Thts report b imtended solely for the information and intemal we of Bapside Counch and 1 not srtended aad should Aot Lo be uted by arny cther perien or entity

Item 5.6 — Attachment 1

213



Risk & Audit Committee 28/11/2019
I BDO Executive summary
————

ICAC Report Internal Audit Intermal Audit N ICAC Report Internal Audit | Internal Audit
Recommandaticas Assessment @ Nov 2018 | Assessment @ Nev 2019 ® | Recommendations ssment & Nov 2018 ssment @ Nev 2019
That Bayside Council Partially Complete. A Completed. Policies and body when evaluating the the effectiveness of the
undartakas & review of the review of the high risk procudune relating to performance of the general Implementation of
control frameworks governing  areas was performed. processes vulnerable to manages, Intermal and extemal
procesyes that are vulnerablée  The implementation of corruption were audit recommendations.
to cormuption (Including those  the recommendatians identified, harmanised This will be presented to
related to procurement, from the review is and published. the GM's Parformance
Invaice payment, fleet ongaing. They are Review Panet on 21 Jan
management and charge card  expectod to be 2019 for approval,
inage} and mplenwents any. | completid by 30 June 8 That Bayside Council Complete. A risk NiA. Assossed as
recommendations drisidg 2019, undertakes & risk assessment assessment was complited in November
from the review {Including an assessment of  performed and the risk 2018,
That Bayside Coumcil reviews  Complete. The positi N/A A d as fraud and corruption risks) to  register updated. A
the position descriptions of description of key completed in November inform its intermal audit plan.  review of the risk
ey operational and financial  operational and financial 2018, management profite and
roles to ensure that they rodes had been reviewed updating of the Annual
include the required skill sets  to include the required Irternal Audit Plan was
and qualifications Skl sets and conducted.
ualifications. BC has 9 That Bayside Council enusres  Complete. The Hisk & NIA. Assossod x
also implemanted that its internal audit Audit Comanittes (RAC) completed in November
recruitment and function operates Charter Inctudes rote 2018,
maintenance of Skilks independentty lrom Equireenents 1o the
ahd Qualification management by reporting Internal awdit function.
Management, functioeslly 1o its audit
That Bayside Council ensures  Complete. Updates to NIA Asseased xs committoe,
S the Sneomantation of | [ Ganorma ssnagers. | -cemSEted I Wovensber 10 That Bayside Council ansures  Complete. A Risk & NIA. Assessed as
Botis fntemial 3od eicurret (GM) performuance 2018, 1t has a robust systoe kn Audit Committee was comploted in Noverber
audit recomniendations & Contract were miade to place to monitor and report ostablished independent 2018,
coniidered by the tlected fackudes: ¢valuation of on the implementation of of management to which
Follow Up Review of ICAC Recommendations Page 7
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ICAC Report

Recommendaticns

internal audit
recommendations that is
independent from
management,

That the General Manager of

Baysido Council conducts a
review of the audit
committes's effectivenass
and the adequacy of ts

arrangements 1o eassw that
1t fufils the responsibilities of

its chanter and provides
wifficiont assntance 1o

Hayside Council’s governing

body on govemance
Processes,

| Internal Aodit

Assessment @ Nov 2018

the Internal Audstor
reports. The
implementation of
internad audit
recommendations is a
standing agenda em for
the RAC.

Complete. A Consultant
from the lIA was engage
to condkict an
indepandant review of
the RAC. A firal report
wirs hvsused on &
December 2018,

Intermal Audit

Assessmant @ Neov 2019

NIA Assessed a5
completed In November
2018,

Bayside Council developed a total of 79 actions to address the ICAC
recommendations. Internal Audit reviewed all 79 actions in November 2018
and followed up on the outstanding actions fn this internal audit. All actions

Executive summary

were satisfactorily addressed. The following table summarises the progress
and the verification of the actions:

Table C: ICAC Actions Summary

Number of
Actions

Actioms verified as "Completed” in November 2018 54

Actions verified as “Completed™ in November 2019, (For

detailed results of the review, refer to Appendix A). 25

Total 79

1.6 Acknowledgement

We would like to take this opportunity to thank all BC staff for their co-
operation and assistance during the course of our intemal audit.

1.7 Report clearance

The contents of this report have been discussed with Natasha Balderston,
Internal Auditor and Fausto Sut, Manager-Governance and Risk.

Yours sincerely

e Yanot
av . \

Sean Pascoe
Partner, BDO Risk Advisory
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I B D O Detaited Findings
T —

2 Detailed findings

2.1 ICAC Audit Report

Internal Audit performed a follow up internal audit of the inplementation of the ICAC recommendations in Navember 2018, A total of two recommendations and 25 actions were
assessed as “Partially Completed"” or “in Progress™. These recommendations and actions were followed up in this Internal audit, as set out below,

Implementation Status by Recommendation

Recommendations in Report Status [Hot

That Bayside Council reviews its financlal processes and makes any necessary changes to ensure that:

R1 its vendor master file is subject to appropriate wegregation and review-based controls;

R2 sufficient segregations exist in its invoice payment processes {including the intreduction of a three way match
arrangement) to manage the risks assoclated with fraudulent payments;

R3 operational managers have visibllity over, and involvement in, setting budgets and monitoring expenditure against these
budgets; and

R4 adequate segrogations exist across different financial processes. v

Follow Up Review of ICAC Recommendations Page ¢
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Recommendations in Report ; Status [Not

RS That Bayside Council undertakes a review of the control frameworks governing processes that are vulnerable to
corruption (Including those related to procurement, woice pay . fleet managy it and charge-card usage) and v
implements any recommendations arising from the review

R6 That Bayside Council reviews the position descriptions of key operational and financial roles to ensure that they include

the required skill sets and qualifications /
R7 That Bayside Council emures that the implementation of both intermal and external audit recommendations is 7
considered by the elected body when evaluating the performance of the general manager.
R8 That Bayside Council undertakes a risk assessment (including an assessment of fraud and corruption risks) to inform its 7
internal audit plan,
R9 That Bayside Council ensures that its intemal audit function operates independently from management by reporting y
functionally to its audit committes,
R10 That Bayside Council emsures it has a robust system in place to monitor and report on the implementation of internal v
audit recommendations that Is independent from management.
R11 That the General Manager of Bayside Council conducts a review of the audit committee's effectiveness and the
adeguacy of its arangements to ensure that it fulfils the responsibilities of its charter and provides sufficient assistance to v
Bayside Council's governing bady on governance processes.

Legend:
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I B D 0 Detailed Findings
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PC - Recormmendations previously verified as “Completed” or “Closed” {recommendations that will not be implemented due to their cost effectiveness or alternative controls in
place).

CC - Recommendations verified as “Completed” in this internal audit,

IP - Recommendations verified as “in Progress™ in this intermal audit,

Progress update of the work completed and work to be done

All recommendations are satisfactorily assessed as “Completed”. Internal Audit verification indicated that adequate actions were taken to satisfactorily complete the two
recommendations (R4 & R5),

Internal Audit also verified the outstanding actions that support the recommendations. All actions were satisfactorily ‘Completed”, Refer to Appendix A for details.

Follow Up Review of ICAC Recommendations Page 11
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Appendix A - ICAC

Appendix A

Recommendation Actions ACTION Responsible Audit Status | Audit Verification @ Nov 2019
PLAN Manager @ Nov 19
DETAIL

111 That Bayside Council reviews its financial Mapping of all key business processes (procurement, credit A1111 Director City Completed Business processes had been developed, approved by the Executives
processes and makes any necessary cards, accounts payable, cash management, receipting and Performance and implemented in December 2018.
changes to ensure that: inventory) and related controls. Establishment of clear

documentation and continuing, ongoing and cyclical program
of education for staff, contractors and suppliers.

112 The vendor master file is subject to Controls over change to bank details were implemented A1123 Manager Completed A form had been developed for bank detail changes. The form has
appropriate segregation and review-based requiring a secondary sign-off. An audit report of bank file Procurement been verified by Internal Audit.
controls changes Is reviewed on a monthly basis

112 The vendor master file is subject to One of the strategic imperatives of the newly formed A1.1214 | Manager Completed Purge of suppliers are done annually. Suppliers will become inactive if
appropriate segregation and review-based Procurement team is to undertake category reviews to Procurement not used within a year. Every suppiier in the system has a category
controls rationalise the suppliers base and purge inactive suppliers and code assigned.

suppliers who do not meet the minimum criteria of dealing with
Council

112 The vendor master file is subject to Expand the use of TechOne Contract Management moduleto | A1.1.2.15 | Manager Closed Council has purchase license for the Contract Module in TechOne and
appropriate segregation and review-based support better establish and monitor terms and conditions and Procurement will make a decision to use Contract module within TechOne or an
controls procurement compliance. external system for management of Council's Contract.

114 Operational managers have visibility over, Develop and implement an organisational wide business A1149 Manager Completed The Financial Reporting process and procedures were developed and
and involvement in, setting budgets and process for Monthly Reviews of Budget and Performance, Finance approved by the Executive, and training has been provided.
monitoring expenditure against these including training and roll-out.
budgets

115 Adequate segregations exist across different | Develop Financial Operating Model for the Organisation - with | A 1.1.4.12 | Director City Completed Financial process and procedures have been developed and approved
financial processes. full suite of processes, internal controls embedded, supported Performance by the Executive. A total of 18 business processes were developed

by systems and training of Finance staff and Users

115 Adequate segregations exist across different | Risk review of all processes to identify required segregation of | A 1.1.4.13 | Manager Completed Business process was approved by the Executive in December 2018
financial processes. duties to be implemented in the business process reviews Governance and implemented. These processes have a risk and controls identified

and Risk around segregation of duties. There were a total of 18 processes.

1.15 Adequate segregations exist across different | Embed changes in segregation of duties into Position A1.1.4.14 | Manager Completed Segregation of duties have been embedded in the control activities in
financial processes. Description - Work Plans. Finance the business processes documentation

21 That Bayside Council undertakes a review of | Interim Finance measures in 2016/17 have included: A211 Director City Completed Based on our discussion with the Accounts Payable Coordinator, the
the control frameworks governing processes | Implementation of a Delegations Register including financial Performance signatories A & B have been implemented. The non-Finance staff
that are vulnerable to corruption and delegations and specimen signatures, delailed secondary include the Manager Governance & Risk and the Coordinator
implements any recommendations arising review by senior finance staff of all payments,; changes to Governance.
from the review, Bank Authorities and implementation of a Signatory A

(Finance) & Signatory B (Non-Finance) for EFT and cheque
payments.

21 That Bayside Council undertakes a review of | Monitoring of Charge Cards for Bunnings and Fuel Cards A213 Manager Closed Bunnings charge cards are issued by Procurement. Bunnings charge
the control frameworks governing processes | closely monitored by Procurement. Procurement cards transactions are approved by the respective Managers (physical
that are vulnerable to corruption and invoice). AP codes the invoice to the respective cost centres. Fuel
implements any recommendations arising cards are monitored by the Fleet Coordinator and any abnormality is
from the review. reported to the Manager.

Follow Up Review of ICAC Recommendations
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Appendix A

Recommendation Actions ACTION Responsible Audit Status | Audit Verification @ Nov 2019
PLAN Manager @ Nov 19
DETAIL

21 That Bayside Council undertakes a review of | Improvements to reconciliations - for bank and balance sheet A214 Manager Completed Reconciliations for bank and balance sheet items are being performed
the control frameworks governing processes Finance and monthly reconciliation update meetings are held with the Finance
that are vulnerable to corruption and Manager and the Coordinator.
implements any recommendations arising
from the review,

21 That Bayside Council undertakes a review of | Post amalgamation policy alignment and harmonisation A216 Manager Completed Council has identified 22 potential policies and procedures, relating to
the control frameworks governing processes Governance processes vulnerable to corruption. All of these identified policies and
that are vulnerable to corruption and and Risk procedures have been harmonised and/or adopted afresh, and
implements any recommendations arising published. The Coordinator maintains a spreadsheet to monitor the
from the review. status of the policies for the harmonisation process.

21 That Bayside Council undertakes a review of | Removal of systems access for individuals whose role has A218 Director City Completed Service Desk tickets will be raised by the Manager to remove access
the control frameworks governing processes | changed in the organisation. Performance for the user. Also, IT generates users access list on an annual basis for
that are vulnerable to corruption and TechOne, Pathway, AD and Payroll system for the respective
implements any recommendations arising Managers to verify the staff's user access. This list is returned to IT and
from the review. any changes is updated in the system.

21 That Bayside Council undertakes a review of | Mapping of all key business processes (procurement, credit A219 Director City Completed Business processes had been developed, approved by the Executive
the control frameworks governing processes | cards, accounts payable, cash management, receipting and Performance and implemented in December 2018.
that are vulnerable to corruption and inventory) and related controls. Establishment of clear
implements any recommendations arising documentation and continuing, ongoing and cyclical program
from the review. of education for staff, contractors and suppliers.

21 That Bayside Council undertakes a review of | Review of Policy on Purchase and Credit Cards, and mapping | A.2.1.10 Manager Completed Completed. The Purchase and Credit Cards Policy is finalised and
the control frameworks governing processes | of business and systems processes. Procurement adopted by Council. Council provided evidence that the Purchase Card
that are vulnerable to corruption and Policy was adopted on 21 December 2018.
implements any recommendations arising
from the review.

21 That Bayside Council undertakes a review of | Ongoing improvement of reconciliation processes by A2111 Manager Completed The transitioning of Authority system to TechOne was completed in
the control frameworks governing processes | transitioning of Authority systems to Tec hone (single system Finance April 2019. There is only one system in use (TechOne)
that are vulnerable to corruption and and set of bank accounts for Bayside Council). Full
implements any recommendations arising reconciliation performed across the balance sheet on a
from the review. monthly basis.

21 That Bayside Council undertakes a review of | Policy framework for new Bayside and prioritisation of policy A2113 Manager Completed Council has identified 22 potential policies and procedures relating to
the control frameworks governing processes | development including the development of procedures and Governance processes vulnerable to corruption. All of these identified policies and
that are vulnerable to corruption and processes to reinforce work practices and embed controls and Risk procedures have been harmonised and/or adopted afresh, and
implements any recommendations arising published. The Coordinator maintains a spreadsheet to monitor the
from the review. slatus of the policies for the harmonisation process

21 That Bayside Council undertakes a review of | Implement a more robust Business Governance Model A2114 Manager Completed Council developed and adopted a Policy Management Procedure to
the control frameworks governing processes | including strengthening the policy and process ownership Governance provide a consistent and more robust Business Governance Model, All
that are vulnerable to corruption and model, systems, change protocols and authorities. and Risk policies and key business processes and controls are being managed
implements any recommendations arising in line with this policy.
from the review.

21 That Bayside Council undertakes a review of | Extensive review of all user system profiles and access A2115 Manager Completed Completed. User system profiles and access are regularly reviewed
the control frameworks governing processes | Alignment of systems access to reflect responsibility, Finance Business processes are being finalised with system access to reflect
that are vulnerable to corruption and segregation of duty and delegated authority. segregation of duties and delegated authority. The delegations in
implements any recommendations arising TechOne are reviewed by the Governance & Team to ensure
from the review. compliance.

31 That Bayside Council reviews the position Conduct individual Capability Assessments and implement A316 Manager Completed Council has adopted the public sector capability framework. The
descriptions of key operational and financial performance development plans. Address critical skills / Finance position descriptions reflect these capabilities. Performance
roles to ensure that they include the required | capability issues on a team and individual level. management framework was also implemented, including performance
skill sets and qualifications. review against position descriptions.

Follow Up Review of ICAC Recommendations
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A —
o Reco datio Actio : 0 Respo Audit Status | Audit Verification @ Nov 2019
PLA g @ Nov 19
» A
41 That Bayside Council ensures that the General Manager performance contract to include KPI's and Ad11 General Completed Compleled. The GM's performance contract included KPI's relating to
implementation of both internal and external evaluation of the effectiveness of the implementation of Manager effectiveness of implementation of inlernal and external audit
audit recommendations is considered by the internal and external audit recommendations recommendations. This was approved by the General Manager's
elected body when evaluating the Performance Review Panel on 21 January 2019.
performance of the general manager
41 That Bayside Council ensures that the As part of the General Manager's Performance Review, the Ad12 General Completed Completed. GM performance review process was adopted at the
implementation of both internal and external Internal & External Audit recommendations (including the Manager November 2018 Council meeting. The first review occurred on 21
audit recommendations is considered by the | Management Representation Letter) will be tabled with the January 2019. The GM tabled her report on the Mgmt. letters. Note:
elecled body when evaluating the Council's review committee. The General Manager's Performance Review includes a report on
performance of the general manager. implementation of audit recommendations, copy of audit management
letters, and a report on the effectiveness of the Risk and Audit
Committee based on an independent review.
71 That Bayside Council ensures it has a robust | General Manager to review the independent assessment of AT15 General Completed Completed. Final report was provided by IlA on 5 December 2018,
system in place to monitor and report on the | the effectiveness of the Risk and Audit Committee, the Chair Manager
implementation of internal audit person's six monthly report, and to address deficiencies, and
recommendations that is independent from to report on the performance
management.
81 That the General Manager of Bayside General Manager to review the independent assessment of AB12 General Completed Completed. Final report was provided by lIA on 5 December 2018,
Council conducts a review of the audit the effectiveness of the Risk and Audit Committee against Manager
committee's effectiveness and the adequacy | KPIs and the Chair person will provide six monthly report. This
of its arrangements to ensure that it fulfils the | will report on the performance and address deficiencies
responsibilities of its charter and provides
sufficient assistance to Bayside Council's
governing body on governance processes.
8.1 That the General Manager of Bayside External Independent Review of the Risk and Audit Committee | A8.1.3 General Completed Completed. Final report was provided by llA on 5 December 2018,
Council conducts a review of the audit to assess the effectiveness of the committee. Manager
committee’s effectiveness and the adequacy
of its arrangements to ensure that it fulfils the
responsibilities of its charter and provides
sufficient assistance to Bayside Council's
governing body on governance processes.
Follow Up Review of ICAC Recommendations Page 14
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Item No 5.7

Subject Internal Audit Program - Progress & Review

Report by Natasha Balderston, Internal Auditor

File SF19/211

Summary

The purpose of this report is to provide a revised 2019/20 audit program based on a review
of the program in light of indicative cost estimates for the remaining audits and a replacement
audit for the Asset Management audit which has been deferred. In essence, the program is
reduced by a net of three audits and the audit of Certifications is included in lieu of Asset
Management. These changes will meet the updated approved internal audit budget.

Officer Recommendation
1 That the Risk & Audit Committee receives and notes the report.

2 That the Risk & Audit Committee endorses the updated audit program, including the
replacement of the Asset Management audit with the Certifications audit.

Background

At the Risk & Audit Committee on 24 October 2019, Internal Audit advised the Committee
that an audit service panel had been formed consisting of three providers; Grant Thornton
Australia Ltd, BDO East Coast Practice and Centium Pty Ltd.

As part of the tender submission, tenderers were asked to provide indicative costing for each
audit in the 2019/20 audit program and the proposed audit personnel to complete the audit.
The purpose of this information was to enable the evaluation panel to assess value for
money. The three successful tenderers, Grant Thornton Australia Ltd, BDO East Coast
Practice and Centium Pty Ltd, provided staff of a similar seniority to complete the audits and
indicatively costed the audits between $250,000 and $285,000 (approximately). The current
budget is $180,000.

The Asset Management audit was deferred from 2018/19 and included in the 2019/20 audit
plan as an additional audit. A decision was made in an Executive Committee meeting on 9
May 2019 to approve the deferral of the Asset Management Audit (from Q4 2019 to Q2
2020), with funding for this audit to be allocated from the Strategic Priorities Reserve. Since
then, a decision was made at the Executive Committee on 15 August 2019 to further defer
the Asset Management audit with an alternative internal audit from the current internal audit
plan to replace it.

The Executive Committee also expressed some concern about the impact the number of
audits and recommendations were having on the organisation given the workload of the
Managers. Prior to making a decision, the Executive Committee requested for Internal Audit
to verify the implementation of audit recommendations and to be provided with a report on
the status of these recommendations. This review was completed and a separate report has
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been tabled to discuss the findings and recommendations. However, the table below
provides a snapshot of the results from the verification:

o L o ior

Internal Audit - Parks & Gardens

2. Internal Audit - Leave 2 2 2
3. Internal Audit - Inventory Management 19 17 17 2
4. Internal Audit - Cash Handling 27 21 23 2 2
5. Health Check - Employee Mandatory Licenses 5 3 3 1 1
Processes

6. Health Check - Payroll 10 9 9 - 1
7. Health Check - Procurement 9 5 7 1 1
8. Health Check - Accounts Payable 10 2 7 1 2
9.  Continuous Risk Improvement Program 17 4 10 - 7
Total 111 75 84 12 14 1

Legend

TR Total recommendations

c(Mm) Completed as reported by Management in Pulse

C(lA) Completed and verified by Internal Audit

IP Implementation of the recommendations is in progress but over due

ND The recommendation is not due for implementation

NSA Due but no substantial action has been taken

The results show that the organisation is primarily meeting the recommendation due dates
and in some instances, implementing their recommendations in advance of their due dates.
Excluding the legacy audit recommendations, the implementation rate was 92%. Internal
Audit believes that this high rate of implementation is due to Managers providing clear action
plans in their management comments and realistic timeframes.

Internal Audit believes the Certification audit is best to replace the Asset Management audit
because:

o Neither of these business areas have been audited for Bayside Council and were
identified as medium risks in the approved three year audit plan.

o Given the issues around defects in buildings like Mascot Towers and the Opal Building,
and other issues around building cladding, both local government compliance and
certification functions have been under scrutiny. These issues are also on the Civic
Risk Mutual agenda. The audits would provide comfort to Council and other mutual
members that Bayside processes have been reviewed and any opportunities for
improvement been identified.

The Executive has supported Internal Audit's recommendations to replace the Asset
Management audit with a Certifications audit.
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Audit Program

An analysis of the overall internal audit program was undertaken and options put forward to
the Executive Committee to address the issue of the costing of the current audit program and
the adopted budget. Internal Audit’'s preferred option in working with current resources and
providing a robust audit program, was the removal of the following three audits:

1. Corporate Risk Management

Council has been subject to an independent Continuous Risk Improvement Program
(CRIP) Audit through CivicRisk Mutual. In addition, a recent Fraud & Corruption audit
has been undertaken. In addition, a new Risk Coordinator has recently commenced
Council with a focus to implementing the recommendations and improvements
identified by the CRIP audit and relevant recommendations from the Fraud &
Corruption audit.

It would seem beneficial to give the Risk Coordinator time to progress the
improvements identified prior to further review. Internal Audit would consider this area
for inclusion in future audit programs.

2. Fraud and Corruption prevention management

As part of the audit plan for FY2018/19, Council’s current operating environment was
benchmarked against the NSW Audit Office’s Fraud and Control Toolkit. The review
resulted in a three year Fraud & Corruption Prevention Strategy being developed and
approved in July 2019. A new Fraud & Corruption Policy was also adopted. Given the
review already undertaken and the improvements identified, it would also seem
beneficial to allow for the Manager Governance & Risk to implement the Strategy and
the recommendations from the review and for Internal Audit to conduct follow ups to
ensure that the implementation is occurring in a timely manner.

3. Change Management

The Organisational Development and Change team has recently been formed to assist
the organisation with managing its development and manoeuvring through changes.
The team is still in its infancy. As with the Corporate Risk Management audit, it would
be beneficial to give the team some time to develop its operating framework,
processes, procedures and controls before a review by Internal Audit. At a later stage,
Internal Audit would add value by identifying potential gaps and providing
recommendations on how to mature the change process.

The Executive Committee supported the preferred option and made some changes to the
timing of some audits.

Internal Audit Plan — Progress
The revised 2019/20 internal audit program is set out below including progress to date:

Audits SEW F/Y Timeframe |

la |Follow up reviews to determine status of In progress Q2 Q2,Q4
implementation of ICAC and AG’s
recommendations and confirm the progress
made in implementations.

1b  |Follow up of the status of health checks Completed for Q2 Q2, Q4
conducted in 2017/18. These include:
¢ External contractor management

¢ Procurement
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Audits Status F/Y Timeframe |

¢ Payroll

e Employees’ licenses, tickets, training and
gualifications.

1c |Follow up review of the implementation of Completed for Q2 Q2,Q4

previous years’ internal and external audit
recommendations (e.g. CRIP audit)

2 |Health Check — review of Council’s childcare Deferred Q2 Q4
centres and family day care

3 |IT Audit — IT Governance, IT Security and IT Not Due Q3
Project Management.
*deep dive

4 |Procurement — including purchasing, contract In Progress Q2
management, store cards and credit cards.
*deep dive

5 |DRIVES System Completed Q1

6 |Key Financial Process — Accounts Receivable, Deferred Q2 Q3
Provisioning and Invoicing

7 |Certifications (Proposed replacement audit, Not Due Q4

assuming the cost of the audit will be the
same as Asset Management)

8 |AssetManagement Q2
9  Corporate-Risk-Management Q4
8 |WHS Compliance Framework Not due Q3 Q4
11  Fraud-and-Corruption-prevention-management Q4
9 |Events Management Completed Q1
10 |Customer Service Management In Progress Q1
14 | Change-Management Qa3
11 |Parks and Open Spaces (maintenance and Not due Q3
booking)
*deep dive
12 |Review and update of Internal Audit Program Q4 Q4
Legend

Audit in Progress
Audit Completed
Audit outstanding
TEXT | Audit added
Audits deleted
FEXTF | Deleted

All proposed audits for Q1 FY 2019/20 have been completed. To date, only one audit has
been scheduled for Q2 has been planned and progressed. This is the Procurement audit,
which was a deferment from FY 2018/19.

The following should be noted:

1. The draft Customer Service Management audit report has been presented to the
Manager Customer Experience and the Director City Life. Management has proposed
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some changes to the content of the report and this is currently being actioned to be
sent back to the audit consultant for his review and consideration.

2.  The verification of the implementation of audit recommendations have been completed
and the report endorsed by the Executive Committee.

3. An additional Fleet and Plant audit and stocktake was completed in FY2018/19. This
audit was requested for by Procurement and supported. This report is awaiting
management comment finalisation.

4. A separate review of the Bayside BEC was undertaken and presented to the Board of
the BEC. Council is a member of the organisation and the General Manager is its
Chair.

Attachments

Nil
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Item No 5.8

Subject Confidential - Risk Management Overview

Report by Ray D'Angelo, Coordinator Risk Management

File F08/85.002

Confidential

The matters in this report are confidential, as it is considered that it is in the public interest
that they not be disclosed to the public. In accordance with the Code of Conduct, the matters
and the information contained within this report must not be discussed with or disclosed to
any person who is not a member of the meeting or otherwise authorised.
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