Bayside Council

Serving Our Community

MEETING NOTICE

A meeting of the
Risk & Audit Committee
will be held in the Level 2 Conference Room
Administration Centre,
Princes Highway Rockdale
on Thursday 22 August 2019 at 6:30 pm

AGENDA

ACKNOWLEDGEMENT OF TRADITIONAL OWNERS

Bayside Council respects the traditional custodians of the land, and elders past and
present, on which this meeting takes place, and acknowledges the Gadigal and
Bidjigal Clans of the Eora Nation.

APOLOGIES
DISCLOSURES OF INTEREST

MINUTES OF PREVIOUS MEETINGS
4.1 Minutes of the Risk & Audit Committee Meeting - 23 May 2019.............. 3

REPORTS

External Audit (Manager Finance)
5.1  Outstanding ICAC Actions Update...........cccccviviiiiiiiiiiiiiiiiieee 9
5.2 Project 2020 UpPdate.......c.oceiiiiiiiiiceie e 11

Internal Audit (Internal Auditor)

5.3  Final HR Management Audit REPOIt ...........ccoovviiiiiiiiiiiiiiiiiiiiiiiieeee, 59
5.4  Final Rates Management Audit REPOIt.........cccoovviiiiiiiiieiiieiicee e, 113
5.5  Final Accounts Payable Health Check Report...........ccccccvvviiiiiiiinnnnnn. 143
5.6  Final Fraud and Corruption Framework Audit Report.............cccceeeeee. 179
5.7  Audit Plan 2018/19 and Outstanding Audit Recommendations - Progress

L= T 227

Quality Management (Manager Finance)
Nil.

Risk Management (Manager Governance and Risk)
5.8 CONFIDENTIAL - Risk Management OVervieW .............cccceeevvenaeeeennn.. 230

Legislative Compliance (Manager Governance and Risk)
NIL.
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Performance Management (Manager POC)
NIL.

External Accountability (Manager Finance)
NIL.

6 GENERAL BUSINESS

7 NEXT MEETING

Meredith Wallace
General Manager
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Item No 4.1

Subject Minutes of the Risk & Audit Committee Meeting - 23 May 2019
Report by Fausto Sut, Manager Governance & Risk

File SF19/210

Officer Recommendation

That the Minutes of the Risk & Audit Committee meeting held on 23 May 2019 be confirmed
as a true record of proceedings.

Present

Jennifer Whitten, Independent External Member
Lewis Cook, Independent External Member
Catriona Barry, Independent External Member
Barry Munns, Independent External Member
Councillor Liz Barlow

Councillor Scott Morrissey

Also Present

Councillor Dorothy Rapisardi

Meredith Wallace, General Manager

Michael Mamo, Director City Performance

Fausto Sut, Manager Governance & Risk

Natasha Balderston, Coordinator Risk & Audit
Jeremy Morgan, Manager City Infrastructure

Matthew Walker, Manager Finance

Colin Clissold, Director City Presentation

Bobbi Mayne, Manager Customer Experience

David Nolan, Director Financial Audit Services - Audit Office of NSW
Mark Cleland, Acting Manager IT

Cate Trivers, Project Manager Project 2020

Sandra Kapsalis, Coordinator Payroll

Kate Kennedy, Coordinator Fleet Operations & Stores
Antoinette Naudi, Coordinator Financial Accounting
Bryce Spelta, Coordinator City Works

The Chairperson opened the meeting in the Conference Room, Level 2 of the Administration
Building at 6.30 pm.

1 Acknowledgement of Traditional Owners
The Chairperson affirmed that Bayside Council respects the traditional custodians of

the land, elders past and present and future leaders, on which this meeting takes
place, and acknowledges the Gadigal and Bidjigal Clans of the Eora Nation.
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2 Apologies
There were no apologies received.
3 Disclosures of Interest
There were no disclosures of interest.
4  Minutes of Previous Meetings
4.1  Minutes of the Risk & Audit Committee Meeting - 28 February 2019
Committee Recommendation
1 That the Minutes of the Risk & Audit Committee meeting held on 28 February
2019 were confirmed as a true record of proceedings.
2 That outstanding Actions from previous meetings were updated.
. Responsible
Item Action Officer
S olt1/in A | f the Risk & Audit C i ill b
22/11/18 n annual report of the Ris udit Committee will be : ,
5.1 prepared for the February 2019 meeting. Committee Chair
23/05/19 Project 2020 Reports are to include percentage completed of Pro!ect Manager,
Project 2020
5.1 each task.
23/05/19 A copy of the Audit Opinion to be sent to Committee Members | Manager,
5.3 as soon as possible after receipt. Governance & Risk
A report come back to the Committee on the outstanding
23/05/19 recommendations that are ‘overdue’, including detailed Internal Auditor
5.8 reasons, and timeframes if they cannot be completed by the
next meeting.
23/05/19 A report come back to the Committee’s November 2019 Manager,
6.1 meeting on Council’s Legislative Compliance Framework. Governance & Risk
4.2  Minutes of the Extraordinary Risk & Audit Committee Meeting - 28
March 2019
Committee Recommendation
That the Minutes of the Extraordinary Risk & Audit Committee meeting held on 28
March 2019 were confirmed as a true record of proceedings.
ltem 4.1 4
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5 Reports

5.1

Project 2020 Status Report

Committee Recommendation

1

5.2

That the Risk & Audit Committee received the updated Project 2020 Project
Status Report as of April 2019 and noted the major P2020 project risks and
mitigations. In particular, WBS 2 Fixed Assets and the Audit Office assessment
of Extreme Risks noting:

a Action plans are in place and risks being managed.

b Extreme Risk rating over remediation of the Land Improvements and Other
Structures.

c High Risk rating in IT due to number of new system implementations in
2018/19 not yet having been subjected to audit.

That the Risk & Audit Committee noted the NSW Audit Office have advised
dates for the audit program and P2020 reporting timeframes have been updated
to reflect:

i Draft Statements submitted to Audit Office, 23 August 2019.
ii Extraordinary Risk & Audit Committee Meeting, 24 October 2019.
iii Extraordinary Council Meeting to refer to Audit, 30 October 2019.

iv Submission of 2018/19 Financial Statements to the Office of Local
Government, 31 October 2019.

% The Audit Opinion and final Statements will be reported to the November
Council meeting (subject to receiving audit opinion).

That the Risk & Audit Committee noted the major P2020 project risks and
mitigations.

That the Risk & Audit Committee noted the status of implementation of Council’s
management responses to Audit Management letters and finalising the
implementation of the ICAC action plan (refer Attachment 6).

2017/18 IT Audit of general controls - Management Response Letter
to Audit NSW

Committee Recommendation

That the Risk & Audit Committee received and noted this report.

5.3

Audited 2017/18 Financial Statements & Audit Reports

Committee Recommendation

1

Item 4.1

That the report was received and noted.
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2 That the Risk & Audit Committee Chair and Members noted the invitation to
attend the June 2019 Council meeting for the presentation of the Audited
2017/18 Financial Statements.

5.4  Final Cash Handling Audit Report

Committee Recommendation

That the Risk & Audit Committee received and noted the final internal audit report on
Cash Handling.

5.5 Draft Inventory Management Audit Report

Committee Recommendation

That the Risk & Audit Committee received and noted the Draft Inventory Management
Internal Audit Report.

5.6 2018/19 Audit Plan Status Report

Committee Recommendation
That:
1 the progress made on the 2018/19 internal audit plan was noted;

2 the internal audits yet to be undertaken for 2018/19 and the timing of these
audits were noted;

3 the Committee endorsed and approved the deferment of the Asset Management
audit to 2019/20.

57 Revised 3-Year Audit Plan

Committee Recommendation

That the Risk & Audit Committee received and noted the 3 year internal audit plan,
including the internal audits for 2019/20.

5.8 Audit & Health Check Recommendations Progress Update

Committee Recommendation

That the Committee received and noted the status on the internal audit and health
check recommendations.

Item 4.1 6
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5.9 Proposed Risk & Audit Committee Meeting Schedule for 2019/20

Committee Recommendation

1 That the proposed meeting schedule for the Risk & Audit Committee meetings in
2019/20 was received and noted.

2 That the proposed meeting schedule for the Risk & Audit Committee meetings
for 2019/20 was approved.

5.10 TechnologyOne Post Implementation Review Project Update

Committee Recommendation

That the report was received and noted.

5.11 Strategic & Operational Risks - Quarterly Review

Committee Recommendation
1 That the report on the Risk Register Review was received and noted.

2 That the Committee endorsed the actions to improve the quality of the risk
register.

5.12 Liability Claims Performance Overview

Committee Recommendation

That the report was received and noted.

5.13 Final Inventory Management Audit Report

Committee Recommendation

That the Risk & Audit Committee received and noted the Final Inventory Management
internal audit report as part of consideration of Item 5.5.

5.14 Audited 2017/18 Financial Statements and Audit Reports

Committee Recommendation

That the report was received and noted as part of the Committee’s consideration of
Item 5.3.

Item 4.1 7
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6 General Business

6.1 Legislative Compliance

Note: Council’s progress on legislative compliance was raised.

7  Next Meeting

That the next meeting be held in the Conference Room, Level 2 of the Administration
Building at 6:30 pm on Thursday, 22 August 2019.

The Chairperson closed the meeting at 8:37 pm.

Attachments

Nil

Item 4.1
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Risk & Audit Committee 22/08/2019
Item No 51

Subject Outstanding ICAC Actions Update

Report by Michael Mamo, Director City Performance

File F17/634

Summary

A progress report on Council’s implementation of the agreed actions responding to the
Independent Commission Against Corruption’s (ICAC) Operation Ricco Report
recommendations resulting from the investigation into fraud and corruption at the former City
of Botany Bay Council.

Officer Recommendation

That the Risk & Audit Committee notes the status of implementation of Council’s
management progress towards finalising the implementation of the Operation Ricco ICAC
Action Plan.

Background

Council has continued to implement the Action Plan in response to ICAC’s Operation Ricco
Report and progress is reported quarterly to the Risk & Audit Committee.

Progress report - August 2019

The following table provides a progress update on the 4 four remaining actions that were
outstanding as of the last update (May 2019). For this update, 3 actions are considered
completed and 1 action remains outstanding and is expected to be completed by 31 October
2019. When the 1 remaining action is completed, we will provide ICAC with a final report
advising that all actions have been implemented.

Recommendation > Responsible Comment

Bayside Council Action Officer

R1: That Bayside Council reviews its financial processes and makes any necessary changes
to ensure that:

R1.2: The vendor master file is subject to appropriate segregation and review-based controls

Expand the use of Michael Mamo This action is considered completed on the basis
TechnologyOne Contract that Council is licensed for the TechnologyOne
Management module to Contracts module which will be implemented as part
support better establish and of the TechnologyOne upgrade project.

monitor terms and conditions
and procurement
compliance.

ltem 5.1 9
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Recommendation >

Bayside Council Action

Responsible
Officer

Comment

review.

R2: That Bayside Council undertakes a review of the control frameworks governing processes
that are vulnerable to corruption and implements any recommendations arising from the

R2.1: That Bayside Council undertakes a review of the control frameworks governing processes that
are vulnerable to corruption and implements any recommendations arising from the review.

Business Governance Model
including strengthening the
policy and process
ownership model, systems,
change protocols and
authorities.

Post amalgamation policy  |Fausto Sut This action is considered outstanding and is

alignment and expected to be completed by 31 October 2019.

harmonisation. As part of the Policy Harmonisation Project all
outstanding policies have been prioritised and an
officer appointed for 12 months to manage this
project. The majority of key policies have been
reviewed and harmonised. There are some key
policies still to be finalised, these are expected to be
completed as part of Project 2020 with a completion
date of 31 October 2019.
As at 30 June 2019, of the 18 identified priority
policies/procedures that impact on Project 2020
outcomes, 8 are adopted, 5 are in draft, 5 have not
been started. The latter are:
Accounting, Contaminated Land, Cash Handling,
Cab Charge and Petty Cash.
There are other policies which are not related to this
action which will be reviewed and completed by 30
June 2020.

Ongoing improvement of Matthew Walker |This action is considered completed.

recon_c_lha_tlon Processes by Business Process and Controls for Financial

transitioning of Authority Reporting were implemented in 2018/19 included

systems to TechnologyOne monthly reconciliations of all balance sheet

(single system and set Qf accounts and regular Bank Reconciliations. This

g%%ﬁ;%c?:uur;rsrgggfgﬁ/;%i process has been established in 2018/19 and

: continues to be embedded for 2019/20.

performed across the

balance sheet on a monthly

basis.

Implement a more robust Fausto Sut This action is considered completed.

We have established a business governance model
as part the Policy Harmonisation Project and
Business Processes and Controls Project. All
policies and key business processes and controls
are being managed in line with this model.

Attachments

Nil

ltem 5.1
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Risk & Audit Committee 22/08/2019
Item No 5.2

Subject Project 2020 Update

Report by Matthew Walker, Manager Finance

File F19/70

Summary

Project 2020 (P2020) has been formed to address the disclaimer of opinion being issued by
the NSW Audit Office on Bayside Council’s financial statements (2016/17) and subsequently
on the 2017/18 Financial Statements. As part of the Governance structure for Project 2020,
the Risk & Audit Committee will receive quarterly project updates.

Officer Recommendation

1.

That the Risk & Audit Committee receives the updated Project 2020 Project Status
Report as of August 2019 and notes the major P2020 milestones, project risks and
mitigations. In particular, noting:

a The 2017/18 Financial Statements are with the OLG but the Rating Return audit
remains in progress with the audit certificate outstanding.

b The 2018/19 Financial Statements are due to be submitted to audit on 23 August
20109.

c The High Risk rating for the remediation of the Assets including Land
Improvements and Other Structures remains due to ongoing quality assurance
and timeframes.

d High Risk rating continues in IT due to a number of new system implementations
in 2018/19 not yet having been subjected to audit.

e Action plans are in place and risks being managed with additional resources from
professional firms to support quality and timeframes.

That the Risk & Audit Committee notes the NSW Audit Office has provided the Draft
Annual Engagement Plan (draft AEP) on 11 August 2019 (refer Attachment 3) advising
the proposed audit approach and dates for the audit program, which includes
significant detailed testing to source transactions and an audit cost of $500,000.

That the Risk & Audit Committee notes the timeframes in the NSW Audit Office draft
AEP align with the P2020 project plan and the 2018/19 financial reporting timetable to
finalise the audit in a timeframe which allows Council to meet the statutory reporting
deadlines.

That the Risk & Audit Committee notes the major P2020 Project risks and mitigations
(refer Attachments 1 and 2).

That the Risk & Audit Committee notes the status update provided in attachments 4, 5
and 6 to this report for the actions related to the:

Item 5.2 11



Risk & Audit Committee 22/08/2019

- 2016/17 interim audit management letter
- 2016/17 final audit management letter
- 2017/18 interim IT audit management letter

6.  That the actions reported in attachments 4, 5 and 6 of this report with a status of either
completed or superseded be closed with no further reporting required.

Background

Council has formulated a detailed action plan “P2020” to address the disclaimer of opinion on
its financial reports. This plan is dissected into four discrete work streams and is based on
incremental improvements on the audit opinion with targets for a qualified audit opinion for
2018/19 and a clear audit opinion for 2019/20.

Council has devoted significant internal and external resources to P2020 as it completes the
required activities of the detailed action plan.

Regular updates will be provided at the quarterly Risk & Audit Committee meetings.

Project Status Report — as at 12 August 2019 — Off-track and at Significant Risk

The overall project status as at 12 August 2019 is considered to be off-track and at
significant risk. Meeting the deadlines for lodgement of complete draft set of 2018/19
financial reports by 23 August 2019 is now unlikely. The main reasons relate to the Asset
Stream being three (3) plus weeks overdue for project deliverables and issues with data
quality being identified late in the work stages that need to be corrected. The Rapid Map,
inventory and valuation process, of the Land Improvements and Other Structures asset
classes is also off track to time and untested with the revised date now 16 August 2019.

If Council were to fail to meet the 23 August 2019 delivery deadline for the complete draft set
of 2018/19 Financial Reports, there is a significant risk that the audit process will not be
completed in time to enable the lodgement of the Audited 2018/19 Financial Reports by the
statutory due date 31 October 2019.

The finance stream is now focused on the finalisation of all accounting entries, other than
assets, and the quality review process. This is expected to be completed in accordance with
the overall project timelines.

The project status report provides a summary of P2020 against project milestones for each
work stream, progress on remediation of significant audit issues and project risks and risk
management (refer Attachment 2).

Council originally received a draft audit client engagement plan for 2018/19 on 5 July 2019
and following a meeting with the Audit Office Audit Director on 30 July 2019, a revised draft
client engagement plan was received on 11 August 2018 (refer Attachment 3). Any
amendments or changes to the draft client engagement plan will be tabled at the Risk &
Audit Committee meeting 22 August 2019.

The Manager Finance will provide an update on overall project status at the meeting.

Item 5.2 12
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Mitigation Action

Council has committed further resources to the Asset Stream and increased focus on this
area as it attempts to bring this back into line with overall project deliverables. At the time of
writing this update we are not able to comment on the outcome of the mitigation actions.

The Asset Stream Lead will provide an update at the Risk and Audit Committee meeting 22
August 20109.

Future Activities

o Completion of quality review for draft 2018/19 financial reports excluding Assets.

o Completion of Client Engagement Plan and required information.

o Implementation of Asset Stream Mitigation Actions.

o Rapid Map, Inventory and valuation of relevant asset classes.

2018/19 Draft Audit Engagement Plan, Draft Update 11/08/2019

The NSW Audit Office have issued a revised draft Audit Engagement Plan (AEP) on 11
August 2019 and Audit Engagement Information Request (refer Attachment 2) which
commits the audit program dates to be in line with the P2020 Project Plan for reporting of the
2018/19 Financial Statements in accordance with statutory reporting timeframes.

Key dates as follow:

o Draft Statements submitted to Audit Office, 23 August 2019.

o Extraordinary Risk & Audit Committee Meeting, 24 October 2019.

o Audit clearance meeting, 28 October 2019.

o Audit Office issues Engagement Closing Report, 28 October 2019.

o Extraordinary Council Meeting to refer to Audit, 30 October 2019.

. Submission of 2018/19 Financial Statements to the Office of Local Government, 31
October 20109.

o The Audit Opinion and final Statements will be reported to the November Council
meeting (subject to receiving the audit opinion).

o The Draft Annual Report is submitted to Audit, November 2019.

. Audit Office issues final Management letter, 30 November 2019.

The risk previously identified with the proposed audit timeframes increases the P2020
Project risks due to lack of time for any resolution of potential audit issues prior to the
submission of the 2018/19 Financial Statements to the Office of Local Government by 31
October 2019. This risk continues to be realised as the Draft Audit Engagement Plan (11
August 2019) provides the Audit Office’s proposed approach and an audit program of
$500,000, which would indicate extensive audit work over a limited timeframe.
Mitigations to manage this risk include:

o Negotiation with NSW Audit Office to commence the final audit earlier and clarification
of audit approach - meeting held 30 July 2019.

Item 5.2 13
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o Quality of Working Papers and internal assurance reviews - additional resources
engaged from accounting and asset technical advisory firms to improve quality of
working papers and reviews prior to audit.

o Internal processes to complete the 2018/19 asset capitalisation were commenced in
April 2019 and were due to be finalised by 12 July 2019 (actual completion 9 August
2019) - a comprehensive quality assurance is in progress to support quality audit
working papers for 2018/19 and has identified quality issues that need to be
addressed.

o Internal focus on quality of interim audit working papers and sample testing including
review of asset, liability and audit issues remediation - extensive external resources
continue to be engaged to support this process.

o Logging of all Audit queries and responses to ensure Council’s timely and quality
response to audit.

o Draft 2018/19 Financial Statements will still be submitted to Audit on 23 August.

Progress on Audit Issues

To date, the NSW Audit Office has issued the following management letters to which Bayside
Council has provided management response and implemented actions to address
recommendations:

o 2016/17 interim audit management letter (attachment 4)

o 2016/17 final audit management letter (attachment 5)

o 2017/18 interim IT audit management letter (attachment 6).

Details of the audit issues, actions and progress are provided in the attachments 4, 5 & 6 for
each of these management letters. This report recommends that where an action has been
reported with a status as either completed or superseded that the action be closed and no
further reporting be required.

Actions Status Summary

Overall there are 128 actions, of which 95 have a status of completed, 2 have a status of
superseded, 30 are in progress and 1 has not yet commenced.

Below is a summary of the status of the actions for each audit management letters attached
to this report.

Iltem 5.2 14
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2016/17 Interim Audit Management Letter:

Action Summary

Completed 36
Complete - Superseded* 2
In Progress 10
Not Started 1
Total 49

*Complete - Superseded Actions refer to an action
that is being finalised as a result of a different action
being identified as more applicable e.g. a duplicate in
another audit report, and or where the original
proposed action is no longer current and applicable.

. Of the 36 Actions “Completed” - 35 were previously reported as complete (or previously
superseded) and 1 has been completed since the last update being the implementation
of accounts payable and health check.

. Of the remaining 11 actions 1 has not yet started, being monthly depreciation postings

as it is dependent on the TechnologyOne Project

. Of the 10 actions remaining “In progress”, all are reported with revised dates from
original dates. The revised dates reflect dependencies on system development and
revised business processes which align with the TechnologyOne project, ongoing
program of improvements in asset management, and timeframes adjusted to allow for
embedding practices in particular ongoing improvements in TechnologyOne

reconciliations and registers.

2016/17 Final Audit Management Letter

Action Summary

Completed 41
Complete - Superseded* 0
In Progress 16
Not Started 0
Total 57

*Complete - Superseded Actions refer to an action
that is being finalised as a result of a different action
being identified as more applicable e.g. a duplicate in
another audit report, and or where the original
proposed action is no longer current and applicable.

ltem 5.2
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o Of the 41 Actions Completed - 14 were previously reported as complete and 27 have
been completed since the last update.

o Of the 16 actions remaining “In progress” - 9 actions have revised due dates, primarily
to 30 June 2020 due to a dependency on system development and revised business
processes required which align with the TechnologyOne project, ongoing program of
improvements in asset management, and timeframes adjusted to allow for embedding
practices.

2017/18 Interim IT Audit Management Letter

Action Summary

Status ng?oer: sOf
Completed 18
Complete - Superseded* 0
In Progress 4
Not Started 0
Total 22

*Complete - Superseded Actions refer to an action
that is being finalised as a result of a different action
being identified as more applicable e.g. a duplicate in
another audit report, and or where the original
proposed action is no longer current and applicable.

o 18 Actions have a status of completed

o The remaining 4 actions that remain “In progress” all have updated Revised Dates.

Attachments

1 Attachment 1 P2020 Overall Status §

2 Attachment 2 P2020 Project Status Update - By Work Stream - 1 August 2019 §
3 Draft 2018/19 Client Engagement Plan - Audit Office NSW

4 2016/17 Interim Audit Management Letter Actions Update §

5 2016/17 Final Audit Management Letter Action Update §

6 2017/18 Interim IT Audit Management Letter Action Update §

Item 5.2 16
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Attachment 1: Overall Project Status Report - as at 11 August 2019
Current Status In Progress - Off track - At Risk

(el R T R E T T I Consequence - Very High, Likelihood - Likely
Overall Risk Assessment - High

Next Milestonels 2018119 Intenm Audit Management Letter - To be advised.
2018/19 Finalise Draft Audit Engagement Plan - To be advised.
Final Assel Adjustments (WBS 2) - 15 August 2019.

Submission to Audit - 23 August 2019,

Draft Statements submitted to Audit Office, 23 August 2019.
Extraordinary Risk & Audit Committee Meeting - 24 Oclober 2019
Audit clearance meeting - 28 October 2019

Audit Office issuas Engagement Closing Report - 28 Oclober 2019,
Extraordinary Council Meeting to refer to Audit - 30 October 2019
Audit Office.

Submission of 2018/19 Financial Statements to the Office of Local
Government - 31 October 2019

The Audit Opnion and Tinal Statemants will be reported to the November
Council meeting (subject to receiving audit opinion)

The Draft Annual Report is submitted to Audit - November 2019,
Audit Office issues final Management Letter - 30 November 2019,

Project Status Update
Overall the project 1s reported Off track - At Risk to final milestones.

The emerging Issues placing the project at risk and impacting the next milestone relate to: the
finalisation of quality reviews of asset information and the quality timeliness of completion off the
vernfication and valuation of Land Improvements and Other Structures (external consultancy Rapid
Map). Refer to the WBS 2 - Asset Management work stream update.  To mitigate these issues,
significant additional asset technical advisory services have been engaged to support the Asset
Management project work stream team to deliver key deliverables and conduct quality assurance.
Quality assurance reviews of capitalisation are expected to be completed by 12 August 2019, from
which corrections are 1o be finalised by 15 August, for finalisation of financial accounts and fixed
asset registers by 16 August 2019, Final RapidMap asset data collection is due by 9 August with
valuation by 16 August

WBS 1.2 Financial Statements 2018/19 are In Progress - Off track - At Risk, due to the above time
delays in finalising asset information which has resulted in rework and delayed the posting of the
year end accounting journals, including depreciation. Other areas of the year end process remain
shghtly off-frack day to day, however are on track to commaence the balance of quality and anaiylical
reviews from Monday, 5 August.

The NSW Audit Office has issued the revised Draft Audit Engagement Plan (AEP) (5/07/2019 fisst
draft) and Engagement Information Request The Draft AEP signals a significant audit program at a
cost of $500,000 to Bayside Council rate payers. Management have met with the Director of Audit
on 30 July 2019 to discuss the proposed audit program and requested a review of the Draft to
ensure the approach lakes into account pravious audit work to provide an expedent and cost
effective audit process. The Audit program and tmeframes also represent a risk for finalising the
audit in accordance with the statutory reporting timeframes. The 2018/19 inferim audit commenced
in late June 2019 and concluded in July 2019, Council has requested the interim audit management
letter to be 1ssued as soon as possible to ensure any issues raised can be considered prior to the
submission of the 2018/19 Financial Statements on 23 August 2019.

Item 5.2 — Attachment 1 17
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The first milestone for WBS 1.1 was achieved when the 2017/18 Financial Statements were
submitted to audit on 10 Apnil 2019. However, there have been delays in the finalisation of the audit
of the Rating Return and the audd certificate has not yet been received. This work package remains
off-track as the Office of Local Government does not acknowledge the submission of the 2017/18
Financsal Statements without the Rating Relurn Certificates. The Manager Finance has again met
with the Audit Office (30 July 2019) to understand the delays and address additional audit queries.

The WBS 3 Employee Leave Entitlements (ELE) and Payroll work stream has completed the legacy
adjustments / corrections for ELE’s in 2018/18. An external consultant was engaged to prepare a
financial model to calculate the adjustments which have been adjusted for in 2018/19.

The WBS 4 IT work stream has continued to action the audil issues raised by the NSW Audit Office
in the 2016/17 Audit Management Letter and the 2017/18 IT Management Letter received in
Fabruary 2019, This includes developing and adopting an IT Policy and endorsing IT Standards to
be worked towards,

Management are continuing to focus on managing emerging risks and where identified, have
provided additional external resources to support the delivery of P2020 to work towards the date for
submission 1o audit (26 August 2019). Resources have been engaged across Assets and Finance
to conduct quality assurance reviews, analytical reviews, and improve quality of working papers.

Item 5.2 — Attachment 1 18
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Attachment 2: P2020 Project Status - Update by Work Stream — 11 August 2019

*Risk ratings have been assessed based on the criteria used to assess audit risks in the NSW Audit Management
risk framework recommended as best practice for Councils.

WBS 1.1 Financial Statements —2017/18

CUrrent Status: In Progress — Off track

Consequence — Very High; Likelihood — Likely;

SEEILEEEIEEE o erall Risk Assessment - High

Audit Office Finalise Audit report on Rating Return — TBA
Submit Rating Return Audit Certificate to Office of Local Government —

e i nes: TBA (as soon as practical once received).

Project Status Update:

In accordance with the original P2020 Project Plan the 2017/18 Financial Statements have been
finalised with audit issues un-remediated and were submitted to audit in April 2019 with the
expectation of a disclaimer of audit opinion. The 2017/18 Financial Statements received a
disclaimer of audit opinion which was reported to Council in June 2019. Council submitted the
statements to the Office of Local Government (OLG) on 5 June 2019.

The Office of Local Government has not acknowledged the 2017/18 Financial Statements (as of 31
July 2019) as the NSW Audit Office audit certificate for the 201/17 and 2017/18 Rating Returns

remain outstanding.

The Manager Finance has met with the Audit Office (30 July 2019) to understand the delays and
address additional audit queries.

Key Risks being managed include:

Overall
Risk Category Risk Mitigation Actions B
Assessme
nt
Timeframes / The 2017/18 Financial | Management accepted this risk and Extreme
Quality — Statements receive a consequence and consulted with the

External Audit disclaimer of opinion Auditor General and NSW Audit Office
due to un-remediated on approach prior to submitting the
balances and audit 2017/18 Financial Statements to audit.
issues. Management continue to engage with
the OLG, Audit Office and keep
Council informed.

Ongoing delays have been referred
back to the NSW Audit Office and
Management met with the NSW Audit
Office on 30 July to clarify outstanding
issues.
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WBS 1.2 Financial Statements — 2018/19

Current Status:

In Progress — Off track — At Risk

Overall Risk Consequence — Very High; Likelihood — Likely;
Rating: Overall Risk Assessment — High

2018/19 Interim Audit Management Letter — To be advised
2018/19 Finalise Draft Audit Engagement Plan — To be advised
Final Asset Adjustments (WBS 2) — 9 to 15 August 2019
Submission to Audit — 23 August 2019

Extraordinary Risk & Audit Committee Meeting - 24 October 2019.
Audit clearance meeting - 28 October 2019.

Next Milestone/s: Audit Office issues Engagement Closing Report - 28 October 2019.
Extraordinary Council Meeting to refer to Audit - 30 October 2019.
Audit Office

Submission of 2018/19 Financial Statements to the Office of Local
Government - 31 October 2019.

The Audit Opinion and final Statements will be reported to the November
Council meeting (subject to receiving audit opinion).

Project Status Update:

WBS 1.2 Financial Statements 2018/19 are reported as In Progress — Off track — At Risk due to
time delays in finalising asset information which has resulted in rework and delayed the posting of
the year end accounting journals, including depreciation. Other areas of the year end process
remain slightly off-track day to day, however are on track to commence the quality and analytical
reviews from Monday 5 August.

The project team consists of the Bayside Council's Finance Business Unit reflecting this is core
operations for the business unit and has been supplemented with professional accounting services
to focus on ongoing improvement to quality and assist in meeting timeframes.

The P2020 Project Plan reflects the NSW Audit Office confirmation of timeframes for interim and
final audit and impact on finalisation of statements.

The NSW Audit Office have issued the Revised Draft Audit Engagement Plan (AEP) 11 August
2019 (5 July 2019 first draft) and Engagement Information Request. The Draft AEP signals a
significant audit program at a cost of $500,000 to Bayside Council rate payers. Management have
met with the Director of Audit on the 30 July 2019 to discuss the proposed audit program and have
requested a review of the Draft to ensure the approach takes into account previous audit work and
provides an expedient and cost effective audit process.

The Audit program and timeframes represent a risk for finalising the audit in accordance with the
statutory reporting timeframes. Council staff and resources are concentrating on quality of
reconciliations and supporting audit work papers to be submitted to audit on time to support a timely
and efficient audit process.

The 2018/19 interim audit commenced in late June 2019 and concluded in July 2019. Council has
requested the interim audit management letter to be issued as soon as possible to ensure any
issues raised can be considered prior to the submission of the 2018/19 Financial Statements on the
23 August 2019.

Project dependencies run across all work streams: WBS 2 Asset Management, WBS 3 Employee
Leave Entitlements (ELE) and Payroll, WBS 4 IT, and all business unit’s financial management.
Each P2020 work streams has responsibility for remediation of audit issues, maintenance of internal

Item 5.2 — Attachment 2 20



Risk & Audit Committee

22/08/2019

improve quality of audit work papers.

quality.

controls, and completion of quality analysis and reconciliations for the 2018/19 year end.

The WBS 1.2 Financial Statements team is dependent on the quality of the monthly reporting and
reconciliation and analytical review controls and quality of postings from financial sub-systems.

The monthly reporting and reconciliation process had fallen behind during the January to April 2019
period due to competing priorities and limited resources. Remedial action was implemented to bring
processes back on track and to support the quality and completion of the year end reconciliations
and work papers. Management continue to focus on quality and addressing system issues and
correction of postings across systems. Additional professional accounting services have been
engaged to support the finance team to address issues, conduct quality assurance reviews, and

P2020 utilises a number of checkpoint meetings to review progress and for management to review

Key Risks being managed include:

Risk Category

Risk Mitigation Actions

Overall Risk
Assessment

Quality — Complex and material | Various, refer management of Audit High
Remediation of audit issues — Assets, | Issues.
Audit Issues IT and Employee

Leave Entitlements.
Quality — Data Controls over quality Finance addressing identified issues High
Integrity of postings and in Pathway and Authority mapping to

transfer of data Technology One.

between systems.

Two Operating

environments.

Authority and

Pathways for Revenue

and Banking posting

to Technology One.
Quality — Data New System POC — Refer WBS 3 Payroll post High
Integrity implementation — implementation review and

Ichris interfacing reconciliation processes in

(manually) to General | conjunction with Finance. Identified

/ Project Ledgers. costing issues to be corrected.
Quality — Data New System IT — Refer WBS 4 addressing change | High
Integrity implementation — controls and verification of data

Migration of Authority | migration. Identified Pathway &

to Pathway. (2018/19). | Authority mapping to be addressed.
Quality — Audit Reconciliations and Finance — Month end and year end High
Working Papers | audit work papers are | reconciliation processes and

of insufficient quality analytical review.

and ledger balances Additional external professional

are not correctly accounting services have been

stated. engaged to meet timeframes and

improve quality of reconciliations and
working papers, and reviews.
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Risk Category

Risk Mitigation Actions

Overall Risk
Assessment

Quality — Audit
Working Papers
— Assets

Asset Management
Reconciliations and
audit work papers are
of insufficient quality
and ledger balances
are not correctly
stated.

Various — Refer WBS 2 Asset
Management. P2020 Checkpoints on
Asset Management with focus on
improving quality of asset
capitalisation and audit issue
remediation.

Material issue — Timeframe for the
valuation of the Land Improvements
and Other Structure Asset Classes.
Management will conduct periodic
checkpoints and quality assurance
processes over the quality of asset
information. Year End Timetable
updated for revised timeframe.
Additional external professional
technical asset management advisory
services have been engaged to meet
timeframes and improve quality of
reconciliations and working papers,
and reviews.

High

Timeframes

Audit timeframes will
limit management’s
ability to respond to
audit issues in the
critical path.

Finance addressing quality of work
papers and accounts to be prepared
in accordance with year end timetable
and levels of resourcing within the
Finance Business Unit.

Additional external professional
accounting services have been
engaged to meet timeframes and
improve quality of reconciliations and
working papers, and reviews.

High
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WBS 2 Asset Management

Current Status. In Progress — Off track — At Risk

Consequence — Very High; Likelihood — High;

Ozl R < Relings Overall Risk Assessment — High

Land Improvements & Other Structures* — Contract Checkpoints (various)
Capitalisation completed — 12-July 9 August 2019

Asset journals posted, Asset notes finalised - 33-July 15 August 2019

* Final Asset Adjustments — 15 August 2019

Next Milestone/s:

Project Status Update:

Overall the WBS 2 Asset Management work stream is reported Off track — At Risk to final
milestones.

The emerging issues placing the project at risk and impacting the next milestone relate to:
1. Finalisation of quality reviews of asset information and
2. Quality and timeliness of completion off the verification and valuation of Land Improvements
and Other Structures (external consultancy RapidMap).
To mitigate these issues significant additional asset technical advisory services have been engaged
to support the Asset Management project work stream team to deliver key deliverables and conduct
guality assurance.

The Land Improvements and Other Structures identification and valuation process represents an
EXTREME / HIGH RISK to P2020 objectives. Failure to achieve either completeness, quality or
timeframes will potentially result in the continuation of the disclaimer of audit opinion or
modifications to the audit opinion (i.e. qualification). To manage this risk, the engagement with the
vendor includes various checkpoints and management of complete quality assurance and seeks to
engage the audit office in review of the process and data quality at the interim audit.

Delays in finalising the 2017/18 Asset capitalisation delayed internal resources commencing on the
2018/19 Asset capitalisation and documentation of policies and working papers, with the asset
capitalisation process commencing April 2019 and continuing.

Weekly checkpoint meetings with the Director City Futures and key asset managers have been
conducted to monitor risks and progress of addressing all asset related issues and finalising the
asset movements for 2018/19. Additional asset technical advisory services have been secured to
support the delivery of P2020 deliverables. Overall, management continue to commit resources to
achieve the P2020 timeframes and quality requirements.

Finalisation of Asset quality assurance is in progress, with significant internal resources and
additional asset technical advisory services engaged to support the Asset Management project work
stream team. Quality assurance reviews of capitalisation are expected to be completed by 2 August
2019, from which corrections are to be finalised by 7 August, for finalisation of financial accounts
and fixed asset registers by 15 August 2019, being the required timeframe as outlined in the
Project2020 timeframe to ensure quality disclosure in the draft financial reports.

The RapidMap engagement on Land Improvements and Other Structures now referred to as
Recreation Assets is on track to deliver data by 9 August and valuation by 15 August. This will then
need to be accounted for in council’s financial system, asset registers updated and quality review
completed.

In the last quarter, the following asset related policies and procedures have been developed and
were adopted by the Executive on the 25 July 2019 and have been applied for 2018/19:
1. Interim Asset Capitalisation Policy
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2.
3.

In addition to the above the Audit Issues raised in the 2016/17 Audit Management Letter have

Interim Asset Accounting Procedures
Interim Asset Accounting Manual

continued to be remediated (refer Audit Issues Update attachment 4 to this report).

Key Risks being managed include:

Risk Category

Risk Mitigation Actions

Overall Risk

Quality — Audit
Working Papers
— Assets

Asset Management
Reconciliations and
audit work papers are
of insufficient quality
and ledger balances
are not correctly
stated.

Various — Refer WBS 2 Asset
Management. P2020 Checkpoints on
Asset Management with focus on
improving quality of asset
capitalisation and audit issue
remediation.

Material issue — Timeframe for the
valuation of the Land Improvements
and Other Structure Asset Classes.
Management will conduct periodic
checkpoints and quality assurance
processes over the quality of asset
information. Year End Timetable
updated for revised timeframe.

Additional external professional
technical asset management
advisory services have been
engaged to meet timeframes and
improve quality of reconciliations and
working papers, and reviews.

Assessment
High

Quality &
Timeframes—
Audit Issue
Remediation —

Land

Improvements &
Other Structures

Land Improvements &
Other Structure
identification and
valuation does not
meet audit quality and
/ or timeframes

A professional consultancy has been
engaged to complete this project.
The engagement with the vendor
includes various checkpoints and
management to complete quality
assurance and seek to engage the
audit office in review of process and
data quality at the interim audit.

Extreme

Failure to
achieve either
completeness,
quality or
timeframes
will potentially
result in the
continuation
of the
disclaimer of
audit opinion.

Timeframes

Audit timeframes will
limit management’s
ability to respond to
audit issues in the
critical path.

Asset Managers addressing quality
of work papers and accounts to be
prepared in accordance with yearend
timetable.

Additional external professional
technical asset management
advisory services have been
engaged to meet timeframes and
improve quality of reconciliations and
working papers, and reviews.

High
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WBS 3 Employee Leave Entitlements and Payroll

Current Status: In Progress — On track

Consequence — Very High; Likelihood — High;

Overall Risk Rating: Overall Risk Assessment — High

Finalise Year End Quality Review and Audit Working Papers — 15 August

Next Milestone/s: 2019
Submit to Audit — 23 August 2019

Project Status Update:

Overall remains on track to overall milestones for this work stream and remains in line with the P2020
objectives and timeframes for completion of the remediation for 30 June 2019.

Project commenced slightly later due to resources required to implement “Single Touch Payroll”.
Subsequent to the original plan increased quality assurance has been incorporated into the approach
and included:

0 Independent Quality Assurance

0 Engagement of external (internal audit) to conduct a review of the corrections to the
Employee Leave Entitlements (legacy / audit issues). The brief was to ensure
completeness and accuracy of adjustments, and quality of audit working papers. As a
result of these reviews an additional consultancy has also been engaged to conduct data
analysis of ALL employee leave balances to verify the completeness of the adjustments
and identification of any potential misstatements of employee leave entitlements.

0 External Consultancy to develop a financial model of the required corrections to Employee
Leave Entitlements.

0 Extension of archival arrangements of former Chris21 installations.

0 Post Implementation Review of IChris implementation.

Key Risks being managed include:

Overall Risk

Risk Category Risk Risk Mitigation Actions

Assessment
Quality — Complex and material | Various, refer management of Audit High
Remediation of audit issues — Issues.
Audit Issues Employee Leave
Entitlements.
Quality — Data New System POC — Refer WBS 3 Payroll post High
Integrity implementation — implementation review and
Ichris interfacing reconciliation processes in
(manually) to General | conjunction with Finance. Identified
/ Project Ledgers. costing issues to be corrected.
Quality work papers evidencing
system implementation and data
reconciliation.
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WBS 4 IT Management

CUrfent Status: In Progress — On track

Consequence — Very High; Likelihood — High;

Overall Risk Rating: Overall Risk Assessment — High

Finalise IT Audit Issues — 31 July 2019

Interim Audit — mid June to mid July

Finalise IT Audit Issues dependent on TechnologyOne Project — 30 June
2020

Next Milestone/s:

Project Status Update:

Work has commenced and progressed but since the original project plan was documented the NSW
Audit Office 2017/18 IT Management Letter has been responded to by Management (draft April
2019). Due to staff changes in IT (the former Manager of IT has moved to a new role within Bayside
Council) Mark Cleland has been appointed as Manager IT and project stream lead. As a result of
detailed planning the overall milestones have been adjusted to reflect expected timeframes as per
responses provided to the audit letter, with dates extending to 31 July 2019. Overall the project
remains on track to achieve project outcomes.

Key Risks being managed include:

Overall Risk

Risk Mitigation Actions
Assessment

Risk Category Risk

Various, refer management of Audit High
Issues.

Complex and material
audit issues — Assets,
IT and Employee
Leave Entitlements.

Quality —
Remediation of
Audit Issues

Migration of Authority
to Pathway.
(2018/19).

migration. Identified Pathway &
Authority mapping to be addressed.

Quality — Data New System POC — Refer WBS 3 Payroll post High
Integrity implementation — implementation review and

Ichris interfacing reconciliation processes in

(manually) to General | conjunction with Finance. Identified

/ Project Ledgers. costing issues to be corrected.
Quality — Data New System IT — Refer WBS 4 addressing change | High
Integrity implementation — controls and verification of data
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CO

audit
office

OF NEW SOUTH WALES

Ms Meredith Wallace

General Manager

Bayside Council

PO Box 21

ROCKDALE NSW 2
Contact:
Phane no
Our ref

Dear Ms Wallace

Audit of Baysido Council
for the year ending 30 June 2019

Attached is the Annual Engagement Plan (AEP) for the audit of Bayside Council's financial statements
for the year ending 30 June 2019. The AEP reflects conditions unique 1o this engagement. You will
find the standard Terms of Engagement on the Audit Office website at

hitps wwwe. audil nsw.gov. awaunstaksholdersfgcal-govar mant.

If you would like to discuss the AEP, please call me on 9275-7377 or Greg Parkes on 9275-7100.

This AEP is not intended for publication It may not be distributed to persons other than those who will
sign the Statement by Councillors and Management made pursuant to section 413(2)c) of the Local
Government Act 1993 or others you determine to be charged with governance of the Council.

Yours sincerely

David Nolan

Director, Financial Audit Services

cc:
Jennifer Whitten, Chair of Audit, Risk and Improvement Committee
Bill Saravinovski, Mayor

Level 15, 1 Margaret Street, Sydney NSW 2000 | GPO Bax 12, Syoney NSW 2001 | 102 8Q75 7100 | 102 8275 7200 | e maiSaudtnewgovo | audinew govsu
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Annual
Engagement Plan

for the 30 June 2019

Bayside Council

FINANCIAL AUDIT
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1 SCOPE
This Annual Engagement Plan (AEP) contains immportant information about this year's audit,
The scope of our audil comprises:

. Audit of the Council's General Purpose Financial Report, issuing:

- an independent Auditor's Report on the general purpose financial statements in
accordance with section 417 of the Local Government Act 1993 (LG Act)

- & report on the conduct of the audit in accordance with section 417(3) of the LG Act

. an Independent Auditor's Report on the Special Schedule "Permissible income for general rates’
in accordance with section 413(2) of the LG Act

. Independent Auditor’'s Report(s) for the engagements listed under section [6] Other
engagements

2 KEYISSUES

The table below details our audit assessment of issues and nsks thst may impact this yaars audit and
how the audit team will respond to them.

Our assessment of audit risk for the Council is greater than normal. Factors affecting our assessment
include:

«  Ahistory of fraud at the former Botany Bay Council
e Ahislory of poor record keeping and internal controls al the Council

* Managements inability 1o provide representations about the compileteness and accuracy of the
linancial statements for the last lwo audits of Bayside Council resulting in disclaimer of

opinions being issued.

Mdt issue or mk Exposure Audit response

Significant audit lhlu

History of fraud and error There is a heightened risk of fraud  We will increase our professional

There is & history of fraud at the . and error occurring and going  scepticism requiing higher level of

former Botany Council undetected assurance in our testing, using

i more senior staff and involving an

engagement reviewer.

Comparative Inbnn_aﬂon and

Opening Balances y The comparative information has  The 2019 Independent Audit

Disclaimer of opinions were ssued not been audited Report will be modified. | am

in previous years therefore the unabie to determne the impacd on

comparative information and : the Income Staterment, if any, of

opening balances of the balance ml”"";"u%igm have not . movements between the

sheet has not been audited desclaimed opening balances and
closing balances. This modification
does not relate to or infer that
operational transactions processed
in the current year are incomplete
or inaccurate, The impact of
disclaimed comparative
information will also need
conssderation in the opinion.
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Audit issue or risk Exposure Audit response
Other modifications may be
necessary if further matenal errors
o omissions are identified dunng
the audit.

Significant addibonal audit work
will have to be performed to test
some balance sheet areas such as
Proparty Plant and Equipment and
Employee Provisions due to
opening balances being unaudited.
This wil significantly add to the
time taken to complete the audit
and the cost of the audit

Ineffective Internal Controls There is an increased chance of In the absence of an effective
The Council has not maintaned fraud or efmor occurring intemal control environment we
effective internal controls over its nead to carry out significantly more
operations detalled substantive testing. This
will significantly add to the time
- Aaken to complete the audit and
the cost of the audit.

The significance of the issues and risks may change and new developments may emerge during the
audit. We will inform you of significant new matters as they arise and the likely impact on the audit

3 AUDIT APPROACH
Audit approach for kéy business and accounting processes
We will be adopting a substantive appmich 1o this audit using a high level of detaded testing.

Opening balances are nol a reliable sousrce of audit evidence. The existence and valuation of balance
sheet accounts need lo ba supported by reliable corroborative evidence. For example:

« Third party confirmations and supporting reconciliations
« Valuation reports provided by experts and evidenced with appropriate management review

« Stocktake and existence evidence gained through inspection with segregated review and
supporting evidence

« Reconciliation of subsidiary systems. For example. the assels register to the GIS with
variances considered

* Evidence of cul-off procedures with refarence to since paid transactions or iquation of
accrued transactions.

Your teedback on the planned audit approach Is welcomed.
4 ENGAGEMENT COMMUNICATIONS

Communications to ‘Those Charged with Governance’

Senior members of the audit team wall attend relevant Council and Audit, Risk and Improvement
Committee meelings and bnef those charged with governance on audit progress, identilied Issues and
thair resolution.

We will kaise with management and those charged with governance to determine the meetings we will
attend
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We have identified those charged with governance for the Counci as:

. the General Manager who will receive our Engagement Closing Report, identifying audit
findings, and the lype of opinion we anticipate 1ssuing prior 1o signing the financial statements.
The General Manager will also receive the Management Letter comaining detalled explanations
of significant matters, governance matters, significant weaknesses and recommendations for
improvemnent identified in the current audit

. the Mayor, who will receive the Independent Auditor's Report for the general purpose financial
staternents and special purpose financial statements and the Report on the Conduct of the
Audit. The Mayor will also receive copies of the Engagement Closing Report and Management
Letter

The Audit, Risk and Improvement Committee will receive copies of the Engagement Closing Report
and Management Leter,

Pleasa advise the audit team if additional parsons charged with govemnncé should be included In
these communications. The T eans of Engagement contains more. information on the Audit Office’s
communication obligations. >

5 ENGAGEMENT TIMETABLE

General purpose and special purpose financial statements

The engagement timetable, designed to achieve statutory financial réporting requureménts, has been
discussed and agreed with Matthew Walker, CFO.

The Engagement Information Request accompanies this AEP with dates agreed wath management to
deliver the information required for the audit. Whist we make every effort to identify all information
requirements in the Engagement Information Request, we may need o reques! further information
during the audit '

Event Date(s)

«  Foritems other than Infrastructure Property Plant and Equipment, Council gives 26 August 2019
financial statements and supporting working papers fisted in the Engagement
Information Request to the audd team for the
- general purpose fnancial siatements -
- spacial purpose financial statements (declared business activities and Special
Schedule Permissible income for general rates’)
+ For infrastructure Property Plant and Equipment, the Counacis grves supporting
working papers listed in the Engagement Informabion Request 1o the audit team 10 be advised

« Woekly progress meetings will be heid during the final visit to ensure timely Weekly from 26
provision of working papers. fesolubon of issues, commitment of resources and ~ AuQuUst 2019
progress against mileslones.

«  Audit clearance meeting 28 October 2019

*  Audit Office issues Engagement Closing Report 28 October 2018

Audit team attends Audit, Risk and Improvement Committee meeting to present the Engagement

Closing Report™

= Council approves / reapproves financial statements for lodgement to OLG and for 30 October 2019
public exhibiton, and the Mayor, a Counalior, the General Manager and the
Responsible Accounting Officer signiresign the statement

*  Audit Office issues to the Council and to the Chief Executive of OLG, in 30 October 2019
accordance with section 417 of the LG Act the:
- Independent Auditor's Report on the general purpose financial statements
- Repaort on the Conduct of the Audit
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Event Date(s)

«  Audit Office issues Independent Auditor's Report on the special purpose financial 30 October 2018
statements for the Council's declared business activities and Specal Schedule
'Permissible income for general rates’ to Council and the Chief Executive of OLG

*  Audit Office reports any identified significant issues to the Minister in accordance 30 October 2019
with section 426 of the LG Act

+  Coundl gives the audit team final version of draft Annual Report 1o review for 30 November 2019
consistency with the financial statements

+  Coundil presents audited finanaal statements and the Independent Auditor's
Reaports al the Council meeting

«  Audit Office issues final Management Letter. (Audit will attempt fo reduce this 30 November 2019
date, but it will depend on meeting dates agreed above)

6 OTHER ENGAGEMENTS _

The Audit Office website provides additional information on the terms and scope of the audits for the:
« Application for Payment of Pensioner Concession Subsidy ﬁd the ‘
* Roads to Recovery Program _ :
« Special Schedule ‘Permissible income for general rates’

Additional Engagements

The Council may require audits of grant acqudtals, compliance with legislation, or to provide
assurance on information; reports of returns under the terms of a contract, lease or agreement.

Please advise the audit team if the Council wishes 10 engage the Audit Office to perform additional
audits, reviews or acquittals. Separata engagement lgtlers will be issued te confum the terms, scope,
key issues and fee arrangements for requests mog'n_red after the issue of this AEP.

7 ENGAGEMENT FEES

Given the circumstances of the audit we are unable to prepare a rehable estimate of what it will cost to
do the audit and we will revise our ee estimale as required during the course of the audit

Al this stage, we eslimate the costs to be $500,000 excluding GST. The Council will be invoiced
monthly as costs are incurred. The Audit Office's payment terms are 14 days.

We will bill the Councsl moenthly as costs are incurred based on our standards charge out rates which
are available on our website, | will provide costing reports to support resources allocated and hours
charged 1o the engagement, support invoicing.

The Audit Office has published ts ‘pricing approach’ to provide transparency about its pricing model
and hourly charge-oul rates for each role. The Audit Office performs multi-layered benchmarking to

promote accountability for its use of public resources. For more information, pleasa refer to the
publication on the Audit Office website.

Please provide the Audit Office with a purchase order for the total estimated audit fee.

8 ENGAGEMENT TEAM
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Engagement team
The proposed audit team for this engagement 1S

Engagement Controller:

Engagement Manager.

Director, IS Audit:

Engagement Quality Assurance
Rewewer

Audit Office of New South Wales conlact details:

Postal Address

GPO Box 12

SYDNEY NSW 2001

Fax 02 92757200

Email’ mall@audit.nsw.gov.au
Telephone: 02 9275 7100
Internet. www.audit nsw.gov.au

Auditor independence

David Nolan

Director, Financial Audit Services

02 9275 73717
Email: David nola:

Greg Parkes
Audit Leader

02 9275 7100
Email: greq gaike
Gerry Coy

di nsw gov.ay

Diractor, information System Audit Sarv_lcas

02 9275 7100

Email: Geiry coyiaudit nsw.qov.gu

Aaron Green,
Asssstant Auditor-General

We confirm, o the bas! of our knowledge and belief, the proposed audit team meels the
independence requirements of the Austrakian Auditing Standards, and other relevant ethical
requirements relating to the audit of the financial statements, In conducting the audit of the financial
statements, should any centraventions to independence arise you will be notified of these on a timely

basis.

Ethical standards have specific restrictions on employment relationships between an auditee and
members of its current or previous audit teams. Please discuss the prospeclive employment of a
current or former audit team member before starting formal employment negotiations with them.

9 FINANCIAL REPORTING MATTERS

Appendix One provides an overview of new accounting standards effective for the first time in the
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time and effort. It is important management assess the impact of these standards on the Council's
financaal statements and adequately plan for thewr implementation.

10 REPORTING TO PARLIAMENT

The 2019 Auditor-General's Report to Parliament (the Repaort) will report on trends and provide an
independent assessment of the sector focusing on the following areas:
. the results of the council audits
. themes and key observations relating to the councils':
- financial reporting
- financial performance and sustainability
- asset management
- internal controls and governance
- information technology.

We will advise of the specific topics the Auditor-General intends to commant.on in the Report, the
relevant performance data to be collected and the timetable for submitting the information to the audit
team.

The information reported may change depending on the matters identified during the audit. We will
advise you ff this occurs, : .

The Report may make recommendations for specific coungils or the sector more generally.

The draft Report commentary will be given 1o the Chief Execulive of OLG and the Minister for Local
Government for consideration. If there are specific comments about your Council, they will be given to
Matthew Walker for consideration. The Audil Office would appreciale receiving your Council's specific
comments, within five working days of receiving the draft commentary. Responses should only be
provided where there is fundamental disagreement with significant issues raised by the Audit Office
This helps ensure the Repoit is not unduly delayed.

The draft Report must remam confidential during this process.
Appendix two provides detaits of recently tabled reports which may be relevant to the Council,

11 OTHER MATTERS

Workplace Health and Safety Legislation

Workplace health and safety {WHS) laws make the Council responsible for meeting legislated
standards for the health, safety and welfare for the audit team when they are at your premises.

Itis the Council’s responsibility to:

. provide the audit team with suitable accommodation and appropriate WHS induction
. ensure the audit team s aware of special personal protective equipment requirements

. appropriately brief the audit team and issue them with the necessary personal protective
equipment and training i its proper use

Further details are provided in the Terms of Engagement
Matters covered elsewhere

information on:

. the Auditor-General's responsibilities
. auditee resources
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. engagement approach

. communication and reports

. submitting financial statements for audit

. materiality, risk and the inherent limitations of an audit

. provision of working papers
. representations
. access

. clearance meetings
. accommodation, facdities and staff amenity
. determination of fees for engagements.

Publications
The Audit Office has the following useful publications on our website:

. ‘Annual Work Program 201819 explains how the Audit Office deeudes what to focus on and
what we intend to cover in the next year. It also gives Parliament, the entiies we audit and the
broader community some certainty over future topics and the timing of our reports

. Professional Updale' published quarterly to help auditees and our staff keep abreast of key
accounting, auditing and legislative developments in the NSW public sector, mncluding
pronouncements by professional standard setters and changes in the regulatory environment
To subscribe or access previous editions please vsll our website at:
hips fvavw. audit nSw. goy. auour-waork/1esourc

. ‘Financial Reporting Issues and Davelopments' forme local government sector detaiing:

. current issues and financial reporting developments that may impact the audit

. accounting standards and pronouncements issued during the yeu that may snpact the financsal
statements and/or annual tepott

ssuad by OLG
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APPENDIX One — FINANCIAL REPORTING DEVELOPMENTS

New accounting standards
AASB 9 ‘Financial Instruments’

AASB 9 ‘Financial Instruments’ replaces the classification, measurement, recegnition and
de-recognition requirements in AASB 138 ‘Financial Instruments. Recognition and Measurement’.

The key changes to AASB 9 compared to AASB 139 include:

. the classification of financial assets being based on the entity’s business model and contractual
cash flows tests

. a change in the impairment model from an ‘incurred losses’ approach to ‘expected credit losses’
. hedge accounting being more closely aligned to how the entity manages its risks
. new disclosures to reflect the new requirements.

AASB 9 is effective for councils for the 2018-19 financial year.

The Council will need to keep detailed working papers evidenging how it has complied with the new
requirements in AASB 9, for example the key decisions and judgments made, its classification of
financial assets, impairment calculations and support for additional disclosures

OLG has released guidance on the financial reporting gg' stions coungils must elect on trnﬁsition to
AASB 9.

AASB 15 'Revenue from Contracts with Customers’

AASB 15 introduces a new five-step model for recognising revenue based on the principle that
revenue is recognised when control of a good or service transfers to a customer. AASB 15 may impact
the timing and amount of revenue recorded in councils' financial statements, particularly for grant
revenue. AASB 15 also increases the amount of disclosures required.

AASB 15 is effective for councils for the 2018-20 financial year.
To prepare for the changes, the Counecll will need to;

. review its current contracts with customers

. ensure conlracts registers are complete

. prepare for increased disclosures in the financial statements

. assoss whether exsting systems can capture key information requiroments of the new standard

. consxier the impact on reporting 1o stakeholders regarding the Council's financial position and
petformance

. ensure proper guidance is provided to the Audit, Risk and Improvement Committee.

The Council will nead to keep detailed working papers evidencing it has complied with the
requirements of AASE 15, such as working papers lo support:

. key decisions and judgements made, for example whether contracts are in the scope of
AASB 15, ”dentification of perfermance obligations, determination and allocation of the
transaction price, tming of revenue recognition

. financial statement disclosures.

OLG has released guidance on the financial reporting options councils must elect on transition to
AASB 15. The guidance mandates.

. that councils adopt the modified retrospective approach on transition
. the practical expedients councils mustimust not apply on transition
. the ongoing options within AASB 15 that councsls must/must not apply.

Item 5.2 — Attachment 3 37



Risk & Audit Committee 22/08/2019

auditoffice

Our 102ights inform and chalienge govaimimest 1o nprove culconies for cilizens OF MW SOUTH WALLS

AASB 1058 'Income of Not-for-Profit Entities’

AASE 1058 provides guidance to help not-for-profit entities account for transactions conducted on
non-commercsal terms and the receipt of volunteer services. AASE 1058 may significantly impact the
timing and amount of income recorded in councils’ financial statements, particularty for grant income
and rates which are paxd before the commencement of the rating period.

AASB 1058 15 effective for counciis for the 2019-20 financial year

Councils will need to consider AASB 1058 in conjunction with AASB 15 to determine how to record
transactions.

To determine the applicable standard, the Council will need to:

. determine the fair value of assets provided to the Council, especially if it is on non-commercsal
terms (at significantly less than fair value)

. review existing and new grant agreements

. assess whether existing systems can capture key information requirements of the new standard

. consider the impact on reporting to stakeholders regarding the Council's financial position and
performance )

. ensure proper guidance Is provided to the Audit, Risk and improvement Committee.

The Council will need to keep detailed working papers evidencing how it has complied with the
requirements of AASB 1058, such as working papers 10 support.

. key decisions and judgements made, for exampie which standard each revenue stream should
be recognised under, whether grant agreements have sufficiently specific performance
obligations, the fair value of assets received on non-commercial terms, fair value of volunteer
services .

. financial statement disclosures.

OLG has released guidamd on the financial reporting oplions councils must elect on transition to
AASB 1058. The guidance mandates:

. that councils adopt the modified mrospodwb approach on transition

. the practical expedients councils mustimust n_ol apply on transition

. the ongoing options within AASB 1058 that councils mustmust not apply.

AASB 16 'Leases’

AASB 16 changes the way lessees treat operating leases for financial reporting. With a few
exceptions, operating leases will now be recorded in the Statement of Financial Position as a right of
use (ROU) asset, with a corresponding liability. AASB 16 will result in more assets and labilities being
recorded in the Statement of Financial Position and change the timing and pattern of expenses
recorded in the Income Statement.

AASB 16 is effective for.cbmcils for the 2019-20 financial year.
To prepare for the changes, the Council will need to.

. review its current lease agreements
. ensure lease registers/databases are complete
. assess whether exisling systems can capture key information requirements of the new standard

. consder the impact on reporting to stakeholders regarding the Council's financial position and
performance

. ensure proper quidance is provided to the Audit, Risk and Improvement Committee

The Council will need to keep detailed working papers evidencing how it has complied with the
requirements of AASB 16, such as working papers lo support:
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. key decisions and judgements made, for example whether contracts conlain a lease, its
assessment of whether the Council 1s reasonably certain to exercise lease options, discount
rate, fair value of peppercormn leases

. financial statement disclosures

OLG has released guidance on the financial reporting options councils must elect on transition to
AASB 16. The guidance mandales:

. that councils adopl the modified retrospective approach on transition
. the practical expedients councils mustmust not apply on transition
. the ongoing options within AASB 16 that councils must apply,

AASB 1059 ‘Service Concession Arrangements: Grantors’

AASB 1059 provides guidance for public sector entities (grantors) who enlter into service concession
arrangements with private sector operators for the delivery of public sefvices.

An arrangement within the scope of AASB 1059 typically involves a privale sector operator designing,
constructing or upgrading assets used to provide public services, and operaling and mamtaming those
assets for a specified penod of time (e.g. roads, pnsons, hospitals and energy supplmrs) In return, the
private sector operator Is compensated by the public sodnr ontity.

AASB 1059 may result in councils recognising more service concession assets (SCAs) and liabilities
in their financial statements. SCA and habilihes of service concession arrangements will be recognised
earlier (when construction of the asset commences, rather than at its completion).

AASB 1059 1s effective for councits for the 2020-21 financial year. The AASB deferred the effective
date of AASB 1059 from 1 January 201910 1 January 2020 o assist stakeholders with their
implementation efforts.

To prepare for the changes, the Council will need to:

. assess the terms ana conditions of existing arrangements with private sector operators to
assess whether they fall within the scope of AASB 1059 and meet the cnteria for recognition as
a SCA or whether they are a leasing or oulsourcing arrangement

. develop an implomomauon plan lo apply AASB 1059 if an arrangement falls within the scope of
AASB 1059

. conssder the impact on reporting to stakeholders regarding the Council's financial position and
parformance
. ensure proper guidance is provided to the Audit, Risk and Improvement Commitiee.

The Council will need to keep detailed working papers evidencing how it has complied with the
requirements of AASB 1058, such as working papers to support.

. key decisions and judgements made, for example whether the arrangemant falls within the
scope of AASB 1059, the fair value of the SCA at the inception of the arrangement, determining
the asset and service components of the arrangement, pattem of revenue recognition under the
grant of a right to the operator model

. financial statement disclosures.

10
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APPENDIX Two — RECENTLY TABLED AUDITOR-GENERAL’S
REPORTS TO PARLIAMENT

Each year the Audior-General produces Financial Audit, Performance Audit and Special Reports to
Parhament. Recently tabled Reports which may be relevant to the Council include:

Name

Financial Audit

Roport on Local Goverrenent 20 Apiil 2018

2017

Internal Confrofs and

Performance Audit

Shared senvices in local
govemnment

Fraud controls in local
councils

Special Reports
Performance audil insights

30 October 2018

21 June 2018

22 June 2018

29 June 2018

This report focuses on the resufts of the financral
statement awudils of NSW councils in 2016-17. The
repovt also provides guidance and includes
recommendations fo councils and the Office of Local
Government, aimed at strengthening financial
reporting, asset management and governance and
This report focuses on the intemal controls and
govemance of the 40 largest NSW state government
agencies However, the matters covered in this report
are relevant to all public sector entities. The report
prowides insights into the effectiveness of controfs and
governance processes across the NSW pubiic sector
and the Auditor-General's recommendations to help
agencies irmprove infernal conlrols and governance,
and in turn deliver thewr services more effechvely. It
afso réviews how agancies have progressed pvevious

_ This report assesses how efficiently and effectively

councils engage n shared service arrangements. We
defined ‘shared sevvices’ as o or move councils

* - jointly managing actraties to deliver services to

communities or perform back-office funchons.

The audt surveyed all NSW jocal councl's.
Sixty-seven councls or 52 per cent of the 128
councils responded 1o the suvey.

The raport highlights the key findings fromn the audd,
the recommended practices for afficient and effective
shared services and the recommendalions for the
Office of Local Government

This report provides a seclor-wide snapshot of how
local councils manage the nisk of frawd, The audit
surveyed all NSW local counciis against a model of
better practice in frawd controd. Eighty-three or

65 per cent of the 128 cowncils responded fo the
survey.

The report INghlights the key fnxiings from the audt,
the observalions for the sector and the
recormmendations for the Office of Local Govermment.

This report contains owr analysis of the key findings
and recommendations from 61 performance auvdits
tabled in the NSW Pariament between July 2014
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Name Issued Overview
Koy findings from and June 2018, spanning varied areas of govemment
2014-2018 actity

The report highlights conwnon issues and themes
emerging from owr performance awdit findings fo help
State and local government entities iearn from, and
respond to challenges faced by diferent parts of
government. We will aiso use this report to help
determine areas of unaddressed risk across all parts
of government and to shape owr fuftre audit prionbes.

A full list of our labled Reports is available on the Audit Office website

12
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 Professional people with purpose

OUR VISION

Our mnsights inform and challenge
government to improve outcomes
for citizens,

OUR MISSION

To help parliament hold
governmeant accountable for its
use of public resources.

OUR VALUES

Purpose - we have an impact, are
accountable, and work as a team.

People - we trust and respect others
and have a balanced approach to work.

Professionalism - we are recognised
for our independence and integrity and
the value we deliver.

Level 15, 1 Margaret Street
Sydney NSW 2000 Australia

PHONE +61 2 9275 7100
FAX +612 9275 7200

maR@audit. nsw.gov.au

Office hours: 8.30am-5.00pm,
Monday to Friday.

Cometses
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Risk & Audit Commities - Update on Audit issues Actions - August 2018
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Bayside Council

Serving Our Community

Risk & Audit Committee 22/08/2019
Item No 5.3

Subject Final HR Management Audit Report

Report by Natasha Balderston, Internal Auditor

File SF19/210

Summary

BDO completed an audit on Council’'s HR Management processes and identified significant
areas of weaknesses. As a result, Council’'s HR Management processes were deemed High
risk. Ten issues were identified and a corresponding twenty-nine recommendations were
made to assist the business area in closing the existing gaps.

The Manager People & Organisation Culture’s (POC) has accepted all the findings and
recommendations.

Officer Recommendation

That the Risk & Audit Committee receives and notes the final HR Management audit report.

Background

As part of Bayside Council’s Strategic Internal Audit Plan for the year ending 30 June 2019, a
risk based audit has been undertaken on the processes and controls in place for People &
Organisation Culture’s (POC’s) key compliance and operational activities for the period.

The objective of this internal audit was to determine and assess the design and effectiveness
of key controls surrounding the recruitment, employee lifecycle, termination and performance
management (at a high level) processes to ensure that Council’s key policies, procedures,
and controls were being complied with and were considered best practice.

The scope of the internal audit covered the key areas of recruitment, employee lifecycle, and
termination including:

1 Strategic recruitment;

Policies, procedures, and legislation;

Recruitment approval and planning;

Advertising and candidate sourcing;

Selection processes;

Pre-employment screening;

Employee lifecycle including promotions and position changes;

Performance management; and

© 00 N oo o B~ W DN

Termination processes.
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Interviews were held with seven Managers across the directorates, including the Major
Projects Director, to obtain their understanding of Council’s recruitment processes. Based
on the information gathered from the interviews conducted, Internal Audit formed the opinion
that Managers had, at least, a basic understanding of Council’s recruitment policy and
processes.

The audit scope did not include the management of leave. A specific leave review was being
undertaken by the Coordinator Payroll and an external consultant with the purpose of:

¢ Recalculating all leave balances for an employee from the time they commenced with
Council.

¢ Reconciling any differences.

¢ Making adjustments in the leave balances for staff affected.

¢ Informing staff of changes to their leave balances.

Due to the comprehensive nature of this review, Internal Audit did not include it in this audit’s
scope. The audit identified one very high risk findings, one high risk findings, five medium
risk findings, and three low risk findings, with twenty-nine recommendations. The table below
provides a summary of the very high and high risks findings:

REF. FOCUS AREA FINDINGS RATING
2.1 Recruitment Poor procedures for screening and selection of
applicants.
2.2 Policies & Policies and procedures are not detailed enough to High
Procedures mitigate risks.
2.3 |Termination The off-boarding process requires review. Medium
Processes
2.4  |Training Regular training not provided for all Selection Medium
Committee members.
2.5 |On - Boarding Inconsistent practices applied. Medium
2.6 |(Strategy No recruitment and talent management strategy. Medium
2.7 Records Records management requires improvement. Medium
Management

Details of all findings and recommendations can be found in the attached report. As a result,
the overall audit has been rated as High Risk.

The POC Manager has accepted all the findings and the recommendations and has put
together an action plan to implement the recommendations. All findings, recommendations
and management action plans will be inputted into Pulse for tracking and follow up.

Attachments

Bayside Internal Audit of Recruitment, Employee Lifecycle Termination Process - July 2019 -
Final &
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Bayside Council (“Bayside”)

Internal Audit of Recruitment, Employee Lifecycle and Termination
Processes

July 2019

IBDO
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Inherent Limitations

The Services provided are advisory in nature and do not constitute an
assurance engagement in accordance with Australian Standards on Review or
Assurance Engagements or any form of audit under Australian Auditing
Standards, and consequently, no opinions or conclusions intended to convey
assurance under these standards are expressed.

Because of the inherent limitations of any intemal control structure, it is
possible that errors or irregularities may occur and not be detected. The
matters raised in this report are only those which came to our attention during
the course of performing our procedures and are not necessarily a
comprehensive statement of all the weaknesses that exist or improvements
that might be made.

Our work is performed on a sample basis; we cannot, in practice, examine
every activity and procedure, nor can we be a substitute for management’s
responsibility to maintain adequate controls overall levels of operations and
their responsibility to prevent and detect irregularities, including fraud.

Any projection of the evaluation of the control procedures to future periods
is subject to the risk that the systems may become inadequate because of
changes in conditions, or that the degree of compliance with them may
deteriorate,

We believe that the statements made in this report are accurate, but no
warranty of completeness, accuracy, or reliability is given in relation to the
Statements and representations made by, and the information and
documentation provided by Bayside personnel. We have not attempted to
verify these scurces independently unless otherwise noted within the report.

Bayside Councdl - Intomal Audit of Recruitment, Employes Litecyche and Termvdnation Processes - July 2019

Limitation of Use

This report has been prepared in accordance with the approved Statement of
Work dated 20 May 2019 and is intended solely for the information and
internal use of Bayside and iz not intended to be and should not be used by
any other person or entity. No other person or entity is entitled to rely on, in
any manner, or for any purpose, on this report. We do not accept or assume
responsibility to anyone other than Bayside or for any reliance that may be
placed on this report by any party other than Bayside.

This report is intended solely for the information and internal use of Bayside Council and & not intended and should not be used by any other person of entity, 4
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1. EXECUTIVE SUMMARY

1.1 Background

As part of Bayside Council's (“Bayside") Strategic Intemal Audit Plan for the
year ending 30 June 2019, BDO has undertaken a risk-based approach to the
internal audit of the processes and controls in place surrounding Bayside's
key Human Resources (HR) compliance and operational activities for the
period 1 April 2018 to 31 March 2019.

The Terms of Reference for the internal audit are included in a formal
document signed of f by Council dated May 2019,

1.2 Objective and scope

The objective of this internal audit was to determine and assess the design
and effectiveness of key controls surrounding the recruitment, employee
lifecycle, termination and performance management (at a high level)
processes to ensure that Bayside's key policies, procedures, and controls were
being complied with and were considered best practices.

The scope of the internal audit covered the key areas of recruitment,
employee lifecycle, and termination including:

* Strategic recruitment;

« Policies, procedures, and legislation;
* Recruitment approval and planning;
* Advertising and candidate scurcing;
* Selection processes;

* Pre-employment screening;

Executive Summary

* Termination processes.
1.3 Approach
The following approach was undertaken for the internal audit:

¢ Kick off meeting with Bayside's key stakeholders to introduce the BDO
team, confirm the scope for the internal audit and other BDO
requirements.

e Review of relevant policies, procedures, processes, and other
guidelines (refer Appendix B);

* Interviewing key and relevant Bayside personnel (refer Appendix A);

s Undertaking & walkthrough of key processes and control practices,
covering the scoping elements;

* Development of a customised internal audit program and executing
this program, including detailed testing of the application of
procedures and internal controls to determine compliance levels with
relevant Bayside policies, procedures, and guidelines;

e Assessing the design and effectiveness of the internal control
environment after taking into consideration any key risks disclosed
during the conduct of the internal audit;

« Evaluating the findings in accordance with the Bayside’s risk rating
scale (refer Appendix C);

« Conducting an exit meeting with management following completion
of the fieldwork to discuss:

~  Our findings;

- Recommendations for control improvements in relation to

* Employee lifecycle including promotions and position changes; those findings;
+ Performance management; and ~ Management’s response to our findings and
recommendations.
Bayside Council - Internad Audit of Recrultmmet, Employee Lifecyche and Termination Processes « July 2019
This raport & intended solely for the information and internal use of Bayside Council and & not intended and should not be usexd by any other person or entity, 5
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1.4 Summary of key findings

FOCUS AREA FINDINGS RATING

Positive Findings

Throughout the internal audit, we observed that the People and 2.1 Recruitment Poor procedures for screening  and Vary High
Organisational Culture (POC) team are a cohesive, responsive and well- selection of applicants '
established team. The POC Business Partners, in particular, have a strong
relationship with their directorates and ensure they continuously collaborate 2.2 Policies and Policles and procedures are not detailed
with the relevant managers to complete their HR objectives. In addition, they Procedures enough to mitigate risks
appear to have the relevant experience and capabilities necessary to enhance
the performance of the POC team. 2.3 Termination The off-boarding process requires review
Bayside has recently recognised the need to implement an ‘E-Recruit’ system, Processes
prior to the internal audit occurring. This demonstrates that Bayside
understands the need for a more effective and efficient process for 2.4 Training Regular training not provided for all
Medium
recruitment and on- boarding in order to move towards Best Practice. Selection Committee members.
Bayside has also recognised the need to implement a Recruitment and Talent
Management strategy to support the Bayside Workforce plan, prior to the 2.5  On-Boarding Inconsistent practices applied. Medium
internal audit occurring. There have been some action plans created, however
at the time of the internal audit these had not been implemented. 2.6 Strategy No recruitment and talent management Medium
. strategy.
Areas for improvement
In addition to the above, we did identify a number of areas for improvement 2.7 Records Records management requires
that are set out in the table below. We have rated these in accordance with management - Medium

the risk rating scale outlined in Appendix C.

In summary, we identified 1 very high risk finding, 1 high risk finding, 5
medium risk findings, and 3 low risk findings, with 30 recommendations. The
key findings are summarised in the Table below. 1.5  Overall risk rating

The overall control environment design and effectiveness rating for this
internal audit is HIGH based on the rating criteria as outlined in the ‘Overall
Rating Table’ in Appendix C. This is reflective of the nature of the findings
raised, which included significant risk items regarding the selection and

Details of the above findings have been included in Section 2 of this report.

Bayside Council - Internad Audit of Recrultmment, Employee Lifecyche and Termination Processes - July 2019
This reaport is interded solely for the information and internal use of Bayside Council and & not intended and should not be used by any other person or entity, é
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appointment processes, which are the most critical areas of the recruitment
process,

There are no concerns regarding the competencies of staff and the
recommendations in our report broadly represent the control strengths and
process improvement opportunities.

1.6 Acknowledgment

We appreciate all the support that key Pecple and Culture team were able to
give to this internal audit, in their already busy roles and priorities. We wish
to thank all Bayside staff involved to enable this internal audit to be
undertaken and completed.

1.7 Clearance

The content of this report has been discussed and agreed with Kristina
Forsberg, Manager People and Organisational Culture.

Yours sincerely

St Aot

Sean Pascoe
Partner, Risk Advisory

Bayside Council - Internad Audit of Recrultmmet, Employee Lifecyche and Termination Processes « July 20019
This raport & intended solely for the information and internal use of Bayside Council and & not intended and should not be used by any other peeson or entity,
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2. DETAILED FINDINGS

2.1.  Poor procedures for Screening and Selection of applicants [ Risk Rating:

Observation
Based on our Interviews with the Pecple and Culture team, all appointments with Bayside are subject to a pre-employment medical assessrment, a minimum of two reference
checks, & Working with Children Check {for any child-related employment positions) and a Criminal Check where deemed necessary,
1. Within our sample testing of 17 new starters, 14 of which required a reference check according to the current Bayside Recruitment procedutes, we noted the following:
¢ Evidence of a reference check being completed could not be provided for 1 sample;
o 1 sample did not have their reference check dated;
o 1 reference check did not occur prior to the employee's start date;
2. Reference checks are not completed for casual employees.

3. There is an assumption that qualifications and previous background checks for Executive staff are completed by the recruitment agency, without any supporting evidence.
In addition, for some Executive reles, qualification checks could not be provided;

*  The qualification checks for 2 sample employees at a Manager level who were recruited through an agency could not be provided by Bayside.
o The qualification checks for 1 of the sample smployees at & manager level, could not be provided by Bayside.

4. It was noted that there were no documented controls efther within the recruitment policy or within the People and Culture teams surrounding the Pre-Employment Check
process. Instead, Bayside currently relies on the People and Culture interpretation and memory as to what pre-employment check Is required for each role.

4. It was noted that within one of the sample appointments, the Medical pre-employment was not completed until after the employee had commenced. Based on the Medical
report, the Doctor indicated that the employee was suitable for the role provided the employee was supervised. Following the report, it was decided to terminate the
employes's contract of employment. It was noted that the Medical had been completed post the employee commencing and not prior as per the recruitment procedures,

Bayside Council - Internal Audit of Recruitment, Ernployee Lifecycle and Termination Processes - Juty 2019
This report Is intendad sclety for the informaticn and intemal use of Bayside Council and Is not intendad and should not be used by any ather person or entity. 8
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Risks/Implications

There is a risk that:

Unsultable candidates may be selected due to Inadequate due diligence, Including People and Culture not completing full eriminal, qualification checks and reference
checks; and

An ermployee who completes a pre-employment medical and then Bayside not following the advice of the Medical report is Bayside could be open to legal ramifications
of possible discrimination,

Recommendations

Rt

We recommend that Bayside implement a detailed procedure that establishes and documents the process for pre-employment screening checks and due diligence checks
within the recruitment policy. This will ensure that Bayside is able to manage the risk of hiring unsuitable employees.

We recommend that the Bayside's People and Culture team review the recent ICAC report on “Strengthening Employment Screening Proctices in the NSW Public Sector™
published in February 2018 to ensure correct due diligence is implemented to reduce the risk of not collecting the appropriate information.

This report provides a range of techniques and tools that the People and Culture Team can refer to and/or apply to improve the quality of the employment screening
checks.

Management Response Name & Role of Responsible Officer Target Completion Date

Partly agree: Bayside Council undertake reference checks for Casual employees, it is part of

the recruitment process, and there is no indication of how many casual employees’ reference

checks were missing. Further, please note that in particular circumstances the medical

checks has been done post-employment, however in those circunstances the contract of

employment explicitly states that the employment is conditional on satisfactory employment  Coordinator, Work Place Relations December 2019
medical checks. Please note that this practise has now ceased.

Bayside Council will develop and implement a detailed pre-employment screening procedure
and check list which i relevant to Bayside but based on the ICAC repart “Strengthening

Bayside Council - Internal Audit of Recruitment, Ernployee Lifecycle and Termination Processes - July 2019
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Employment Screening Practices in the NSW Public Sector".

The Workplace Relations Team will review the ICAC Report Strengthening Emyployment

RZ  Screening Practices in the NSW Public Sector™ and develop a screening procedure which Is Al POC Partner and Officers December 2019
relevant to Bayside based on the aforementioned report,

Bayside Council - Internal Audit of Recruitment, Ernployee Lifecycle and Termination Processes - Juty 2019
This report Is intendad sclety for the information and intemal use of Bayside Council and Is not intendad and should not be used by any ather person or entity.
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2.2. Policies and Procedures are not detailed enough to mitigate risks ’ Risk Rating: M

Observation

As part of our review of all recrultment based policies and procedures, we identified that Bayside has established the following Policles and Procedures in relation to the HR
activities listed within the scope of this internal audit:

o Transition Recrultment Policy (Sep 2017);

*  Exiting Employee Policy it Procedure (Jul 2018);

*  Probation Policy (Nov 2018); and

«  Employee Performance Planning and Review Policy (Oct 2017),

To assess the polickes and procedures, we studied these policles and procedures and held intervievws with each one of the People and Culture Business Partners. We observed the
following:

1. The Transition Recrultment Policy Is very minimalist. The policy detalts what employees can expect with the amalgamation, however, it does not provide details for the
complete recrultment requirements, post the amalgamation. This may be problematic when ensuring compliance and alignment across multiple directorates within
Bayside,

2. There 1s no clearly defined process to ensure when an employee transfers from a different department, the employee’s access to various systems and Information fs
altered. This could result in employees' having access to information and/or systems that are not relevant to thedr current roles.

3. There 1s no clearly defined process or policy for the recruitment of Senlor Leaders into Bayside.

As part of our Interviews with the varlous People Managers of Bayside, it was found that there was an informal policy of asking Compliance Officers {Rangers) on regular
occasions to deliver important correspondence to employees of Bayside,

Risks/Implications

There ts a risk that:

Bayside Council - Internal Audit of Recruitment, Ernployee Lifecycle and Termination Processes - Juty 2019
This report Is intendad sclety for the information and intemal use of Bayside Council and Is not intendad and should not be used by any ather person or entity, 11
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Bayside may not have a consistent approach to certaln areas of the process, as there s no procedure to verlfy coasistency and compliance;

The risk of not including the Senior Leaders recruitment into Bayside's recruitment policy could result in non-compliance with key controls and possible unsuitable
hires;

There Is a risk when an employee transfers from one team to another team in a different department at Bayside that they could have access to sensitive and personal
data not relevant to thetr role;

There Is a risk of a privacy breach In relation to the Compliance Officers (Rangers) delivering personal inf, fon to an employee of Bayside; and

Unnecessary expenditure and the potential for fraudulent activity which may result from a lack of consistency in documenting the selection and decision-making policy
and process.

Recommendations

R3

R4

Ré&

R7

The current policies in place for Recruitment, On-Boarding and Exiting employees should be rewritten to include the full recruitment process and procedures, in order to
be compliant with legislation and regulations, give-guidance on decision-making and streamdine the internal processes. Employees and Managers should be able to refer
to the policy at any time and therefore it needs to be easily accessible.

Key Policles such as the Recruitment and Selection Policy should be reviewed on an annual basis to ensure alignment with updates in legislation, best practice and / oc
local government requirements.

As part of the next Recruitment and Selection Policy review, we recommend that the recruitment and appointment of Senior Leaders inte Bayside be reflected in detail
within the policy. While there may be a different process, a formal policy <hould be immediately created to ensure due diligence occurs to mitigate any risks.

Due to the high-level Transition Recruitment Policy, the processes for amending access rights to various systerm and information shoutd be clearly defined.  This will
ensure when an employee transfers from one department to another department thelr access to systems, personal data and department/team related files will be
removed and amended,

It was recommended immediately to the Coordinator of the People and Culture team to cease the informal practice of the Compliance Officers (Rangers) delivering the
personal infarmation to employees. As a result, as of 18 June, the People and Culture Team had been advised to cease this practice,

Bayside Council - Internal Audit of Recruitment, Ernployee Lifecycle and Termination Processes - Juty 2019
This report Is intendad sclety for the information and intemal use of Bayside Council and Is not intendad and should not be used by any ather person or entity. 12
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Management Response Name & Role of Responsibie Officer Target Completion Date
Partly agree: a) Coordinator Workplace a) December 2019
a) The Transition Recruitment Policy is in accordance with the Local Government Act Relations b) December 2019
1993 related to an amalgamated Council. There s currently a process for new b) Coordinator Workplace c) February 2020
starters, leavers and transfers, an email is sent to all stakeholders that needs to Relations
action changes to access right, delegation ect. The Transition Recruitment Policy c) Coordinator Workplace
will remain in effect until 9 September 2019 as per Local Government Act 1993. A Relations

new Recruitment policy and procedure will be developed and implemented,
including the recruitment policy and procedure for senior leaders and managers.

R3 The Policy will also include a documented process for amending access rights to
various systems when staff transfer to different pasitions.

b) The current On-Boarding Policy is on Bayside council’s Intranet accessible by all
staff. A detailed On-Boarding/probation procedure will be developed and
implemented that ensures ease of use for Managers, whilst taking into account
legislation and regulations,

c) The current Exiting employees Policy will remain and a detailed procedure will be
developed, This procedure will also include a process for amending access rights to

various systems
Annually from
Coordinator Workplace Relations Implementation of new
R4 The recrultment policy will be reviewed annually R HrsaE Policy. s
Procodure
RS The new Recruitrment Policy and Procedure will contain policy and procedures for Coordinator Workplace Relations December 2019
recruitment of Senlor leaders and Managers
The new recruitment policy and procedure will contain a clear process for amending access Coordinator Workplace Relations
e December 2019
rights to different systems
R7 The informal practise of a Ranger delivering letters to staff has been ceased Coordinator Woriplace Retations Completed

Bayside Council - Internal Audit of Recruitment, Ernployee Lifecycle and Termination Processes - Juty 2019
This report Is intendad sclety for the information and intemal use of Bayside Council and Is not intendad and should not be used by any ather person or entity. 13
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2.3. Off-Boarding process requires review ’ Risk Rating: Medium

Observation

To assess the off-boarding process, we conducted Interviews with all of the People and Culture Business Partners and observed that:
1. There is no data from exit interviews retained. This is ineffective as POC are unable to identify any turnover trends.,

2. The Off-Boarding process Is very manual requiving the People and Culture team to remember to advise payroll and send the appeopriate communications

Risks/Implications

Therte is a risk:
o Of not belng able to predict future resignations through the turnover trends

o That significant tumaover trends are not identified and therefore there is no opportunity to mitigate Issues leading to turnover. This can impact workforce planning bt
can also mean that trends that could be Indicative of more serfous workplace concerns fsuch as bullying, harassment or discrimination) are not being identified and
resolved,

*  That as the Off-Boarding process is manual it requires the Peaple and Culture team to remember 1o advise payroll and send the appropriate communications to the
various departments. There Is, therefore a potential risk of overpaying an employee or a terminated employee having access to Internal systems.

Recommendations

R As part of the introduction of a new eRecruit System, People and Culture may wish to look at obtaining and implementing a more sophisticated HR information system,
rather than completing manual processes.,

R9  The Employee Clearance Form is received by the People and Culture Team on the employee’s last day, People and Culture may wish to create a more detailed process
and checklist to ensure they follow vp with terminating employees and thelr managers to ensure the risk of overpaying an employee ts minimal.

Bayside Council - Internal Audit of Recruitment, Ernployee Lifecycle and Termination Processes - Juty 2019
This report Is intendad sclety for the information and intemal use of Bayside Council and Is not intendad and should not be used by any ather person or entity, 14
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R10  As many of the people and culture activities are manual, including the Off-Boarding Process, Bayside may wish to consider completing an internal audit for payroll to
understand and alleviate any risks of information not being sent to payroll punctually and possible overpayments occurring

Management Response Name & Role of Responsible Officer Target Completion Date

Partly agree:
The off boarding is currently a manual process, however there are controls in place to
mitigate that manual errors may occur. Firstly, there is a new starter, leavers and transfers
email that is sent to all stakeholders to take actions. Secondly, a payroll report is sent to
the managers to check that correct payment of staff. The second control measure
RB commenced 29 Jdy 2019, Coordinator, Workplace Relations February 2020

The commencement of a termination process will atways remain manual however, POC will
investigate if the iCHRIS, CHRIS 21 (self-service) system or e-recruitment system can be used
to move from a paper based process to more automated process instigated by the manager
as 5000 as a resignation has been recelved.

POC will create a detalled off-boarding procedure and check list, preferably to be wsed In
R one of the above mentioned systems, further controls has been mplemented, Mangers Coordinator, Workplace Relations Fobruary 2020
receives n weelkdy payroll report to check that payment to stalf are correct.

The audit Office has recently completed an external in-depth payroll audit, the results has
not yet been received. Further, BDO conducted an external payroll audit in December 2018,
all recommendations from this audit was implemented immediately. Post-implementation
review has been completed.  Actions from the post implementation review is implemented
into Bayside's work planning process. This process allows the monitoring of the implemented
actions in {CHRIS.

R10 Coardinator, Payroll December 2019

Bayside Council - Internal Audit of Recruitment, Ernployee Lifecycle and Termination Processes - Juty 2019
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2.4. Regular training is not provided for all of the Selection Committee ’ Risk Rating: Medium

Observation

As per the Transitlon Recruitment Policy, the Selection Committee consists of a member of the People and Culture Team, the Supervisor of the position and the Director of the
Department or thelr delegate.

1. Internal training for Interviews occurs for managers throughout the year run by the Learming and Development team and pecple managers are invited to attend. |If the
Manager has not completed the training, the POC representative will traln the manager during the interview and recrultment process.

2. The Internal training ks not provided on a regular basks and when discussed within the various People Manager Interviews, not cne of the Interviewees mentioned they
had attended the Bayside recrultment training.

1. Within our control testing it was noted that 10 out of 17 new starters were interviewed by managers who had not recelved recruitment tradning from Bayside; and

4. Employees who participate In the recruftment and selection process are currently not required to declare any conflicts of Interest.

Risks/Implications

There s a risk that:
*  Anuntrained manager may act or speak in an unethicat oc inappropriate manner, which could result in legal consequences for Bayside.

Recommendations

R11  We recommend that all Hiring Managers complete mandatory and recurring recruitment and selection training, in order to ensure that there is no gap in capabilities.

R12  Refresher training sessions should be provided on a regular basts to communicate all the changes of Recrultment policy and procedures, as well as provide practical
training on enhancing Interview skills and technigues,

R13  We recommend that the recruitment and selection training include more areas to assist in finding the best employees, such as analysing the vacancy, advertising
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R14

R11

R12

R13

R14

Executive Summary

mediums, interview techniques such as controlling the interview, questioning techniques, active listening and how to identify and avoid blas not simply just conducting

an Interview.

The Recrultment Policy should reflect the requirement of the employees to attend mandatory formal recrultment and selection training on the Council’s recrultment

process and attend refresher training modules.

Management Response

Agree; A POC trained officer Is part of all Recruitment Panels to prevent any inappropriate
comments from the Manager, However, Mandatory recruitment training for interview Panel
Members will be developed and implemented post-implerentation of the new Recruitment
Policy and Procedure. A reoccurring program recruitment and selection training program will
then be implemented,

Please note that a process to declare any conflict of interest has been developed and
implemented post receiving this audit report,

Agree: A refresher training program for recruitment and selection will then be implemented,
including but not limited to interview skills and techniques.

Agree: Recruitment and selection training will include how to analysing the vacancy,
advertising mediums, Interview techniques such as controlling the interview, questioning
techniques, active listening and how to identify and avoid bias,

Agree: The Recruftment Policy will include that it is datory for Panel Members for and
interview to attend mandatory formal recruitment and selection training ca the Council's
recrultment process and attend refresher-training modules, before they are able to
participate In an Interview Panel

Name & Role of Responsible Officer

Coordinator, Learning and Development

Coardinator, Learning and Development

Coordinator, Learning and Development

Coordinator, Workplace Helations

Target Completion Date

March 2020

Every two years

March 2020

i December 2019
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2.5. Inconsistent On-Boarding Practices lRIsk Rating: Medium

Observation

As part of the On-Boarding review, we sample tested 17 new starters to ensure consistency and Council alignment to legislative requirements and Bayside culture, We noted the
following:

1. Casual employees in the City Life directorate are not required to attend induction training, which details key policies, such as harassment and discrimination,
2. 3 out of 17 sarmpled employees coutd not have their attendance at induction training verified; and
3. 1 out of 17 sampled employees received thelr induction training 9 months after their start date,

Risks/Implications

There & a risk that

*  Employees who do not attend Induction Tralning, which includes key policy tralning and awareness in areas of Harassment, Discrimination & Safety as well as the
culture of Bayside, could result In possible legal consequences should an employee breach the policy,

Recommendation

R1S All employees whether they are Permanent, Full Time, Part Time, Contract (including third part contractors) and Casuals should attend an Induction Training session
relevant to the each Directorate's, to emsure employees have understood their obligations and to act in a way that minimises risk to employees with regard to critical
areas such as Bullying, Harassment, Safety, etc. If an employee does not attend the training as close to the commencement of employment, then the People and
Culture team should proactively follow up directly with the employee and manager and continue to notify the executive team of the non-attendance. BDO understands
that at the time of the audit that the employees listed above found within the testing of non-attendance had been informed to the executive team.
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R15

Management Response Name & Role of Responsible Officer

Agree: Coordinator, Learning and
POC implemented formalised Induction 18 months ago. It includes Bayside Values, Code of  Development

Conduct, Bullying & Harassment, Discrimination, WHS, A thank you ts encugh, Alcobol and

Other Drug Policy. All staff members s being invited, Casual, part-time, full-time, fixed-

term, contractors and agency staff.

The induction is constantly being reviewed to ensure the relevant information and
knowledge ks provided to the new starters and that a solid follow up process of non-
attendance Is in place.

POC has recently included in the contract of employment that a successful completion of
the probation period ts dependent on attending Bayside Induction. Further, a new Memo
has been created that is sent to the Manager of the new starter if the new starter did not
attend the Induction in their first month of employment. In addition a quarterly Report is
provided to the Executive Including the data related to new starters attending the
Induction within their probation period.

The two staff members that did not attend Induction within the required time frame at the
time of the Audit had been reported to Executive Committee in the POC Quarterly Report.
Further, one of the two non-attendees attended induction in July 2019, The second staff
member has been invited again 1o the August Induction and a Mermo has been sent to the
Manager and Director to ensure the employee attend the Induction in August.

Different modules of the Induction has been rolled out to emure to cater for different
Business Needs. For example, the seasonal workforce at the pool received their Induction
on site. | booklet has been developed for front line staff.

1001000 - Administration officer did attend Induction on 9 May 2019 and her
commencement date was 29 April 2019.

Executive Summary

Target Completion Date

Completed
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2.6. There is currently no Recruitment and Talent Management Strategy ’ Risk Rating: Medium

Observation

Bayside's Strategic Workforce Plan 2030 was created and finalised In early 2018 as part of the Strategic Plan for 2028 and takes a long-tesm view of Council's workforce needs
over a 10-year planning borizon.

As part of the Strategic Workforce Plan 2030, Bayside has identified seven key strategles. The seven strategies aim to optimise Bayside's workforce strengths and performance,
address thelr most critical chatlenges and help focus efforts In buflding a customer -centric and high performing environment. One of these strategic priorities Is to Retain and
Attract a Talented and Diverse worklorce. Bayside views the workforce plan as an important element in resource planning over the next 4 years and beyond

As part of cur review, we observed the following:

1. No current project plans to achleve the key objective of “Retain and Attract a Talented and Diverse workforce™ have been implemented.

2. In relation to Succession Planning, no formal Succession Planning strategy or broader Talent Management Strategy exists. The People and Culture Team are aware of
the need for Succession Mlanning and on occasion work with their Business Unit to include as part of thelr recruitment decisions. However, no formal process occurs and
succession planning & completed on an Ad:hoc basts,

3. Inrelation to creating o diverse wockforce, as part of the Workforce Plan and as per our meeting with the various People Managers, diversity s not actively addressed
within the recruitment process,

Risks/Implications

The potential risks of not having a detailed Recruitrment and Talent Management Strategy are:
o Potential additional recrultment costs, the loss of high calibre emplayees and possible high tuenover, as well as possible distuption to Bayside and stalf morale.

¢ [Bayside could potentially experience, a lack of broad talents, varied skills and experiences, a lack of innovation, smaller talent pools and possible low employee
performance as diversity fosters a more creative workforce,
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Recommendations

R16 The People and Culture team together with the Directors and Managers should collaborate and create a Talent Management Strategy, including a Recruitment Strategy
in order for the Workforce Plan ta achieve its objectives. By collaborating with the various Directorates, this will allow the Strategy to be facilitated by the People and
Culture Team, but be owned by the Directors and the Managers of each Directorate.,

R17 Key talent management risks for critical positions should be Identified so that countermeasures can be implemented accordingly.

R18 A formal successton plan should be developed to address contingency staffing needs when a critical role becomes vacant or the incumbent becomes incapacitated.

Management Response Name & Role of Responsible Officer Target Completion Date

Agree: The People and Culture will collaborate with the Directors and Managers to create a

R16  Talent Managernent Strategy, including a Recruitment Stratesy. Manager, POC September 72020
Agree: Key talent management risks for critical positions should be identified <o that

R17  countermeasures can be implemented accordingly. Manager, POC Novernber 2020
Agree: A formal succession plan should be developed to address contingency staffing needs

RI2  when a critical role becomes vacant or the incumbent becomes incapacitated. Manager, POC Novermber 2020
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2.7. Records Management requires improvement

Observation

Detailed Findings

|

During our internal audit Meldwark, we observed that confidential employee documents were left unlocked and in plain sight.,

As there s currently no system in place, all the employees’ Information s saved In the TRIM folder. Based on samples selocted for testing, the following documents were not
available for review. This could be an indication that documents had either not been completed at the time of the selection process, or may not have been filed appropriately.

We understand that Bayside is in the process of implementing an eRecrult solution.

No. Code

1100993

Basis of

Employment

Fixed Term

Primary Role

Manager of Sports &
Recreation

Documents not available for audit

Qualification check
Criminal check
Evidence for probationary review

Customer Service Officer
Sports and Recreation (Golf)

o

Selection committee report
Evidence of attendance at induction
training

Full-Time

Ranger

Internal advertisement
Evidence for probationary review

4 | 101092

Fixed Term

Project Support Officer

Evidence of interview confirmation
Selection committee report

. Qualification check
. Evidence for probationary review

Fixed Term

Senior Operations Techniclan

. Evidence position was advertised

extemally

. Evidence of interview conflrmation

. Selection committee report

. Reference check

. Evidence of provision of emergency contact

detall
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. Internal Advertisement

= A 18, WWCC
& | 100894 | Part-Time School Aged Care Edu - Casual 19. EVid ohn -
training
7 | 100900 | Fixed Term | Community Worker (6 20. Selection Committee Repoet
months)
21, Intermal Advertisement
8 | 100997 | Part-Time m"‘V Chitdhood Educator - | 27, Qualification Check
ploma 23. Evidence for probationary review
24, Evidence of attendance at induction
9 101000 | Full-Time Administration Officer trakning
5. External Advertisement
10 | 100834 | Full Time Accaunts Payable Officer 26. Completed on boarding checklist
27. Evidence for probationary review
28, Selection Committee Report
29. Reference check
11 | 100849 | Fixed Term | Development Manager %0. Qualification check
31, On boarding checklist
12. Evidence for probationary review
33, Authority to Recruit form
Recreation and Venues 34. Selection Committee Report
12 | 100533 | Ral-Tioe Booking Officer 3%, Evidence of provision of emergency contact
detail
13 | 100705 | Part-Time | CALD Speciatist 36, Clearance form

Detailed Findings
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Risks/implications

There is a risk that:

*  Unauthorised access to confidential payroll and People and Culture information if employee data and records are not locked up and kept secure,

e Policles and procedures are not adequately followed and this can expose Bayside to risk should a selection process be challenged. It also serves as evidence to other
findings as per our report.

Recommendation

R19

R19

Employee records are private and confidential. All personal information should be retained in a secured manner, and strict guidelines set on the storage and handling of
personal information and who & authorised to access this information. A timeline for uploading all the documents should also be established and added to the policy or
procedure, to ensure the process is tramsparent and completed and in accordance with the Bayside’s Recruitment Policy.

Management Response Name & Role of Responsible Officer Target Completion Date

Partly agree: Manager, POC 30 November 2019
The POC function is separated from other business units, residing on the same floor, by glass

walls. Further, the Manager, POC has a secure office where confidential information is

stored that cannot yet be imported into Bayside's document management system. It is

normal that POC staff have documents on their desks that they are working on during the

day. At the conclusion of the day all sensitive information is locked in their personal drawers

until it has been uploaded to the document management system.

However, a formalised administration procedure of storage and handling of personal
information procedure will developed and implemented including a timeline for uploading
documents into the document Management System. A process already exist to provide
authorisation to access personal information.
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2.8. Recruitment and Selection Process and Design requires review Risk Rating:

Qbservation

To assess the recruitment process, we conducted interviews with all of the People and Culture Business Partners, as well as the various People Managers at Bayside, and
observed the following:

1. The recrultment process ts manual, with no checkiist to ensure completion of all recrultment items. Our sample testing showed the following:

a) 6 out of 12 new starters sampled had over 45 days between the ‘Authority to Recruit’ form being signed and their start date, indicating there was a possible delay
In the recrultment process. These new starters were a combination between full time, part time and fixed term employees;

b) 14 out of 17 *Authority to Recruit” forms were not completed correctly or completely, vital information such as salary and due diligence was missing;

2, Candidates are able to complete a survey based on their experfence applying for the role, however, this information 1s not used effectively and therefore does not seem to
provide substantial benefit to Bayside,

1. No evidence of Conflict of Interest declarations were received for any of the samples tested.,
4. End to End recruitment milestone timeframes are not formally established (e.g. time to fill roles);
%, There is no general Human Resowrces analytics, which may Include current open roles, time to fill and diversity, etc,

6, There is no preferred supplier agreement for the wse of recrultment agencies,

Risks/Implications

There i< a risk that:

*  Bayside may be unable to attract and recruit quality candidates due to the manual lengthy process;
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Recruitment Information may be lost or delayed due to the Manual process;

Inappropriate candidates may be selected where a hiring position/People and Culture/authorised personnel do not declare a conflict of interest; and

Engaging suppliers that do not demonstrate the ability to provide the best value services to Bayside may Increase costs to Bayside and affect the quality of the
recrultment expertence for candidates.

R20 Employees involved in the recruitment and selection process should be required to declare any conflicts of interest as per the Local Government Act,

R21 Al recruitment and selection related documents should be maintained securely. A timeline for the uploading of all documentation to the shared drive should be
established to ensure the process Is transparent, complete, and accurate and based on merit in accordance with the Bayside’s Recrultment policy. Further, all necessary
documentation should be provided prior to the issuing of an offer of employment to the successful candidate.

R22 Formal end to end recruitment milestone timeframes should be establtshed and reperted upon, resulting in a more streamlined process

R23 Revaluate the candidate application survey, and how the data collected may be used more efficiently to assist POC operations and strategy,

R24 Invest in using HR analytic tools, This will assist Bayside to identify any trends with the Talent Management of their employees, ensuring the long-term People and
Culture strategy goals are achieved.

R2§ It was noted that a new recrultment solution Is currently being developed and implemented within the People and Culture Team to help streamline and improve the
overall experience and management of the entire recruitment process, This is due to be integrated Into the Bayside over the next few months. In order to be effective,
the roles and responsibilities relating to the entire process ownership should be reviewed to maximise effectiveness and improve the “value-add™ provided by the People
and Culture Team, Hirlng Managers should also be asked for their feedback and input into the development of the new recrultment solution to ensure People and Culture
have thetr buy-In. Expectations should also be evaluated and agreed upon to ensure the new solution meets the business needs.

Management Response Name & Role of Responsible Officer Target Completion Date

R20 Agree: Coordinator, Workplace Relation Completed
Post receiving this audit report a process/form was developed and implemented to formalise
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R21

R22

R24

the declaration of any conflict of interest.

Partly agree:

a)  All recrultment and selection related documents are currently mamntained securely.
The documents are either in the document management system or whilst being
processed in the POC area and locked away in drawers If further work ks required
over a period of time, A formalised Admintstration procedure will be developed to
ensure security of documents, timeline for the uploading of all documentation to
the document management system,

b) A checklist will be created 1o ensure all documents required for the recruitment of
the particular position has been uploaded in the document Management and that all
documents required from the preferred candidate has been received prioe to offor
of employment.

Partly agree:

POC 1s providing a Quarterly Report to the Executive Committee which include a vartety of
HR measures. However, recruitment measures has not yet been provided as the e-
recruitment system is being implemented in the coming months, However, one measure such
as time to recrult will be presented in the 1 Quarterly Report for the 2019 - 2020 financial
year. More sophisticated measures will be provided as the e-recruitment system is
operational,

Formal end to end recruitment milestone timeframes will be established and reported upon,
The recruitment metrics will be included in the Quarterly Report to the Executive Committee

POC will review the candidate application survey to evaluate how to best use the survey,
after interview process or as current at the application stage,  The data will then be
Included Into the Quarterly Report to the Executive Committee,

Partly agree:

The first Quarterly Report was provided to the Executive Committee for the 3™ Quarter of
the 2018 - 2019 financial year. This included Total Permanent FTE, Total FTE, Total
Headcount, Total fTE per Department divided into permanent, Casual and fixed term staff,
Sick and carer's days taken that quarter divided Into department, number of Health and Well
Being Days taken, Leave liability for long service leave and annual leave divided into
departments, overtime cost divided into departments, salary cost divided into departrment,
employee demographics, labour tumn over divided into departments including reason for

a)  Manager, POC

b) Coordinator, Workplace Relations

Coordinator, Workplace Relations

Coardinator, Workplace Relations

Manager, POC

Detailed Findings

a) December 2019

b)  December 2019

1% Quarterly Report for
Financial year of 2019 -2020

December 2019
June 2020

June 2020
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R2S

leaving, length of wervice and age demographic of the terminations, New starters Induction
attendance, Leaming and Development measures, Work Health and Safety measures such as
Planned and unannounced inspections completed, corrective actions completed on time,
compliance training completed, number of workers compensation and more.

The reporting will mature with the ICHRIS being utilised more effectively (data being
recorded in the system), the e-recruitment system and the Learning and Development
System being implemented POC will have access to all required analytics to provide timely
measurements and data to Executive Committee and Manager to manage human resources
appropriately.

The roles and responsibilities relating to the ownership of the recruitment process was Coardinator, Workplace Relations
reviewed during the development of the e-recruitment system.  Hiring Managers have been

consulted regarding the new e recrultment process and they are very eager for the new

systom to be implemented.

Detailed Findings

December 2019
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2.9. The Performance Management Tool is too generic for all directorates Risk Rating:

é

Observation

To assess the performance management process, we condicted Interviews with all of the Pecple and Culture Business Partners and cbserved that:

1. There is one performance assessment document applied to all employees within Bayside. It is unreasonable that the same document would be equally relevant to all
staff across all roles and directorates.

2. No formal Succession Planning strategy exists. The People and Culture Team are aware of the need for Succession Planning and on occasion work with their Business
Unit to include as part of thelr recruitment strategy. However, no formal process occurs and succession planning fs completed on an Ad-hoc basis (as noted in &
previous finding)

Risks/Implications

There ts a risk that:
o Performance assessments are Inefficient and inedffective.
*  High turnover, lowered retention of new starters
e Losing good talent
* Critical roles are not identified

Recommendation

R26 Develop performance assessment documents and frameworks in accordance with the nature of the role. We understand that at the time of the internal audit that the
Performance Management assessment was under review and new tools are currently being developed for immediate implementation.

As previousty outlined, a formal succession plan should be developed to address contingency staffing needs, as well as to retain and develop Bayside employees. The
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details of the succession planning should be part of the overall Recruitment and Talent Management Strategy.

Management Response Name & Role of Responsible Officer Target Completion Date

A new Pecformance Review process has been implemented with 5 different streans to cater  Manager, POC Completed
for the different requirements of the positions as follows:
*  Directors Performance Review and Planning Process

e Managers Performance Review and Planning Process
o  Coordinators Performance Review and Planning Process
¢ Indoor Employees Performance Review and Planning Process
R26 *  Outdoor Employees Performance Review and Planning Process
Bayside fs also implementing an electronic performance review and planning process to align  Manager, POC June 2020
with the 10 year Council Strategic Plan, 4 years Delivery Program and 1 year Operational
Plan.
A Succession Planning Policy, procedure and processes will be implemented Manager, POC November 2020
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2.10. Limited advertising and sourcing methodology Risk Rating:

é

Observation

As per the Transition Recruitment Policy and the Bayside amalgamation, all positions must be advertised Internally for a mininum of 1 week prior to being advertised
externally. The decision as to where to place an external advertisement Is determined by the type of position, the level of the position and the type of candidates being sought.
Managers are guided by the People and Culture Team on best practice to place external adverts,

As part of our review, we noted the respective Hiring Manager completes the initial Authority to Recruit (ATR) as to which external advertising mediurms were 1o be used, it
appeared that only SEEK and the Bayside website were used as a minimum, However, on discussion with various key People Managers, other advertisement mediums have not
been recommended by the Pecple and Culture Team when there are insufficient candidates or low calibre candidates.

Risks/Implications

There 1s a risk that:
*  Not applying various advertising mediums, may result in limiting the number of prospective candidates applying for the role.

Recommendations

R27 Current advertising strategies should be evaluated on a regular basis 1o assess effectiveness in attracting the right candidates.

R28  Advertising and sourcing of candidates do not currently involve leveraging soctal platformes {e.g. Linkedin), and only use Seek and Internal methods. Best Practice & 1o
ensure the advertisement is placed where the target candidates will find It and will vary according to the position. The advanmtages of using soctal media Include reaching
passive candidates, highlighting Bayside’s culture and this can reduce recruitment costs while also attracting a large source of talent,

R29 The People and Culture Team should consider creating active formal Talent Pools for roles that are regularly recruited for or are for a specific area of expertise, We
noted that this &s currently completed in an informal manner. However, this should be more formal as Talent Pools have significant benefits to the organisation, such as
reducing the cost of recruitment, reducing the time to hire and to identify candidates for further roles
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Management Response Name & Role of Responsible Officer Target Completion Date

R27 Partly agree: Coordinator, Workplace Relations December 2019
Bayside use Linkedin for advertising and facebook at times as well as different professional
networks and Magazines (electronic or paper based). However, At the time when POC have
data in relation to source of recruitment a better evaluation of advertisement strategy will
be apparent In the interim POC will create a list of relevant advertisement medium available
for different job families.

R28  POC will be reviewing the use of social media as an advertisement medium to better target :
3 aTor i Dt R Coordinator, Workplace Relations August 2020
R29 POC .wlll develop an active Talent Pool for roles that are regularly recruited for or where ger, POC June 2020
specific skills are required.
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APPENDIX A: Listing of Bayside People Managers interviewed

Stakeholder Role

Fausto Sut Manager Governance and Risk

Kristina Forsberg tanager People and Organtsational Culture
Kyle Jamieson Manager Parks and Open Spaces

Michael Aziz Manager Complisnce

Liz Rog Manager Executive Services

Karin Targa Manager Major Projects

Matthew Walker Manager Finance

Ben Thompson Coordinator Workplace Retations Safety and Wellness
Sheba Martin POC Business Partner

Bernadette Vozzo POC Business Partner

Adam Tsul POC Business Partner

Seema Singh POC Business Partner
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APPENDIX B: List of Documents Reviewed

1 POC Organtsational Chart

2 Transition Recrultment Policy

3 Performance Planning and Review Policy and Procedure

4 Exiting Employee Policy and Procedure

%  Probation Policy

6 The Recrultment Strategy

7 Authority to Recruit Form

8 Employee Clearance Form

9 Competency Assessment Form

10 Performance Review Form

11 Work Plan Template

12

13

-

4

1

-

a

19

20
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Document

List of new starters for period 1 July 2018 to 31 May 2019

List of terminations for period 1 July 2018 to 11 May 2019

List of internal transfers for period 1 July 2018 to 31 May 2019

Extermal and Internal Recruitment Advertisements

Reference Chedk Templates

List of new starters for period 1 July 2018 to 31 May 2019

List of terminations for period 1 Jady 2018 to 31 May 2019

List of Intemal trarfers for period 1 July 2018 to 31 May 2019

External and Internal Recruitment Advertisements

Ref e Check Termpl

Selection Conmittee Report
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APPENDIX C: Summary of Recommendations for Action

Role and Name of Officer Target

Ref Recommendation Management Comments

Responsible for Action Completion Date

We recommend that Bayside implement a detailed Partly agree: Bayside Councll undertake

procedure that establishes and documents the process  reference checks for Cawal employees, 1t is part

for pre-employment screening checks and due of the recruitment process, and there & no

diligence checks within the recruttment policy. This Indication of how many casual employees'

will ensure that Bayside is able to manage the risk of  reference checks were missing. Further, please

hiring unsuitable employees. note that in particular clrcumstances the
medical checks has been done post-employment,
however in those circumstances the contract of
employment explicitly states that the

R

employment is conditional on satisfactory inetor Visce Decermber 2019

employment medical checks. Please note that welnitoes

this practise has now ceased,

Bayside Council will develop and Implement a
detailed pre-employment screening procedure
and check list which is relevant to Bayside but
based on the ICAC report “Strengthening
Employment Screening Proctices in the NSW
Public Sector™.

R2 We recommend that the Bayside's People and Culture
team review the recent ICAC report on
"Strengthening Employment Screening Proctices in
the NSW Public Sector” published in February 2018 to  The Workplace Relations Team will review the

ensure correct due diligence is implemented to ICAC Report Strengthening Employment

reduce the risk of not collecting the appropriate Screening Practices in the NSW Public Sector™ D :

information, and develop a screening procedure which ts bt wnd Qffiews 2019
relevant to Bayside based on the aforementioned

This report provides a range of techniques and tools
that the People and Culture Team can refer to and/or
apply to improve the quality of the employment
screening checks,

report.
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R3

Recommendation

The current policies in place for Recruitment, On-
Boarding and Exiting employees should be rewritten
1o include the full recrutment process and
procedures, (n order to be compliant with legivlation
and regulations, give-guidance on deciston-making
and streamiine the intemnal processes, Employees and
Managers should be able to refer to the policy at any
time and therefore It needs to be easily accessible.

Management Comments

Partly agree:

dj

€)

fl

The Transition Recruitment Policy Is In
accordance with the Local Government
Act 1991 related o an amalgamated
Council. There is currently a process for
new starters, leavers and transfers, an
email is went to all stakeholders that
needs to action changes to access right,
delegation ect. The Transition
Recruitment Policy will remain in effect
until 9 September 2019 as per Local
Government Act 1993, A new
Recrultment policy and procedure will
be developed and Implemented,
wcluding the recrultment policy and
procedure for senior leaders and
managers, The Policy will also include &
documented process for amending
access rights to various systems when
stalf transfer to different positions.
The current On-Boarding Policy & on
Bayside council's Intranet accessible by
all staff, A detaited On
Boarding/probation procedure will be
developed and implemented that
emures ease of use for Managers, whilst
taking into account legislation and
regulations,

The current Exiting employees Policy
will remain and a detalled procedure
will be developed, This procedure will
also include a process for amending
access rights to various systems
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Role and Name of Officer Target

Responsible for Action

d)

©)

U]

Coordinator d)
Workplace

Relations e)
Cootdinator
Workplace f)
Relations
Coordinator
Workplace

Relations

Completion Date
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Ref

R4

RS

Ré

R7

Recommendation

Key Policies such as the Recruitment and Selection
Policy should be reviewed on an annual basis to
ensure alignment with updates in legislation, best
practice and / or local government reguirements.

As part of the next Recrultment and Selection Policy
review, we recommend that the recruitment and
appointment of Senior Leaders into Bayside be
reflected in detall within the policy. While there may
be a different process, a formal policy should be
Immediately created to ensure due diligence ocours to
mitigate any risks.

Due to the high-tevel Transition Recruitment Policy,
the processes for amending access rights to various
systens and information should be clearly defined.
This will ensure when an employee transfers from one
department to another department their access to
systens, personal data and department/team related
files will be removed and amended.

It was rec ded immediately to the Coordinator
of the People and Culture team to cease the informal
practice of the Compliance Officers (Rangers)
delivering the personal information to employees. As
o result, as of 18 June, the People and Culture Team
had been advised to cease this practice.

Role and Name of Officer
Management Comments
Responsible for Action

Coordinator Workplace
The recruitment policy will be reviewed annually Retations

The new Recruitment Policy and Procedure will Coordinator Workplace

contain policy and procedures for recrultment of Relations
Senior leaders and Managers
The new recruitment policy and procedure will Coordinator Workplace
contain a clear process for amending access Relations
rights to different systems
Coordinator Workplace

The Informal practise of a Ranger delivering

letters to staff has been comed Refations
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Target

Completion Date

Annually from
implementation of
new Recruitment
Policy and
Procedure

December 2019

December 2019

Completed
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Ref Recommendation

R8

As part of the introduction of a new eRecruit System,
People and Culture may wish to look at obtaining and

Role and Name of Officer Target

Management Comments :
Completion Date

Responsible for Action
Partly agree:
The off boarding s currently a manual process,
however there are controls in place to mitigate
that manual errors may ocour. Firstly, there is a
new starter, leavers and transfers email that is
sent to all stakeholders to take actions,
Secondly, a payroll report is sent to the
managers to check that correct payment of staff.
The second control measure commenced 29 July  Coordinator, Workplace

implementing a more sophisticated HR information 2019, Relations February 2020
system, rather than completing ranual processes.
The commencement of a termination process will
always remain manual however, POC will
investigate if the ICHRIS, CHRIS 21 (self-service)
system or e-recruitment system can be used to
mave from a paper based process to more
automated process instigated by the manager as
soon as a resignation has been received.
RO The Emplayee Clearance Form is received by the POC will create a detaited of {-boarding
Peaple and Culture Team on the employes’s last day.  procedure and check list, preferably 1o be wsed
Peaple and Culture may wish to create a more in one of the above mentioned systems, further  Coordinator, Workplace Fet 2020
detalled process and checklist to emure they follow controls has been implemented, Mangers Relations
up with terminating employees and thelr managers to  recelves a weekly payroll report to check that
ensure the risk of overpaying an employee is minimal.  payment to staff are correct,
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R10

Rt

R12

Recommendation

As many of the people and culture activities are

manual, including the Off-Boarding Process, Bayside
may wish to consider completing an intermal audit for

payroll to understand and alleviate any risks of

information not being sent to payroll punctually and

possible overpayments occurring

We recommend that all Hiring Managers complete
mandatory and recurring recruitment and selection
training, in order to ensire that there & no gap iIn

capabilities.

Refresher training sessions should be provided on a
regular basis to communicate all the changes of

Recruitment policy and procedures, as well as provide

practical training on enhancing interview skills and
techniques.

Management Comments

The audit Office has recently completed an
external in-depth payroll audit, the results has
not yet been received.  Further, BDO conducted
an external payroll audit in December 2018, all
recommendations from this audit was
implemented immediately. Post-implementation
review has been completed. Actions from the
post implementation review is implemented into
Bayside's work planning process. This process
allows the monitoring of the implemented
actions in ICHRIS.

Agroe: A POC trained officer s part of all
Recruitment Panels to prevent any Inappeopriate
comments from the Manager. However,
NMandatory recruitment training for interview
Panel Mermbers will be developed and

ol ted post-impl ation of the new
Recruitment Policy and Procedure. A reoccurring
program recruitment and selection training
program will then be implemented.

Please note that a process to declare any conflict

of interest has been developed and implemented
post recetving this audit report.

Agree: A refresher training program for
recruitment and selection will then be
implemented, including but not limited to
interview skills and techniques.
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Role and Name of Officer

Responsible for Action

Coordinator, Payroll

Cooedinator, Leamning and
Development

Coordinator, Leamning and
Development

Target

Completion Date

December 2019

March 2020

Every two yewrs
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Role and Name of Officer Target

Recommendation Management Comments ¢
Responsible for Action Completion Date

We recommend that the recrultment and selection

R13 s
tralning Include more areas to assist In finding the Agroe: Recrultoient and siection trainkig wit
best employees, such as analysing the vacancy, nctude how to anatysing the ¥ Yo
b A advertising mediums, interview techniques such  Coordinator, Learming and
advertising mediums, interview technigues such as March 2020
; as controlling the Interview, questioning Development
controtting the inte 2 ng ¢ i techniques, active listening and how to identif
active listening and how to identify and avoid bias not ) sl ';h‘ e y
simply just conducting an interview. )
R14 Agree: The Recruitment Policy will include that
The Recruitment Policy should reflect the it is mandatory for Panel Members for and
requirement of the employees to attend mandatory interview to attend mandatory formal .
formal recruitment and selection training on the recruitment and selection training on the Re!a{‘\'onn‘:ta' Workplace iDecember 2019
Council's recruitment process and attend refresher- Council’s recruitment process and attend
training modules. refresher-training modules, before they are able
to participate in an Interview Panel
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R1S All emplayees whether they are Permanent, Full Agree: Coordinator, Learning and Completed
Time, Part Time, Contract (Including third part POC Inplemented formalised Induction 18 Development
contractors) and Casuals should attend an induction months ago. It includes Bayside Values, Code of
Training session relevant to the each Directorate’s, to  Conduct, Bullying fr Harassment, Discrimination,
ensure employees have understood their obligations WHS, A thank you Is enough, Alcohol and Other
and to act in a way that minimises risk to employees Drug Policy. Al staff members is being invited,

with regard to critical areas such as Bullying, Casal, part-time, full-time, fixed term,
Harassment, Safety, etc. If an employee does not contractors and agency staff,

attend the training as close to the commencement of

employment, then the People and Culture team The induction s constantly being reviewed to
should proactively follow up directly with the emure the relevant information and knowledge
employee and manager and continue to notify the Is provided to the new starters and that a solid
executive team of the non-attendance. BDO follow up process of non-attendance Is in place.

understands that at the time of the awdit that the

enployees listed above found within the testing of POC has recently included in the contract of

non-attendance had been informed to the executive employment that a successful completion of the

tean, probation period is dependent on attending
Bayside induction. Further, a new Memo has
been created that Is sent to the Manager of the
new starter if the new starter did not attend the
Induction in their first month of employment. In
addition a quarterly Report fs provided to the
Executive Including the data related to new
starters attending the Induction within their
probation period.

The two staff members that did not attend
Induction within the required time frame at the
time of the Audit had been reported to Executive
Committee in the POC Quarterly Report.

Further, one of the two non-attendees attended
Induction In July 2019. The second staff member
has been Invited again to the August Induction
and a Mermo has been sent to the Manager and
Director to ensure the employee attend the
Induction in August.

Bayside Council - Internad Audit of Recruitment, Employee Lifecycle and Ternvination Processes - July 2019
This report is intended solely for the information and intemal use of Bayside Council and & not intended and should not be used by any other person or entity. 41

Item 5.3 — Attachment 1 101



Risk & Audit Committee

22/08/2019

IBDO

Ref Recommendation

The People and Culture team together with the
Directors and Managers should collaborate and create
a Talent Management Strategy, including a
Recruitment Strategy in order for the Workforce Plan
to achleve its objectives. By collaborating with the
various Directorates, this will allow the Strategy to be
facilitated by the People and Culture Team, but be
owned by the Directors and the Managers of each
Directorate.

R16

R17 Key talent management risks for critical positions
should be identified so that countermeasures can be
implemented accordingly.

Ri8 A formal succession plan should be developed to
address contingency staffing needs when a critical
role becomes vacant or the incumbent becomes
incapacitated.

Role and Name of Officer

Management Comments

Responsible for Action

Different modules of the Induction has been
rolled out 1o ensure to cater for different
Business Needs. For example, the seasonal
workforce at the pool recelved thelr Induction on
site. | booklet has been developed for front line
staff.

1001000 - Administration officer did attend
Induction on 9 May 2019 and her commencement
date was 29 April 2019,

Agree: The People and Culture will collaborate
with the Directors and Managers to create a
Talent Management Strategy, including a
Recruitment Strategy,

Manager, POC

Agree: Key talent management risks for critical
positions should be identified so that
countermeasures can be implemented
accordingly.

Agree: A formal succession plan should be
developed to address contingency staffing needs
when a critical role becomes vacant or the
incumbent becomes incapacitated.

Manager, POC
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Target

Completion Date

September 2020

Completed

November 2020
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Ref Recommendation

Role and Name of Officer Target

Management Comments

Responsible for Action Completion Date

R19 Employee records are private and confidential. All Partly agree: Manager, POC 30 Nowvember 2019
personal information should be retained in a secured The POC function fs separated from other
manner, and strict guidelines set on the storage and business units, residing on the same floor, by
handling of personal information and who 1s glass walls. Furthet, the Manager, POC has a
authortsed to access this information. A timeline for secure office where confidential Information is
uploading all the documents should also be stored that cannot yet be imported into
established and added to the policy or procedure, to Bayside's document management system. It is
ensure the process Is transparent and completed and ~ normal that POC staff have documents on their
in accordance with the Bayside's Recruftment Policy,  desks that they are working on during the day.
At the conclusion of the day all sensitive
information is locked In thelr personal drawers
until it has been uploaded to the document
management system,
However, a formaltsed administration procedure
of storage and handling of personal information
procedure will developed and Implemented
Including a timeline for uploading documents
into the document Management System. A
process already exist to provide authorisation to
access personal information.
R20 Employees involved in the recruitment and selection Agree; Coordinator, Workplace Completed
process should be required to declare any conflicts of  Post recelving this audit report a process/form Relation
interest as per the Local Government Act. was developed and implemented to formalise the
declaration of any conflict of interest,
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Recommendation

Role and Name of Officer Target

Management Comments

Responsible for Action Completion Date

R21 All recruitment and selection related documents Partly agree: a)  Manager, POC a) December
should be maintalned securely. A timeline for the a) Al recruitment and selection related 2019
uploading of all documentation to the shared drive documents are currently maintained
should be established to ensure the process i securely, The documents are either In
transparent, complete, and accurate and based on the document management system or b) Coordinator,
merit In accordance with the Bayside's Recruitment whilst being processed in the POC area Workplace Relations b) December
policy. Further, all necessary documentation should and locked away in drawers if further 2019
be provided prior to the fssulng of an offer of work 15 required over a period of time,
employment to the successful candidate, A formalised Administration procedure

will be developed to ensure security of
documents, timeline for the uploading
of all documentation to the docurmnent
management system.,

b) A checklist will be created to ensure all
documents required for the recruitment
of the particular position has been
uploaded In the doc t Management
and that all documents required from
the preferred candidate has been
received prior to offer of employment,
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Recommendation

R22 Formal end to end recruitment milestone timeframes
should be established and reported upon, resulting in
a more streamlined process

R23 Revaluate the candidate application survey, and how
the data collected may be uwsed more efficiently to
assist POC operistions and strategy.

Management Comments

Partly agree:

POC is providing a Quarterly Report to the
Executive Committee which include a variety of
HR measures. However, recruitment measures
has not yet been provided as the e-recrultment
system is being implemented in the coming
months. However, one measure such as time to
recruit will be presented in the 1* Quarterly
Report for the 2019 - 2020 financial year, More
sophisticated measures will be provided as the e-
recruitment system fs operational.

Formal end to end recruitment milestone
timeframes will be established and reported
upon. The recrultment metrics will be Included
in the Quarterly Report to the Executive
Committee

POC will review the candidate application survey
to evaluate how to best use the survey, after
Interview process or as current at the application
stage.  The data will then be included Into the
Quarterly Report to the Executive Committee.
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Role and Name of Officer

Responsible for Action

Coordinator, Workplace
Relations

Coordinator, Workplace
Relations

Target

Completion Date
17 Quarterly
Report for

Financial year of
2019 -2020

December 2019

June 2020
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Recommendation

Invest in using HR analytic tools. This will assist
Bayside to identify any trends with the Talent
Management of their employees, ensuring the long-

term People and Culture strategy goals are achieved.

Role and Name of Officer Target

Management Comments

Responsible for Action Completion Date

Manager, POC June 2020

Partly agree:

The first Quarterly Report was provided to the
Executive Committee for the 3 Quarter of the
2018 - 2019 financial year. This included Total
Permanent FTE, Total FTE, Total Headoount,
Total fTE per Department divided into
permanent, Casual and fixed term staff, Sick and
carer's days taken that quarter divided into
department, number of Health and Well Being
Days taken, Leave liability for long service leave
and annual leave divided into departments,
overtime cost divided into departments, salary
cost divided into department, employee
demographics, labour turn over divided into
departments including reason for leaving, length
of service and age demographic of the
terminations, New starters Induction attendance,
Leaming and Development measures, Work
Health and Safety measures such as Planned and
unannounced inspections completed, corrective
actions completed on time, compliance training
completed, number of workers compensation and

maore,

The reporting will mature with the KCHRIS being
utilised more effectively (data being recorded in
the system), the e-recruitment system and the
Leamning and Development System being
tmplemented POC will have access to all
required analytics to provide timely
measurements and data to Executive Committee
and Manager to manage human resources
appropriately.
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R25

Recommendation

It was noted that a new recruitment solution
currently being developed and implemented within
the People and Culture Team to help streamline and
improve the oversll experience and management of
the entire recruitment process, This is due to be
Integrated into the Bayside over the next few months.
In order 1o be effective, the roles and responsibilities
relating to the entire process ownership should be
reviewed to maximise effectiveness and improve the
“value-add" provided by the People and Culture
Team, Hiring Managers should also be asked for thelr
feedback and input into the development of the new
recruitment solution to emsure People and Culture
have thelr buy-in. Expectations should also be
evaluated and agreed upon to ensure the new solution
meets the business needs,

Role and Name of Officer
Management Comments
Responsible for Action

Coordinator, Workplace
Relatons

The roles and responsibilities relating to the
ownership of the recrultment process waas
reviewed during the development of the e-
recrultment system, Hiring Managers have been
comuited regarding the new e-recruitment
process and they are very eager for the new
system to be implemented.
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Target

Completion Date

Decernber 2019
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Recommendation

R26 Develop performance assessment documents and

frameworks in accordance with the nature of the role.

We understand that at the time of the internal audit
that the Performance Management assessment was
under review and new tools are currently being
developed for immediate implementation.

As previously outlined, a formal succession plan
should be developed to address contingency staffing
needs, as well as to retain and develop Bayside
employees. The details of the succession planning
should be part of the overall Recruitment and Talent
Management Strategy.

Role and Name of Officer Target

Management Comments {
Responsible for Action Completion Date

A new Performance Review process has been Manager, POC Completed
implemented with 5 different streams to cater
for the different requirements of the positicns as
follows:
*  Directors Performance Review and
Planning Process
*  Managers Performance Review and
Planning Process
*  Coordinators Performance Review and

Planning Process
*  Indoor Employees Performance Review
and Planning Process
o Qutdoor Employees Performance Review
and Planning Process
Bayside 15 also implementing an electronic Manager, POC June 2020

performance review and planning process to
align with the 10 year Council Strategic Plan, 4
years Delivery Program and 1 year Operational
Plan.

A Succession Planning Policy, procedure and Manager, POC Novemnber 2020
processes will be implemented
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Role and Name of Officer Target
Ref Recommendation Management Comments
Responsible for Action Completion Date
R27 Current advertising strategies should be evaluated on  Partly agree: Coordinator, Workplace December 2019
a regular basts to assess effectivoness In attracting Bayside use Linkedin for advertising and Relations
the right candidates. facebook at times as well as different
professional networks and Magazines (electronlc
or paper based). However, At the time when
POC have data in relation to source of
recruitment a better evaluation of advertisement
strategy will be apparent In the interim POC will
create a list of relevant advertiserment medium
available for different job families,
R28 Advertising and sourcing of candidates do not
currently involve leveraging social platforms {e.g.
Linkedin), and only use Seek and Internal methods,
Best Practice fs to ensure the advertisement s placed
where the target candidates will find it and will vary ~ POC will be reviewing the use of social mediaas o oo \worknlace
according to the position. The advantages of using an advertiserment medium to better target Redations ’ August 2020
soctal media include reaching passive candidates, candidates for the particular position.
highlighting Bayside's culture and this can reduce
recruitment costs while also attracting a large source
of talent.
Rzg  The Pecple and Culture Team should consider creating
active formal Talent Pools for roles that are regularly
recruited for or are for a specific area of expertise.
We noted that this is currently completed in an POC will develop an active Talent Pool for roles
Informal manner. However, this should be more that are regularly recrulted for or where specific  Manager, POC June 2020
formal as Talent Pools have significant benefits to the  giiis are required.
organisation, such as reducing the cost of
recruitment, reducing the time to hire and to identify
candidates for further roles
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APPENDIX D: Bayside’s Risk Assessment Matrix

Risk Ratings Consequence
Likelihood 1. Very Low 2.Minor | 3.Moderate | 4. Major S. Extreme
5. Almost Certain ig
A. Likely Medium g
3. Possible Medium g
2. Unlikely 0 Medium Medium
1. Rare Medium
Likelihood ratings.
"Rating | Likelihood | Description Quantification
1 Rare The event may occur but only in Once every 50 years or more, Less than
exceptional circumstances. No past event | 10% chance of occurring.
history.
2 Unlikely The event could occur in some Once every 20 years. Between 10% and
circumstances. No past event history. 30% chance of occurring.
3 Possible The event may occur sometime. Some Once every 5 years. Between 30% and
past warning signs or previous event 70% chance of occurring.
higtory.
7 Dikely | The event wil probably occur, Some Onice a year, Between T0% and 90%
recurring past event history chance of occurring
5 Almost The event is expected to occur in normal Several times a year.
Certain circumstances. There has been frequent Greater than 90% chance of occurring.
past history.
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Table of Consequences
“Consequence Impact on Financial Operational Reputational ‘Compliance HR Environmental
“Extreme %Mm Wore than $3m pa | Koy acivibes and | Gouncll of semor | Councl removed Sustaned major Envronmental
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Item No 54

Subject Final Rates Management Audit Report

Report by Natasha Balderston, Internal Auditor

File SF19/210

Summary

BDO completed an audit on Council’'s Rates Management processes and identified some
areas of weakness. Six issues were identified and a corresponding nine recommendations
were made to assist the business areas in closing the existing gaps. Only one of the six
issues identified was rated as a high risk and it was in regards to debt recovery.

The Director City Performance and Manager Finance have provided Management responses
to all the findings and recommendations. The Executive Committee has supported the
comments.

Officer Recommendation

That the Risk & Audit Committee receives and notes the final internal audit report on Rates
Management.

Background

This internal audit was undertaken as part of the Bayside Council’s 2018/2019 approved
Internal Audit Plan.

The main objective of the internal audit was to assess the adequacy of the design and
effectiveness of the control environment over the management of rates. This included rate
charging, collection, reconciliation and financial processing and reporting.

The internal audit considered and obtained an understanding of Council’s end to end rates
management processes and policies, including but not limited to the following elements:

1 Compliance with legislative requirements.

2 Process for levying rates, including valuation of properties.

3 Contract for the production, printing and mail-out of rates.

4 Relevant Council policies and procedures.

5 Systems and processes for payments (e.g. BPAY) and downloading of rates payments.
6 Analysis of payments (e.g. what percentage pay in full v each quarter).

7 Debt recovery process and contract.

8 Write off provisions.

9 Rebates and special provisions (e.g. pensioner rebates, hardship policy).
10 Fraud risks.

11 Process mapping.
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2 Succession planning.

3 Compliance with reporting requirements (e.g. reporting to Executive Team, annual
reporting).

The audit identified six issues in total, with one high risk finding, two medium risk findings

and three low risk findings. The findings, in descending order of severity, were as follows:

1

N

o O b~ W

Debt recovery action needs to be effectively managed.

Customer service staff need to ensure that correct and completed information is
recorded on application forms.

Monthly reports in rates management need to be provided to the Executive Team.
Service Level Agreement with mailing house needs to be formalised.

Policies, procedures and process mapping require finalisation and development.
Succession planning and lack of staff resources need to be addressed.

Nine recommendations were made in total to remediate these findings.

Details of all findings and recommendations can be found in the attached report.

Based on the findings and recommendations made, the overall audit has been rated as
Medium Risk.

Management responses have been provided for all the findings and recommendations. The
recommendations and management responses will be inputted into the Pulse system for
tracking and follow up.

Attachments

F

It
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Inherent Limitations

The Services provided are advisory in nature and do not constitute an
assurance engagement in accordance with Australian Standards on Review or
Assurance Engagements or any form of audit under Australfan Auditing
Standards, and consequently no opinions or conclusions intended ta convey
assurance under these standards are expressed.

Because of the inherent limitations of any internal control structure, it is
possible that errors or irregularities may occur and not be detected. The
matters raised in this report are only those which came to our attention
during the course of performing our procedures and are not necessarily a
comprehensive statement of all the weaknesses that exist or improvements
that might be made.

Our work is performed on a sample basis; we cannot, in practice, examine
every activity and procedure, nor can we be a substitute for management’s
responsibility to maintain adequate controls over all levels of operations and
their responsibility to prevent and detect irregularities, including fraud.

Any projection of the evaluation of the control procedures to future perfods
is subject to the risk that the systems may become inadequate because of
changes in conditions, or that the degree of compliance with them may
deteriorate,

We believe that the statements made in this report are accurate, but no
warranty of completeness, accuracy, or reliability is given in relation to the
statements and representations made by, and the information and
documentation provided by Bayside Council personnel. We have not
attempted to verify these sources independently unless otherwise noted
within the report.

Bayside Council - Internal Audit of Rates Management - June 2019

Executive Summary

Limitation of Use

This report is intended solely for the information and internal use of Bayside
Council in accordance with the agreed Terms of Reference dated May 2019,
and is not intended to be and should not be used by any other person or
entity. No other person or entity is entitled to rely, in any manner, or for
any purpose, on this report. We do not accept or assume responsibility to
anyone other than Bayside Council for our work, for this repert, or for any
reliance that may be placed on this report by any party other than Bayside
Council.

This report is intended solely for the information and internal use of Bayside Council and s not intended and should not to be used by any other person or entity.
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Executive Summary
1.1 Introduction

This internal audit was undertaken as part of the Bayside Council's 2018/201%
Approved Internal Audit Plan.

1.2 Objectives and scope

The main objective of the internal audit was to assess the adequacy of the
design and effectiveness of the control envircnment over the management
of Rates. This included rate charging, collection, reconciliation and financial
processing and reporting.

The internal audit considered and obtained an understanding of Council’s
end to end rates management processes and policies, including but not
limited to the following elements:

Compliance with legislative requirements;

Process for levying rates, including valuation of properties;

Contract for the production, printing and mail-ocut of rates;

Relevant Council policies and procedures;

Systems and processes for payments (e.g. BPAY) and downloading of
rates payments;

6. Analysis of payments {e.g. what percentage pay in full v each quarter};
7. Debt recovery process and contract;
8
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Write off provisions;
. Rebates and special provistons (e.g. pensioner rebates, hardship policy);
10. Fraud risks;
11. Process mapping;
12. Succession planning; and
13. Compliance with reporting requirements (e.g. reporting to Executive
Team, annual reporting etc).

This internal audit identified control weaknesses and provided
recommendations to strengthen the general control environment.

Bayside Council - Internal Audit of Rates Management - June 2019

Executive Summary

This internal audit in general, assessed whether rates are correctly
calculated, {ssued, collected and reported in compliance with Council
policy, procedures and relevant legislation.

The scope of this internal audit included the following elements:

General controls around the rating software used by Council;

Controls around categorisation of properties to ensure accuracy;

Controls around the timely issue of Rate notices;

Pensioner rate process and whether Centrelink is contacted to verify

eligibility and resultant information recorded and maintained;

« Compliance of pensioner rebates to Council pelicies and applicable
legislative requirements;

* Interest on outstanding debts (compliance with policy, accuracy.

recording, communication, collection and maintenance process);

Fee waiver process (interest, legal costs or the rates);

Controls around changes to the Rates Master Data;

Controls around reversals and other credit journals; and

Reconciliation process for rates, interest and legal fees. 35

The major risk areas for Council that were considerad in this internal audit
included the following:

e There are inadequate systems and controls in place to ensure that Rates
are properly levied in accordance with adopted Revenue policy and
procedures,;

* Non-compliance with the requirements of the Local Government Act
1993 (LG Act) and Local Government (General) Regulation 2005 (LG
Regulation); and

« Asound approach to the management of risk has not been maintained.

The pericd of this internal audit was from 1 July 2018 to 30 April 2019

This report is intended solely for the information and internal use of Bayside Council and s not intended and should not to be used by any other person or entity.
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1.3 Approach
The following approach was taken for the internal audit:

« Held an opening meeting with key Council stakehclders to finalise the
objectives, scope, timetable for the internal audit;

e Reviewed and developed an understanding of the current Rates
processes, risks, relevant policies, procedures and systems (refer
Appendix A);

* Interviewed relevant key Council Rates personnel as part of a
walkthrough of key procedural and control practices to assess the design
of the control environment (refer Appendix B for a list of interviewees);

« Undertook detailed testing of the application of procedures and internal
ceontrols to determine compliance levels with relevant policies,
procedures, guidelines and legislation;

e Assessed the design and effectiveness of the internal control
environment after taking into consideration of the key risks
abovementioned and those disclosed during the conduct of the intemal
audit;

e Reviewed the current processes and controls in consideration of better
practice for the purposes of identifying possible areas for improvement;

* Evaluated the findings from the audit work undertaken using the
Council’s risk rating scale (refer Appendix D);

* Conducted an exit meeting with key Council stakeholders following
completion of our fieldwork to dizcuss:

- Our findings;

- Recommendations for control improvements in relation to those
findings;

- Management’s response to our findings and recommendations.

Bayside Council - Internal Audit of Rates Management - June 2019

Executive Summary

o Prepared Draft and Final Reports of findings and recommendations for
imprevement and cleared with Management,

1.4 Summary of key findings

During the internal audit, we observed that Council has a number of key
control processes in place over Rates management as highlighted below.
However, there are several areas that require Senior Management attention
and imprevement. We identified six areas for improvement. These six areas
are briefly outlined below and in more detail in Section 2 of our report.

We have addressed each of the scoping elements and report on a 'by
exception’ basis.

Positive findings

The following areas were identified during the course of the internal audit
as positive aspects of the current rates management control environment
within Council:

* [t was found in the rates management processes that there is
compliance with Council's relevant draft pelicies and procedures. The
draft policies are due to be formalised in June 2019.

+ Bayside Council uses PATHWAYS to control the levying of rates, the
application of the rate peg, apply the valuations of properties as per the
Valuer-General's assessments and manage the collection of rate
payments. There are appropriate contrels in place that provide
assurance that the categorisations of properties are accurately made.
The internal controls within the applied processes also ensure that rates
are levied in accordance with the Council's Revenue Policy and
procedures;

¢ The Council has in place appropriate systems and processes for the
collection and dewnloading PATHWAYS of rate payments made by a
choice of alternative methods. These methods are BPAY, logging into
the Council’s website and paying by Visa or MasterCard, paying at

This report is intended solely for the information and internal use of Bayside Council and s not intended and should not to be used by any other person or entity.
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Australia Post locations, paying at Commonwealth Bank Branches, Procurement suppliers list, but there is no formalised agreement in
posting payment to the Council, by telephone using Visa and Mastercard, place as yet. (-
and making payment in person at the Council’s office; 2. Customer Services are recording incorrect or incomplete information
« Rebates and special provisions, such as pensioner rebates and Council's on Concession Rate rebate application forms that fs resulting in
Hardship Policy, fee wavering are accessed and applied appropriately additional correction work to be conducted by Rates officers,
upon application on a case by case basis. In the case of pensioner delaying the processing of these applications. (WEDIUM)
rebates, listings from Centrelink are used to verify the eligibility of 3. It was found that there are issues conceming compliance with
applications received. Records are appropriately maintained to support relevant legislative and reporting requirements, including
the granting of rebates; appropriate disclosure in the Council’s Annual Report and the
« There are appropriate levels of segregation of duties that ensures that accompanying Special Schedule 2, There is alse no regular reporting
there is a minimisation of the potential risk of fraud. This includes on the analysis of rates collections, the percentage of rates
controls aver the uploading of payments, data access rights, and the collected and the total amounts of rates outstanding to Council’s
restrictions over ability to make changes to the Rates Module Data in Executive Team. (MEDIUM)
PATHWAYS; and 4. The Council does not currently have in place an appropriate
« There is an appropriate level of internal controls such as review and contract for the production, printing and mail-out of rate notices to
approval that is in place cver reversals, credit journals, and interest ratepayers ensuring that rates notices are distributed to ratepayers
charges on outstanding debts. These controls include compliance with on a timety basis. Council is currently trialling a mailing house. This
current draft policy and procedures. assists in the collection of rate payments by due dates identified on
Aot ot Mot the rates notices and in the timely collection of revenue. (XS
5. No process maps exist that document the current rates management
There are nine recommendations made as a result of this internal audit. process conducted in the Council. All Council's relevant rate policies
These recommendations are grouped in six areas, with three areas of are also in draft form only.
risk, two areas of MEDIUM risk and one area of [l risk being identified 6. There is no succession plan in place to mitigate the possibility that
for improvement. current staff performing rates management processes may resign
We set out below an outline of the key areas for improvement: from the Council or mave into another role, In additicn, the Rates
area does not have adequate resources to address both rates related
1. The Council has very high level of bad and doubtful debt arrears {ssues that have been inherited from the former Councils and
that have been carried over from the former Councils. These former manage day-to-day tasks.
Councils did not have appropriate debt recovery processes and write
off provisions that are applied to rates. Council is currently trialling We have also included in Appendix D, a Summary of Recommendations
a debt collection agency that is on the Local Government for Action. This can be used for tracking the implementation of
reccmmendations.
7
Bayside Council - Internal Audit of Rates Management - June 2019
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1.5 Overall Engagement Rating

The overall residual risk across the process area is rated as MEDIUM, using
the rating table attached in Appendix D.

Rationale for the Risk Rating- there were no extreme risk issues identified
during our internal audit. Risks are reasonably well managed with the
exception of six areas asscciated with our detailed findings noted above and
in our report, which require the attention of senior management so that
appropriate controls can be set in place,

The recommendations in our report broadly represent control design /
effectiveness deficiency issues, and process improvement opportunities, Our
detailed findings are included in Section 2 of cur report.

1.6 Acknowledgement

We would like to take this opportunity to thank all staff interviewed from
Bayside Council for their co-operation and assistance during the course of this
internal audit,

1.7 Report clearance

The contents of this report has been discussed and agreed with Michael
Mamo, Director City Performance, Matthew Walker, Manager Finance, and
David Grima, Co-ordinator Rates & Revenue.

Yours sincerely

Sean Pascoe
Partner
BDO Risk Advisory

Bayside Council - Internal Audit of Rates Management - June 2019
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Detailed findings
21 Debt recavery action needs to be effectively managed

Obse: ions

' We were informed that the former Botany Bay Council had not conducted any debt recovery activity for 5 years prior to the Coundil’s merger with Rockdale City Council. Bayside Councit |
has also not conducted any debt recovery activity since its creation. Bayside Council uses PATHWAYS to manage its rates and charges, and perform income reconciliations. The former
Rockdale City Council's rate system is also integrated in PATHWAYS, Howewer, the former Botany Bay Council rates systens sat in AUTHORITY and these systems were not well
maintained in terms of the retention of records, Bayside Council staff have had fssues reconciling the rates records from Botany Bay Council, We were informed that all  available

| information that was hetd in AUTHORITY has been migrated fto PATHWAYS. Bayside Councél currently s in a high arrears position amounting te approximately $2.5 million as at 30
April 2019 which represents 9.8% of total income. The current LG benchmarl is 7. This percentage represents bad debts that have been carried over from the former Botany Bay and
Rockdale Councils. We were informed with the commencement of debt recovery activities that this percentage should be able to be reduced 1o 6% by December 2019, Rates staff have
been unable to perform any aging of debt analysis because of the lack of documentation retained by the former Batany Bay Council, There has also been no aging of debt analysis
performed on former Rockdale City Council debts either. We were also informed that the Recovery Ratio calculation format was only agreed to by the Manager, Finance and the Director
Clty Performance in Aprit 2019 and will be used for the first time in June 2019,

Bayside Council commenced debt recovery work on 2 Aprit 2019, with 1075 files being sent to its debt collection agent, Recoveries it Reconstruction, who are on the LGP preferred
suppliers list. Bayside Council are only trisling Recoveries & Reconstruction and there fs currently no official agreement in place. We were informed that if Council decides to appolint
this debt collection agency following the current trial, then Council will enter into an agreement with them for a fixed term,

Rates staff also stated that reminders/ wamings on overdue rates have just started to be recorded on 1ate instalment notices.

An additionad undettying cause of the lack of debt recovery action is alwo that the Revenue area does not have encugh staff 1o implement sy proactive recovery action, Additonal staff
are required to be able to wark through the large number of bad debts,

Bayside Council - Internal Audit of Rates Management - June 2019
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o There is no recavery action taken by Council to address its high level of bad debrs / doubtful debts in arrears.
*  Council’s cash flow is being adversely impacted by the high level of bad and doubtful debts.

¢ There Is a lack of staff resources required to perform recovery actions,

Recommendations Management comments Role and Name of Officer Target Completion Date

Responsible for Action

R1 It & recommendad that Senlor Management formalise & greed.

= e ke ragemen malise an | Agree Co-ordinator Rates & Revenue 30 November 2019
agreement with the debt collection agency of its choke to
ncrease its debt recavery action in a timely basks,

It s rec od that 2 L v the t
M e S SwTant [ agreed Co-cedinator Rates ft Revenue 28 February 2020
roles and responsibilities of staff in the Rates team to ensure
that from the Council's position, bad debts and the recovery
wctions of the high levet of bad debts / doubtful debts are
appropriately managed, as well as there belng a lalson paint

between the Councll and the debt collection agency.,

Bayside Council - Internal Audit of Rates Management - June 2019
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2.2 Customer Service staff need to ensure that correct and complete information is recorded on application forms

Risk Rating Medium

Observations

| Concession Kates Rebate application forms are received by Customey Services and then distributed to the Rates Officer for chedking and processing. We examined a small number of
newly received Concession Rates Rebate applications that been received by the Rates Officer from Customer Services,
From a total of five applications examined, all five application forms were identified as having either incorrect or incomplete information recorded on them, The following six errors were
found on these five submitted application forms:
e  One application did not note the home/propesty address of the applicant only a PO Box address;
*  Onone application the appiicants title was incorrect;
«  One applicant was given a full pension rebate when the applicant was only entitied to a half year rebate;
o The name on ane application form was incomplete;
¢ On one application form the applicants sumame was incorrectly recorded; and
e For one application, a copy of the applicants pension card was not attached.
Customer Sevvice staff should be stamping application foens on receipt, and conducting checks on the valid date of the pension card, the transfer date of property into the pensioners
name, and the address and name on the application. We were informed that occaslonally Customer Services staff call the Rates staff If any assistance & required in advising customers
about these applications. As a result of errors and/ or incomplete information, the processing of forms i being delayed as the Rates Officer has to dedicate additonal teme to making

corrections prior 1o prooessing the applications.

Risks / implications

e Errors, incorrect and incomplete information is recorded on Concession Rate Rebate applications.

¢ Concesston Rate Rebate applications are unable to be processed or delayed in their processing due to errors and being incomplete,

"
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Recommendation Management comments Role and Name of Officer Target Completion Date

Responsible for Action

R4 1t & recommended that Senior Management enswre that )
f reemmeE W JENTT Mageman. anure T Agreed - training s to be provided to all Customer  Co-ordinator Rates &t Revenue 30 November 2019

Service staff in addition to providing documented

processes and checklists for accepting applications

Customer Service staff have adequate knowledge and receive
appropriate training in what information is required when

Concession Rates Rebate application forms are submitted.

Bayside Council - Internal Audit of Rates Management - June 2019
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2.3 Monthly reports on rates management need to be provided to the Executive Team

Risk Rating Medium

Observations

There are currently issues concerning the compliance with relevant legisiative and reporting requirements, induding appropriate disclosure in the Council's Annwal Report and
the accompanying Special Schedule 2. There has been no reporting on the analysis of rates collections, the percentage of rates collected and the total amounts of rates

outstanding to Council’s Executive Team. We were informed that the reporting on rates tssues to the Executive Team would be commencing in June 2019,

In addition, for noting, Special Schedule 2 for the last three years for both Rockdale Council and Botany Bay Council were supplied 1o the NSW Auditor-General on 17 May 2019.
We note that there have been fssues with the Auditor-General providing a clean opinion on the financial statements for the Last two years (2016/2017 and 2017/2018). These
tssues have been party associated with the inability to obtain supporting documentation for the verification of revenue and perform the reconciliation of land values of the

previous Botany Bay Council.

Risks / implications

e There is no monitoring or oversight on the rates management system by the Executive Team.

13
Bayside Council - Internal Audit of Rates Management - June 2019

This report is intended solely for the information and internal use of Bayside Council and is not intended and should not to be used by any other person or entity,

Item 5.4 — Attachment 1 127



Risk & Audit Committee

22/08/2019

IBDO

Recommendation

RS It is reconmended that regular monthly reports are
provided to the Executive Team on rate collections,
outstanding debts, etc. These reports should be reviewed and
signed by the Co-ordinator Rates and the Manager, Finance
prior to submission to the Executive Team,

Bayside Council - Internal Audit of Rates Management - June 2019

Management comments

Partially agree. Regular monthly reporting is to be
provided to the Manager Finance and Director City
Performance on rates outstanding. This is to be
reported annually to the Executive and Council as
part of the annual Financial Statements,

Role and Name of Officer

Responsible for Action

Co-ordinator Rates &t Revenue

Detailed findings

Target Completion Date

11 August 2019 and ongoing

This report is intended solety for the information and internal use of Bayside Council and & not intended and should not to be used by any other person or entity,
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2.4 Service Level Agreement with mailing house needs to be formalised

Obzervations

The rate notices from the former two Counciis- Rockdale City Council and Botany Bay Council were merged into a new rate notice template in July 2018. A submission for the
current 201872019 Service Level Agreement received from Forms Express (a Victorian service provider) was examined, Forms Express is the Council’s current mailing house., We
veere informend that a signed service agreement /quote acceptiance i entered into each year. We did not sight a formalised contract with Council’s existing mailing house for the
production and printing of rate notices. Council should have in place an appropriate contract for the production, printing and mail-out of rate notices to ratepayers, ersuring
that rates notices are distributed to ratepayers on a timely basis, This also assists in the collection of rate payments by due dates identified on the rates notices and in the timely

collection of revenue.

Risks / implications

*  Rate notices may nat be distributed to ratepayers in a timely manner.

e Undue delays in the distribution of rate notices may impact upon the collection of rates revenue,

Recommendation Management comments Role and Name of Officer Target Completion Date

Responsible for Action

R3 it & recommended that Councll formalise the Agreed - an RFQ is to be conducted for the proviston of Co-ordinator Rates ft Revenue 31 March 2020
service level agreement with a mailing house of its the service
choice to ersure continual and reliable service

provision in the mail out of rates notices,
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25 Policies, procedures and process mapping require finalisation and development

Observations
| The relevant policies supplied in support of the rates management system were, at the time of this intemal audit, in draft form. We were informed that this suite of policies would
be endorsed by Council in June 2019,
The draft Rates and Sundry Charges Recovery Policy was reviewed and compared to examples of policies from other councils, It is recommended that this policy should be further
developed to include coverage of the following areas- principles and chjectives of the policy; Council strategies; rates and annual charges details; payment methods; concessions,
interest on overdue rates; recovery of rates and annual charges- hardship, arrangements to pay, final notice, letters of dermand; debt recovery; hardship; privacy and confidentiality;
implementation; and any relevant attachments i.e. application forms,
Currently, there s no process mapping or flowcharting of the rates payment system. However, there s an instruction manual that has recently been updated to reflect the curremt
process. This instruction manual would be enhanced by detailed process mapping of the rates payment system. Process mapping/ flowcharting provides insight into specific
processes within an organisation that can help staff brainstorm ideas for process impravement, increase communication and provide process documentation. Process maps/
flowcharts visually document the end-to-end process and identify who within the organisation is ultimately responsible and accountable for specific tasks within the process across
the organisation. This process mapping will also help in the identification of areas that are suffering from a lack of adequate staff resources to effectively conduct processes

associated with rates management.

Rizks / implications

o Staff may not be aware of the complete rate managerment processes. Opporuumities for process improvement may be lost through a lack of awareness of the complete process.
e The current suite of policies may remain in draft form and not hold the weight and enforcement of formalised policies and result In Inconsistent approaches and decision-

making.
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Recommendations Management comments Role and Name of Officer Target Completion Date

Responsible for Action

R6 It is recommended that Sentor Management ensure that all

: d ok I Agreed, An inventory of relevant policies and Co-ordinator Rates &t Revenue  List of procedures - 31
cies rog e ant to rat agement 2 )
policies and procedures retevant 10 rates manap e procedures fs to be created with target due dates August 2019
formalised, as soon as practicable.
for completion based on priocity. Docisnented  policies  and

procedures - 30 June 2020

R7 It i recommended the current rates management process
be mapped/flowcharted, highlighting specific tasks and Agreed Co-ordinator Kates i Revenue 31 December 2019

responsibilities within both the Rates Team and other relevant
Business areas involved In processing rates,

RB It is recommended that the current draft Rates and Sundry
Charges Recovery Policy be reviewed and further enhanced, Disagree. This policy was recently reviewed Co-ordinator Rates & Revenue  No further action required

against the latest OLG guidelines and assessed in
most cases to be either in line or better than the
requirernents set out o the guidelines. The policy
was adopted by Council in June 2019 and is due to
be reviewed every 3 years.

Bayside Council - Internal Audit of Rates Management - June 2019

This report is intended solely for the information and internal use of Bayside Council and is not intended and should not to be used by any other person or entity,

Item 5.4 — Attachment 1 131



Risk & Audit Committee 22/08/2019

I B DO Detailed findings

2.6 Succession planning and lack of staff resources need to be addressed
Risk Rating Low

Observations

Presently, rates management & primarily the respomibility held by the Co-ordinator Revenue Management and the Senior Rates and Revenue Officer. The management of rates within
any Council s a key business role, The positions of the Co-ordinator Revenue Management and the Sendor Rates and Revenue Officer are supported by two other staff members, We were
also informed that staff in the area had recently resigned and are yet to be replaced. The current staff are dedicating considerable amounts of time addressing fssues that have been
inherited from the previous Botany Bay Council, including lack of rate reconciliations, records management issues, and the re-classification of non-rateable properties that have been
taken over by RMS for land development, which Bayside Council is still rating. As well as the abovementioned tasks, the routine daily tasks such as debt recovery are not being given
adequate attention,

There is also no current succession plan in place for the staff responsible for processing rate payments and rates management. Management need to take proactive action to ensure that
the Council has appropriate staff resources with detailed knowdedge and skills to perform roles and resporsibilites required for effectively managing the rates process and rates
management systemn on a day to day basts, in anticipation of the possibility of staff movements and resignations. This action may include the appointment of additonal staff, and employee
training and development to enable indvidual staff to be able to step into these role, in anticipation of future key staff needs of the Council, before becoming an emergency situation.

Risks / implications

*  Key rates staff may decide to resign from the Council.

o Counctl is left in a situation where there are no staff who have the experience and knowledge to effectively manage its rates process.

18
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Recommendation Management comments Role and Name of Officer Target Completion Date

Responsible for Action

R9 It Is recommended that Senior Management formulate a ) p . .
‘ % Asuccession plan has already been established and  Co-ordinator Rates f Revenuie  No further action required

succession plan to address the potential risk of the loss of key .
implemented as part of the current structure with

a Senior Rates Officer position established to
support the Co-ordinator Rates & Revenue,

staff members in the rates management area,
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Appendix A- List of documents reviewed

No Title of document

1 Draft Rates Hardship Policy 2019

2 Draft Rating Policy- undated

3 Pro forma - Council Rates Notice 2018/2019

4 Draft Rates and Sundry Charges Recovery Policy 2019

b Bayside Process- Recovery of Rates and Sundry Accounts (undated)

6 Proposal (Service Level Agreement submission between Bayside Coundl and Forms Express for supply of Rates Notices to Council dated May 2014
7 Bayside 2030-Delivery Program 2018-2012; Operational Plan 2018-2019

8 Bayside Councll 20172018 Annual Report

9 Procedure: Downloading statements and BPAY childcare procedures

10 VG Supplementary Listings 1/7/18

1" 2017-2018 Notional Income- Rates, Prediction Summary Report by rate Type 6/7/18

12 Sayside Rate Arrears position 30/4/19 Excel sproadsheets %, Instidments, PATHWAYS Report
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MNo Title of document
13 2018/2019 Notional Yield- Rastes Generation documentation
" Adoption of 2017-2018 Operational Pl Councll minutes

1% Adoption of 2018-2019 Operational Plan extract Extraordinary Council meeting 27/6/18- re: amended rating tables for Rockdale it Botany Valuation District (within Revenue
Policy)

16 Statement of Compliance 2015-2019 Permissible Income working papers signed 10/4/19

17 Waste budget and calculations sheets 18/19
18 Bayside Non- Rateable worksheets 1/7/18
19 Specfal Schedule 2 Permissible Income workpapers 2018/2019 Botany

20 Hating retirn worksheets -Botany 23076416
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Appendix B- List of staff interviewed

Ne Name of Staff Position Held

1 Natasha Balderston Internal Auditor

: Darvid Gelrra Co-ordinator Revenue Managenment
3 Anna Maunder Senior Rates ft Revenue Officer

1 Vincenza Festa Rates Officer
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Appendix C- Summary of Recommendations for Action

Recommendation

R1 It & recom ded that Senior Management
formalise an agreement with the debt collection
agency of its choice to increase its debt recovery
action in a timely basis,

R2 It Is recommended that management review the
current roles and responsibilities of staff in the Rates
team to ensure that from the Council's position that
bad debts and the recovery actions of high level of
bad debts / doubtful in arrears are appropriately
managed as well as being the lialson polnt between
the Council and the debt collection agency.

R3 It & recommended that Council formalise the
service level agreement with a mailhouse of choice
to ensure continual and reliable service provision in
the maflout of rates notices In the LGA.

R4 It & recommended that Senfor Management
ensure that Customer Service staff have adequate
knowledge and receive appropriate training in what
information s required when Concession Rates
Rebate application foems are submitted.

RS It is recommended that there are regular monthly
reports provided to the Executive Team on rate
collections, outstanding debts, etc. These reports
need to be reviewed and signed by the Co-ordinator
Rates and Manager, Finance prior to submission to
the Executive Team.

Management comments

Agreed.

Agreed.

Agreed - an RFQ 1s to be conducted for the
provision of the service

Agreed - training is to be provided to all
Customer Service staff in addition to providing
documented processes and checklists for
accepting applications

Partially agree. Regular monthly reporting is to
be provided to the Manager Finance and
Director City Performance on rates outstanding,
This is to be reported annually to the Executive
and Council as part of the annual Financial
Statements.

Role and Name of Officer
Responsible for Action

Co-ordinator Rates & Revenue

Co-ordinator Rates & Revenue

Co-ordinator Rates & Revenue

Co-ordinator Rates & Revenue

Co-ordinator Rates & Revenue

Target Completion

30 November 2019

28 February 2020

31 March 2020

30 November 2019

31 August 2019 and
ongoing
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Recommendation Management comments Role and Name of Officer Target Completion

Responsible for Action

R& It s rec: ded that Sentor Management

ensuse that all policies and procedures relevant to  Agreed. An Inventory of relevant policies and Co-ordinator Rates & Revenue List of procedures - 31

rates management are formallsed, as soon as procedures Is to be created with target due August 2019

practicable, dates for completion based on pelority, Oucumeniid polides
and procedures - 30
June 2020

R7 It is recommended the current rates )
management process be mapped/flowcharted, Agreed. Co-ordinator Rates & Revenue 31 December 2019

highlighting specific tasks and responsibilities
within both the Rates Team and other relevant
Business areas involved in processing rates.

RS It 1 recommended that the current draft Rates
and Sundry Charges Recovery Policy be reviewed Disagree. This policy was recently reviewed Co-ordinator Rates & Revenue No further action

and further enbanced. agalnst the latest OLG yuldelines and assessed required
in most cases to be either in line or better than
the requirements set out in the guidelines, The
policy was adopted by Councll in June 2019 and
is due to be reviewed every 3 years.
R9 It is recormmended that Sendor Management

formulate a succession plan to address the A succession plan has already been established Co-ordinator Rates & Revenue No further action
potential risk of the loss of key staff members in and implemented as part of the current required
the rates management area, structure with a Senior Rates Officer position

established to support the Co-ordinator Rates it
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Appendix D
Appendix D - Bayside Council's risk assessment matrix
Risk Ratings Consequence
Likelihood 1. Very Low 2.Minor | 3.Moderate | 4. Major 5. Bxtreme
5. Aimost Certain 8 e e
A. Likely Medium g ery Hig
3. Possible Medium g
2. Unlikely Medium Medium g ‘
1. Rare Medium I8
25
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Likelihood ratings.

"Rating | Likelihood | Description Quantification

1 Rare The event may occur but only in Once every 50 years or more. Less than
exceptional circumstances. No pastevent | 10% chance of occurring.
history.

3 Unlikely | The event could occur in some Once every 20 years. Between 10% and
circumstances. No past event history. 30% chance of occurning.

Possible The event may occur sometime. Some Once every 5 years, Between 30% and

past warning signs of previous event T0% chance of occurring.
history.

B Likely The event wal probably occur. Some Once a year. Between 107 and 90%
recurring past event history chance of occurring

5 m The event is expected to occw i normal Several times a year,

circumstances. There has been frequent
past history.

Greater than chance of occurring.

Bayside Council - Internal Audit of Rates Management - June 2019

This report Is intended solely for the information and internal use of Bayside Council and is not intended and should not to be used by any other person or entity,

Item 5.4 — Attachment 1

Appendix D

26

140



Risk & Audit Committee

22/08/2019

IBDO

Table of Consequences "
Consequence Impact on Financial Operational ‘Reputational Compliance Environmental
Extreme % can | More than Sampa | Key actvities and Council o senior Council removed Sustained major Erviranmental
no longer be recurrent impact on | essential senvices from office by negatve npacton | incident causing
achieved operating budget mbm n sigrificant | Minisler and staff morale W:nqty'
Complete More than $10m m”'w"' W‘ - Serious njury "‘w’ A
of long term one-off budgetary Death or serious regquring long term :L,t oo
business impact injury / finess to Investigation by medcal reatmant
required membexs of the damage that will be | ICAC or other Toic chemical spll
N yosorper. | ooy — comamingtion and
years to repair. POWETS | oy
Sustained and
ionificant - lou-nhah mav.ms serious human
m"': . ' hearings nto mg consequences ”
delivery alegations of fraud | Staff retention less of land
and | or serious than 80%
misconduct by
Counciliors o
Officers
h A number of Between $Tm and Services Trvesiigabion by Council requred 1o | Major one-off Emnironmental
signficant business | $3m recurrent Mzh:mu Mb:dy mu':b.myﬂ broach of work incident causing
objectives can no impact on operating | between should place legslation sgnificant damage
longer be achieved | budget, one off days m from 10 threalened
.S&nmdsmn. significant - : i negatie mpact on m;w:wu;ly
reductions in significant adverse | Council issued with endangered
cusiomer media at state and ecologrcal
satisfaction lewed Los! time injuries comenunity
iy or ) —_— Orderls) by Meister | requiring major
damage resulling i | publicised cutery ial matters
litigated caims from residents, long | of Councilor andior | Staff retention rate
against Council story life. Officer conduct. Ig:aunmm
Council found o be
criminally liable
Council found fo be
Nabde for penalies
>85m
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~Consequence Impact on Financial Operational | Reputational | Compliance HR Environmental |
“Moderate %_Wﬁww; Medium ferm local gumdlt:o:md Winor breach of Pasticide spil into
business objectives m recument disnupted media coverage breach walerway causing
can no longer be impact on operating | between 1 and 2 logisiation in Court m harm to native
achieved budget days concems from or Tribunal species
sections of the shaort duration lost
one off impact short term or community time injury requiring | inappropriate
between Simand | isclated reductions minor medical pesticide use at
$5m in customer govemance treatment playgrounds
breaches or failures
notified to external staff retention rate acid
ENCY injlry of bodies but dealt between 85% and sads in
mptmdrw with intemalty. 0% recreation area
negative impact on
“Minor Some Between S50k and | Key services Short term Jocal Councll Bsued Short ferm impadd | Pollution of
of $200k recurrent disrupted for <t day | media coverage mince fine or on stafl morale wateraays with
resources to enable | impact on operating penalty for breach sediment nnoll due
business ane-off reductions of legisiaton in VNG INjunes or
to be achieved in customer concems from court o ribunal and | ness from nomal | construction site:
one off salisfaction rarmow of {or ordered o pay | activities frealed by | management
gi‘”" .2m and compensation of first ald. o
m minoe injury or damages pursuant Minor breach
property damage 10 breach
not resulting in a breaches or failures Bcence resulting in
ciaim on Council dealt with intemalty oourt attendance
without the need for notice
extemal referral
“Low Litle o no impact | <S50k recurent Usual scheduied One off insignificant | Councll ssued with | Locaised of | Tree removal in
impact on operating | inferuptions adverse local meda | foed concems by
objectives budget, one-off or public Notice sensitive area
Impact <$0.2m. unschaduled for breach of Isolated incidents leading to protest
intornuptions for <4 andior ‘near miss' and local
hours. OCCUITEnces. emdronmentsal
concem
isolated
infringement of
Ncence leading
o
foued penalty
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Bayside Council
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Risk & Audit Committee 22/08/2019
Item No 5.5

Subject Final Accounts Payable Health Check Report

Report by Natasha Balderston, Internal Auditor

File SF19/210

Summary

Internal Audit completed a health check on Council’'s Accounts Payable processes and
identified five areas for improvements and 10 recommendations to assist in closing the
existing gaps. The audit assessed Council’s accounts payable processes to be Low Risk.
The Director City Performance and Manager Finance have responded to the
recommendations with comments, actions and timeframes. Only one recommendation
relating to monthly accruals is not supported by management.

Officer Recommendation

1 That the Risk & Audit Committee receives and notes the final health check report on
Accounts Payable.

2 That the Risk & Audit Committee requests management to implement an interim
measure to monitor the segregation of duties within the TechnologyOne user access
for the Finance and Procurement modules.

Background

When Bayside Council was formed, Internal Audit developed a health check program to
assist the new organisation in developing a robust control framework for four business areas.
These business areas were chosen either because they were new business units for the
organisation or were deemed high risk.

The initial program proved beneficial to the organisation and as a result, Internal Audit has
continued to include health checks as part of its yearly audit plan.

In FY 2018/19, Internal Audit undertook a health check of the Accounts Payable section. The
purpose of this health check was to:

o Inform the business areas of the standard controls expected within the Accounts
Payable function

o Allow the business area to conduct a self-assessment on the availability and
robustness of theses controls

o Conduct an independent check on these controls

o Identify areas for improvements
o Provide realistic recommendations to improve the control environment of the business
unit.
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The health check identified five areas for improvements, with 3 findings rated as medium risk
and 2 findings rated as low risk. Ten recommendations were made in total to remediate
these findings.

Internal Audit noted that there was an issue with segregation of duties. While Internal Audit
was able to confirm that all AP Officers were allocated the role of “AP Officer” in the
TechOne system and that the role of “AP Officer” has the following access rights:

o Supplier invoice creation

o Credit note creation

o Payment (EFT and Cheque) preparation
o Creditors journal creation

o GST journal creation

A user profile and access rights list for TechOne was not available due to TechOne reporting
limitations. In addition, Internal Audit noted that the profiles and access rights are not
regularly reviewed.

The Manager Finance has advised that this is also an issue which had previously been
identified by the Audit Office.

While this functionality can be configured as part of the TechOne reimplementation project,
the establishment and implementation of this is a long term project. It is necessary for a
compensating control to be implemented in the interim to remediate this issue.

Additionally, Management has accepted and agreed to nine out of the ten recommendations
made. They have disagreed with the following recommendation:

“All outstanding supplier invoices should be reviewed and recorded monthly to ensure the
accuracy of liabilities”.

Management comments to this recommendation were as follows:

“All invoices are to be processed within Council’s payment terms. Monthly accruals are not
supported due to increased and unnecessary administration as well as the inclusion of all
outstanding commitments already reported in the monthly budget reports. The accrual of
invoices is to continue to be captured as part of the end of year processing”.

All findings, recommendations and management comments will be inputted into the Pulse
system for tracking and follow up.

Attachments

Final - Accounts Payable Health Check Audit Report - July 2019 I
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Inherent Limitations Limitation of Use

The Services provided are advisory in nature and do not constitute an This report has been prepared in accordance with the approved Statement
assurance engagement in accordance with Australian Standards on Review or of Work dated December 2018 and is intended sclely for the information and
Assurance Engagements or any form of audit under Australian Auditing internal use of Bayside and fs not intended to be and should not be used by
Standards, and consequently no opinions or conclusions intended ta convey any other person or entity. No other person or entity is entitled to rely, in
assurance under these standards are expressed. any manner, or for any purpose, on this report. We do not accept or assume

responsibility to anyone other than Bayside or for any reliance that may be

Because of the inherent limitations of internal control structure, it is
o placed on this report by any party other than Bayside.

possible that errors or irregularities may occur and not be detected. The
matters raised in this report are only those which came to our attention
during the course of performing our procedures and are not necessarily a
comprehensive statement of all the weaknesses that exist or improvements
that might be made.

Our work is performed on a sample basis; we cannot, in practice, examine
every activity and procedure, nor can we be a substitute for management’s
responsibility to maintain adequate controls over all levels of operations and
their responsibility to prevent and detect irregularities, including fraud.

Any projection of the evaluation of the control procedures to future periods
is subject to the risk that the systems may become inadequate because of
changes in conditions, or that the degree of compliance with them may
deteriorate,

We believe that the statements made in this report are accurate, but no
warranty of completeness, accuracy, or reliability is given in relation to the
Statements and representations made by, and the information and
documentation provided by Bayside personnel. We have not attempted to
verify these sources independently unless otherwise noted within the report.
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1. EXECUTIVE SUMMARY

1.1 Background
In the last two - three years, Internal Audit has focused on the development and implementation of a health check program for high risk areas across Bayside
Council (BC) operations.

Various health checks have been undertaken and remain engoing, with these covering:
« Procurement;

+ External Contractor Management;

« Management of Employees’ Mandatory Licenses, Tickets and Training; and

« Payroll

Accounts Payables was identified as another area where a health check was to be performed.

A Terms of Reference (TOR) document dated December 2018 sets out the purpose, scope, approach and deliverables in relation to the proposed internal audit,

1.2 Objective and scope
The purpose of this interpal audit is to perform a health check on Accounts Payable based on BC's health check process (Steps 1-8).

The scope of the internal audit is limited to the Accounts Payable process and was completed using the following process:

Step 1: Notification - Informing the relevant Manager and process control owner of the proposed health check and the intended scope of the program.

Step 2: Audit Preparation - Preparing an internal control framework, in the form of a questionnaire, which 1s in line with best practice.

Step 3: Audit Consultation - A preliminary meeting is set with the process control owner to introduce and review the Framework,

Step 4: Interactive Workshop 1 - In-depth discussion with process control owner and their team on implementation, adequacy of controls and additional controls.

Step 5: Framework Assessment (performed by process owner) - Recording of actual controls and additional controls required to strengthen the process. (Process
owner will require about 8 weeks to complete this section).

Step 6: Interactive Workshop 2 - Review the current and additional control to ensure they are relevant, appropriate and effective. Agree timeframes on the
implementation of controls.

Bayside Councll - Internad Audit of Accounts Payable - July 2019
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Step 7: Audit Testing - Test the controls to ensure they have been effectively implemented and are working robustly.
Step 8: Report - Report to Executive and the Risk and Audit Committee on the progress of the health check and the implementation of the controls.

1.3 Approach
The following approach was undertaken during the internal audit:

« We obtained the Accounts Payable Process and Operational Procedures for review;

«  Assessed the internal control framework in line with Accounts Payable better practice and to determine the control objectives;
« Identified and documented the control activities related to the control objectives;

+ Discussed the identified controls and activities with the Governance & Risk Manager;

«  Met with the process owner to introduce and review each component of the framework;

« Discussed and reviewed with the process owner the existing controls and assessed if additional controls are required and agreed timeframe for
implementation of controls;

* Tested controls to ensure they have been effectively implemented (the documentation reviewed fs listed in Appendix B and the key stakeholders interviewed
are listed in Appendix C);

« Conducted an exit meeting with key Council stakeholders following completion of our fieldwork to discuss:
- Our findings;
- Recommendations for control improvements in relation to those findings;

- Management's response to our findings and recommendations; and
* Provided a report to the Executive and the Risk and Audit Committee on the progress of the health check and the implementation of the controls (this Report).
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1.4 Status of controls

Based on the detailed Accounts Payables Health Check outlined in Appendix A, we have prepared a summary of the status of the implementation of controls and

residual risk and this is set out below:

Control

Total # of n- Not Residual
Objective | Control Objectives Complete

Controls progress | started Risk
Ref

To emure that payment docurnents are processed correctly by having adequate segregation of
7 duties in the payment process (foods and services received, including creating the requisition and i 3 Medium
purchase arder, recelving the fnvolce and making the payment),

Accountability ensures that you review and apprave invoices for payment based on delegated
authority, signed agreements, contract terms, and purchase orders,

AP processing, reviewing, manitoring and recanciliation activities confirm that payments are made
for approved purchases and are belng billed correctly,

1 To ensure that the control environment & adequate for the Accounts Payable (AP) operations. 8 B
9 To ensure that the AP transactions are recorded in the carrect period. 1 - - 1
4 To ensure that Involces are recorded and pald in a timely manner, L] )

To ensure that AP related matters are reported 1o appropriate parties for information and
dectuion making.

OVERALL 7 23 9 5
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1.5 Summary of key findings

Since the health check completed in early 2019, some improvements have been made in relation to the implementation and quality of controls in order to
manage cperational and compliance risks. As highlighted in Section 1.4 above, a significant number of controls have been implemented. However, there are
some controls that are in the process of being implemented (9 controls) or not started (5 controls). As recognised by Management, there continues to be rcom
for further improvement. We have summarised below the improvements and controls that are being implemented as shown in Section 1.4 above:

+ Section 2.1+ Access rights for the AP Officer and other procurement and payment related roles should be independently reviewed pericdically, and
documented to ensure the appropriate access rights have been assigned. (Risk: Medium)

+ Section 2.2 - The approval of refunds should be in accordance with the Council's delegations of authority. (Risk: Medium)

« Section 2.3 - The procedures for AP processing, reviewing, monitoring and reconciliation should be improved. (Risk: Medium)

« Section 2.4 - All outstanding supplier invoices should be reviewed and recorded to ensure the accuracy of liabilities. [RISRIESW)

« Section 2.5 - The AP aging report should be provided tc management for better expense monitoring, overseeing of payments and cash flow management. Key
Performance Indicators (KPIs) should be identified and performance reviews should be based on the identified KPIs. JRERToW)

Please note that there were discussions with the Financial Services Coordinator and Director City Performance and additional information and evidence was
required but not provided. As a result, those findings and recommendations have been left on the report.

Details of the above findings have been included in Section 2 of this report.

We have also included in Appendix D, a Summary of Recommendations for Action. This can be used for tracking the implementation of recommendations.
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1.6 Overall Risk Rating

E8WE This rating is primarily the result of the matters discussed in Section 1.5 above and the number of items not implemented.

Risk ratings have been based on Bayside Council’s Risk Managernent Matrix. The Risk Matrix, Likelihood and Consequence tables have been included in Appendix
E.

1.7 Acknowledgement

We would like to take this opportunity to thank the management and staff of Bayside for their co-operation and assistance during the course of the review.

1.8 Report clearance

The content of this report has been discussed and agreed with Ward Kirshaw, Coordinator Financial Services and other key stakeholders.

Yours sincerely

s
e

G Fancet

L -,
P X4

Sean Pascoe
Partner, BDO Risk Advisory
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2. DETAILED FINDINGS

Risk Rating J Medium
21, Segregation of Duties (CO2) .

Observations

Although we have confirmed that all AP Officers were allocated the role of “AP Officer™ in the TechOne system and that the role of “AP Officer™ has the access rights
set out below, a User Profile and access rights list for TechOne was not available for the internal audit due to TechOne reporting limitations. In addition, the profiles

and access rights are not regularly reviewed.
*  Supplier invoice creation

o Credit note creation

e Payment (EFT and Cheque) preparation
s Creditors journal creation

e GST journal creation

Risks/implications

P There is a risk of mappropriate functions assigned to the role of “AP Officer” or other procurement and payment related roles.

P There is a risk of unauthorised approval, access to or changing of purchasing and payment data.

Recommendations

R1. Management should waork with the TechOne vendor to explore altemative options of reviewing user access rights and wser profiles to ensure the agpropriate

acoess rights have been assigned and the required segregation of duties are in place.

Bayside Council - Internal Audit of Accounts Payable - July 2019
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Management Comments Role & name of officer responsible for action Target Completion Date

R1. Agreed - if possible a report will be developed to report on the access Manager Finance 30 June 2020
rights in Technology One for period review. This will be included as
part of the scope of the Technology One upgrade project.
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2.2. Accountability, Authorisation and Approval (CO3)

Risk Rating Medium

Observations

Two of the five sampled *Request for Refund’ forms (set out below) were not approved as per delegation of authority limit, although the additional approval by the

Finance and Procurement Team for bond/deposit refunds were obtained,

Supphiers Payment Purpose Approver Authorised approval limits Payment advice ref
1 Rock Finance Pty Ltd S 136,530 Bond Refund Coordinator Public Domain $ 50,000 229225
2 Vista Maswcot Pry Lid $223,135 Damage/secutity deposit  Coordinator Public Domain $ 50,000 229183

Risks/implications

P Non-<ompliance with Council’s delegations of authority and unauthorised payment

Recommendation

R2. The approval of refunds should be in accordance with the Council’s delegations of authority.

Management Comments Role & name of officer responsible for action Target Completion Date

RZ. Agreed. Improved processes and controls are to  Manager Procurement 30 September 2019
be developed and implemented to ensure
refunds are only processed In line within
approved delegations.

Bayside Council - Internal Audit of Accounts Payable - July 2019
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2.3, Processing, Reviewing, Monitoring and Reconciliation (CO4)

Risk Rating l Mediom

The following exceptions were noted in relation to the payment process:

i. For three out of 25 payment samples (refer below), Purchase Orders (“PO”) were issued after suppliers invoice dates:

" Supphier Paymant Type
1 14570 - HWL Ebsworth Lawyees EFT
2 10607 - Statecover Mutual Limited EFT
3 18104 - Ausgriad EFT

Date paid

V01209

20/02/2019

§/02/2019

Payment Ref

23581

24546

24264

Amount

$4,519.9%

S24.75

§ 52,900.75

Currently, the Financial Services Coordinator provides a monthly update to the Procurement Team on all purchase orders that had been raised after the invoice
date. However, further action is not taken by either the Procurement or AP team to reduce the occurrence of Purchiase Orders being raised after the invoice date,

ii. For eight out of 25 payments sampled (refer below), Supplier names were not stated on the Payment Advice. We were advised by the Systenys Cooedinator that this

s a TechOne set-up deficlency.

v Supplier Payment Type

Date paid Payment Ref Amaunt
1 12611 - Yeolia Ervironmental Services EFTY 137022019 24399 5 7.089.26
2 17993 - W & F Pascoe Pty Lad EFT 17042019 17993 S 71,9685, 72
3 19336 - GM Urban Design & Architecture EFT 10/04/2019 19336 5 39,938.80
“ 25084 - Rock Finance Pty Ltd Checue 190272019 289124 $ 136,%30.00
5 24921 - Vista Mascot Py Ltd Cheque 17/00102019 229183 $223,125.00
Bayside Council - Internal Audit of Accounts Payable - July 2019
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6 24960 - Chalmers Crescent Pty Led Cheque 24/00:09 22990 529,969.10
7 25195 - IBT Investroents Cheque 28/03/2019 229264 $143,321.00
2 25175 - Vite Russo Cheque 13/03/2019 22925 $6,700.00

iti. For three of 25 payments sampled (refer below), supplier addresses were not stated on the payment advice, We were advised by the Systems Coordinator that this is

a TechOne set-up deficiency.

Payment Type Date pald Paye tef Amount
' 14570 - HWL Ebswearth Lawyers EFT 9012019 23581 $4,519.90
2 10609 - Statecoves Mutual Limited EFT 20/02/2019 74546 L2141
3 18104 - Ausgrid EFT 6/02/2019 24264 $52,900.75

iv. AP reconciliations for aging and clearing accounts have not been performed, Although the Financial Services Coordinator confirmed that reconcillations are
conducted, the reconciliation statements were not provided for the audit.

v. For nine out of 25 payrments sampled (refer below), supplier invoices were not pald on time in accordance with the council payment terms, which s 30 days.

Amount () No. of days paid after

Invoice Date Supglier Invoice NO Payment Torm Fayment Date Payment Ref
nvoice date

(incl GST)

1 6561 /2019 2201687809 §7,089.26 3 days 13/00: 2009 38 24199
2 13/03: 219 INVDSPNO13732 $7.202.25 30 days 17/04/201% 35 26202
3 10/92/2018 F15507 S217.04 3 days 1670172019 3r 23

Bayside Council - Internal Audit of Accounts Payable - July 2019
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]

Vi

25030019

2710208

19022019

1/03/2019

14/92/2018

28/02/2019

provided for the audit.

Fusion5 Pty Ltd

vii, For two of seven sampled weckly payment runs, the bank confirmations were not attached to the printed EFT reports and ABA files for the following dates:

In addition, the evidence of review of bank confirmations and £F T reports were not documented for all seven samples.

13 February 2019

20 March 2019

INV-0654

93776

0481420

27715

IN-S155-442076

PR

5 39,4249

$133,302.01

5 36,967.16

$71,945.72

$ 39,407.50

$1,565.30

invoice Date

9/01/2019

30 days

30 doys

30 days

30 days

30 days

15 days

Supplier Invoice Ho.

775

10/04/2009
2/01/2019
27/037201%
3/04/2009
16/017201%

1770472009

$ 64,900

36

36

33

48

Payment Term stated in the invoice

30 days

6110

23450

. For one out of 25 payments sampled, the payment terms recorded in TechOne is not consistent with council payment teyms, Although the Financial Services
Coordinator confirmed that suppliers’ details are printed from the TechOne system and reviewed to ensure the accuracy, the evidence of the review was not

Risks/Implications

P> Unauthorised purchases may result in inappropriate Habllities for CouncHl,

Bayside Council - Internal Audit of Accounts Payable - July 2019
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Risk of potential procurement fraud or error.
Balances are not allecated to the appropriste acceunt, leading to inaccurate financial information.,

Late payments may result in poor supplier relationships and poor credit rating.

Yy vvyyvw

The actual payments made may not be consistent with EFT payments,

Recommendations

R3. POs should be ralsed prior to recelving the goods/service and supplier Invoices. Purchase orders which have been rafsed after invoice dates should be Investigated
and conmmunicated to the respective team members to reduce future ocourmences.,

R4, Management should consult with the TechOne vendor to explore options of how to include all suppliers' information on the Payment Advice.
RS. Payments should be made n accordance with the Councll payment tems.

R6. AP reconciliations for aging and clearing accounts should be performed monthly to ensure the accuracy of the financlal information.

R7. Suppliers information should be reviewed periodically (e, quarterly) in the systen to emure its accuracy,

R8. The review of total payments stated in the Bank Conflrmations and EFT reports should be documented.

t Comments Role & name of officer responsible for action Target Completion Date

R3. Agreed. Ongoing training and avwareness i to be provided to the Manager Procurement 31 October 2019 and ongoing
organisation on the procurement processes and requirements. Quacterly
reports will be issued to the Executive and Business Unit Managers
hightighting imstances of non-compliance,

R4. Agreed., Co-ordinator Financial Services 10 September 2019

R5. Agreed. Co-ordinator Financial Services Ongoing

Bayside Council - Internal Audit of Accounts Payable - July 2019
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R6. Agreed, Co-ordinator Financial Services. Ongoing
R7. Agreed. A system generated process has been created in Technology Manager Procurement Ongoing
One to review all dormant creditors. This review & 1o be carried out on
a six monthly basis to deactivate creditors which are no longer utilised.
The mast recent review was compieted at the end of June 2019,
RE Agreed, Co-ordinator Financial Services Immediately and ongoing
Bayside Council - Internal Audit of Accounts Payable - July 2019
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2.4, Accounts Payable Cut-off and Classification (COS5) ) ,,Af_DI

:

Observations

Supplier involces have not been reviewed to ensure that the expenses were accurately recorded in the period in which the lab#lity was incurred. We were informed by

the Financial Services Coordinator that the review will perfarmed on an annual basis for the financial year end.,

Rizks/Implications

P There is a risk that payment liabilities may not be accurately recorded,

Recommendation

R9. Al outstanding supplier invoices should be reviewed and recorded monthiy to ensure the accuracy of liabilities.

Management Comments Role & name of officer responsible for action Target Completion Date

R9. Disagree. All Invoices are to be processed Co-ordimator Financial Services No action required
within Councits payment terms, Manthly
accruals are not supported due to, incroased
and uwnnecessary administration as well as the
Incluston of all outstanding commitments
alroady roportod in monthiy budget reports.
The accrual of invoices is to continue to be
captured as part of the end of year processing

Bayside Councll - Internal Audit of Accounts Payable - July 2019
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2.5. Reporting and Communications (CO7)

Observations

We were informed by the Financial Services Coordinator that the AP aging report is generated monthly, but s not reviewed by management.

Bisiness Unit performance reporting in relation to efficiency, cycle time and effectiveness is also not conducted.

Riskz/Implications

P There is a risk that adequate and timely information on long overdue payments are not communicated to management.

P Without business unit performance reporting, reasons for poor performance may not be identified. Improvements will then not be followed up on.

Recommendations

Key Performance Indicators (KPIs) should be identified such as suppliers involces processing time and payment accuracy etc. Performance reviews should be
based on the identified KPls,

Management Comments Role & name of officer responsible for action Target Completion Date
R10. Agreed - appropriate KPI's are to be developed for the section and Co-ordinator Financial Services 30 June 2020

provided as part of the reporting from the Technology One upgrade

praject.
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APPENDIX A: Accounts Payable Health Check

Control Objective 1: Policies and Procedures
To ensure that the control environment is adequate for the Accounts Payable (AP) operations.

Ceontrol Description Complete In Not

Progress Started

1 Documented policy and procedures that cover all phases ) v
of AP

3 Palicy and procedures commurnicated v

3. Policy and procedure implemented v

a Published code of conduct communicated to staff v

5. Personnel hired possess the knowledge and skills to v

acconmplish AP tasks

6. Job descriptions/work plan that provide for proper v
segregation of duties for responsibitity snd authority

7. Adequate ongoling training of staff in AP v

8, Policy and peocedures ermbseckled (staffl are aware of v
specific obligations and respomibifities)

Bayside Council - Internal Audit of Accounts Payable - July 2019

Audit Comment (based on audit work performed
from 10 May to 22 May 2019)

Audit verified the avallability of the Accounts
Payable Process it Operational Procedures.

The Accounts Payable Procurensnt are aviilable to
the AP team and it acoessible via Content Manager.
Confirmed with Financial Services Coordinator that
the policy is implemented.

Audit verified the avallability of the Code of
Conduct Policy May 2019 and the announcement on
Intranet and the link.

Accounts Payable staff have the knowledge and
skills to complete necessary tasks.

The job descriptions are clear and outline the
behavioural Indicators required to complete the
Job and communication regquired with Procurement
the Finance,

On the job training and consultant for the new
system for system training, system manual are
available,

Al policies and procedures are avallable via
Content Manager,
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Control Objective 2: Segregation of Duties

To ensure that payment documents are processed correctly by having adequate segregation of duties in the payment process (goods and services recetved,

including creating the requisition and purchase order, receiving the invoice and making the payment).

Control Description Complete | Not Due Date
Started

1. Different staff are ascigned the role of approving v
purchases, recefving orders, matching invotces for
payment

- ¥ AP and vendor records are segregated, controtled and v

restricted 1o different authorised persoanel

3. AP staff are not able to ralse purchase orders v

Bayside Council - Internal Audit of Accounts Payable - July 2019

Audit Comment (based on audit work performed
from 10 May to 22 May 2019)

Each role is allocated a profile- AP or Purchasing
Officer. We sighted in TechOne and confirmed all
AP Officers were allocated the role of AP officer,
AP Officers are not able to ‘receive’ goods. Inwoice
matching and payments are conducted by AP
Officers. Document fite approver’ is allocated to
the Financial Service Coordinator to ensure that
payments must be reviewed and approved.

However, we were not able to obtain the user
access rights list and user profile report.

We sighted the wer function of the “AP Officer”
to check If AP had the abllity to amend vendor
master data, The 'read only’ function was sighted,
wiileh allows AP Officers to view the detadls of the
vendor card but not change. We also conducted a
walkthrough with Betty Zacharakis, AP Officer,
that vendor master data could only be read-only,

However, we were not able to obtain the user
nccess tights Tt and user profile report.

AP Profiles are not able to raise purchase orders.
The 'Raise PO" function was only allocated to the
Purchaser Profile on TechOne. However, as
advised by the Systerns Coordinator, audit could
not obtain the user access list to the Rakse PO
function.

However, we were not able to obtain the wser
access rights list and user profile report.
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Control Objective 3: Accountability, Authorisation and Approval

Accountability ensures that you review and approve invoices for payment based on delegated authority, signed agreements, contract terms, and purchase

orders.

Control Description

Review and update signature authorizations

periodically

2, Purchases are authorised In accordance with financial
delegation

3. Verify recelpt of goods and services to

contract/purchase order and invoice information

4 Supervivory approval for changes 1o Involce once
entered nto AP system

Bayside Council - Internal Audit of Accounts Payable - July 2019
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Audit Comment (bazed on audit work
performed from 10 May to 22 May 2019)

Review and approval have been set up in
TechOne.

A teport 1o view alt detegation limits set up in
Techne coudld not be generated,

Two of five sampled ‘Request for Refund® forms
were not approved as per delegation of
autharity limit, although the additional
approval by the Pinance and Procurement Team
for band/deposit refunds were obtained.
TechOne requires the goods and services
receipt to be acknowledge! for payment
processing. This requires the recipient to check
the goods and services before acknowledging
receipt,

However, we were not able to obtain the user
access rights list

We were advised by the Systenn Coordinator
that I payment rum require amendment, this
wondd bave to be spproved by the Cooedinator
Financial Services,

However, v were not able to obtain the user
access rights list.
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Objective 4: Processing, Reviewing, Monitoring and Reconciliation

The AP processing, reviewing, monitoring and reconciliation activities confirm that payment is made to approved purchases and are being billed correctly.

Control Description Complete n Mot Due Date Audit Comment (based on audit work

Review vendor invoices for accuracy by comparing
charges to purchase orders

Check the Involce to the goods and services recelved

Match invoice, receiving and purchase order
information and follow up on missing or inconsistent
information (unmatched open purchase orders,
receiving reports and invalces and resolve missing,
duplicate or unmatched items)

Check inveice to confirm recorded Accounts Payable
tramsactions represent events that occurred and are in
accordance with management s authorisation

No invoices will be accepted without PO

PO should be ksoed price 1o recelving the involce

Reconcile vendor statements to accounts payable
subsidiary ledger

Process to follow up and resolve difference between
vendor statement and AP subsidiary ledger

Reconcile subsidiary ledger to general ledger control
account for accuracy of recorded transactions

Bayside Council - Internal Audit of Accounts Payable - July 2019
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Started performed from 10 May to 22 May 2019)

In TechOne, invoices are referenced to the
Purchase Order number for accuracy.

Goods and services were recelved as per the

Involce paid.

= Three of 25 sampled invoices were raised
before the purchase order.

«  Elght of 25 remittances did not include the
supplier names on the Payment Advice.

«  Theee of 25 sampled payments did not
include the supplier address on the
Payment Advice.

All purchase orders are approved by relevant

managers and cannot be approved by Accounts

Payable Officers. Segregation of duties apply.

AP team ensuces that no invoices will be

accepted without PO except for utilities/refund

payments.

All purchase orders must be ratsed prior to

Involces issued by the supplier. Exceptions of 3

of 25 sampled purchase orders were raised after

Involces were fsued. Utilities & Refunds do not

have Purchase Orders.

Only some suppliers pravide statements to

Acoounts Payable, Once received, AP Officers

will reconcite invoices immediately,

Supplier is contacted if there are ducrepancies.

Monthly reconciliation between Accounts
Payable general ledger and sub ledger is
performed, reviewed and documented,
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1.

Control Description in
Progress

Process to resolve differences between the AP v
subsidiary ledger and the AP control account

Perform AP reconciliations for aging and clearing
accounts and review reconcitiations in a timety
fashion

Process to follow up and resolve differences for aging
and clearing account reconcillations

Process in place to take advantage of early payment v
discounts If appropriately approved

Process involces acooeding to involce payment terms v

Process for approval and recording credit note v

Objective 5: Accounts Payable Cut-off and Classification

To ensure that the AP transactions are recorded in the correct period.

Control Description

Complete

Review the invoices 1o énsure that the expenses were

In Not
Progress

Not Audit Comment (based on audit work
performed from 10 May to 22 May 2019)

Started

monthly reconciliation between Accounts
Payable general ledger and sub ledger i
performed, reviewed and documented.

v To be performed for this FYE in June 2019

v To be performed for this FYE In June 2019

If the invoice fs received on time, 1t s
processed by the AP Officer immediately.

Invoiced processed as per terms setup In
TechOne unless otherwise lnstructed. Sample
testing confirmed 9 Involces were et padd
within the delegated payment termms. An ageing
report ks generated but not reviewed by senlor
management.

Credit notes are entered by the AP Officer for
varfous circumstances. If a credit applies, it will
be deducted from the next supplier invaice.

Audit Comment {based on audit
work performed from 10 May to 22
May 2019)

Due Date
Started

v ‘ To be performed for this FYE in June

accurately recorded in the period in which the Hability was 2019
incurred
Bayside Council - Internal Audit of Accounts Payable - July 2019
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Objective 6: Timely recording and processing

To ensure that the involces are recorded and paid in a timely manner,

Control Description

Complete In
Progress

Work plan and «hedule & in place to ensure work load are v
appropristely allocated between AP staff for timety
processing of invoices

Process to monitor the volume of involces received that have v
not been processed/entered into system

Systern monitoring of fnvolces that are due but not paid to v
ensure that follow up actions had been taken

Bayside Councll - Internal Audit of Accounts Payable - July 2019
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Not Yet
Started

Audit Comment {bazed on audit
work performed from 10 May to 22
May 2019)

A specific schedule 1s not in place as

processes are already detailed in the
Accounts Payable Procedures and pay
runs are conducted on a weekly basis.

Processes are detailed in the Accounts
Payable Procedures and pay runs are
conducted on a weekly basss.

Once the payment term 1s entered by
the Procurement Team, the due date
is automatically captured in the
TechOne system. Payment s then
arranged according to the due date at
each pay run.

Any fnvoices not padd after due date
are investigated by the AP team {e.g.
Supplier invoice s not forwarded to
the AP team by the respective
Purchaser etc)
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Objective 7: Reporting and Communications

To ensure that AP related matters are reported to appropriate parties for information and decision-making.

Control Dezcription Complete | In Not Yet Due Date | Audit Comment (based on audit work performed from
Progrez: | Started 10 May to 22 May 2019)

1. The AP aging ts reported to the management v Confirmed with the Financlal Services Coordinator that
the AP aging report is generated monthly but is not
reviewed by management,

7 Process to communicate dscrepancies in supplier v Pcrepancies ae communicate via telephone calls or
Invalces to the requestor and supplior emails.
3. Business Unit petformance reporting in relation to v Business unit performance reporting is not conducted.

efficiency, cycle time and effectiveness

Bayside Council - Internal Audit of Accounts Payable - July 2019
This report is intended solely for the information and internal use of Bayside Council and & not intended and should not be used by any cther person or entity. 26
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APPENDIX B - List of Key Documentation Reviewed

NO. DOCUMENT NO. DOCUMENT

1 Accounts Payable Process and Operational Procedures 15 Purchase orders for a sample of purchase arders

2 Code of Conduct Palicy 16 Cheques recelpt for a sample of cheqgues

3 Cade of Conduct Procedures 17 List of invoices raised without Purchase Order

R Accounts Payable Position Description 1 1.} List of 7T Payments

5 Creditors Control Report for a sample of months 19 TechOne audit trail report

[ Supplier Sustements for a sample of suppliers 20 Bank traosaction list for a sample of days

7 Delegation of Authority list 21 Payment run files for a sample of days

B Accounts Payable Organisutionad Chiart 2 Credit note supporting documents for a sample of credit notes
G Evidence of AP Policles and Procedures on Content Manager

10 Evidence of TechOne functions

i AP Aging Report April 2019

12 List of supplbiers who provide statement of accounts

13 List of credit notes issued by suppliers from Jamuary - April 2019

14 Remittance advices for a sample of payments

Bayside Council - Internal Audit of Accounts Payable - July 2019
This report is intended solely for the information and internal use of Bayside Council and & not intended and should not be used by any cther person or entity. 27
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APPENDIX C: Listing of Bayside Stakeholders Interviewed

NAME TITLE

Ward Kirshaw Coordinator Financial Services
Betty Zacharakis Accounts Payable Officer
Helen Xiong Accounts Payable Officer
Wendy Dtllawivy Systens Coordinator

Roland Sinn Procurement Specialist

Bayside Councll - Internal Audit of Accounts Payable - July 2019
This report is intended solely for the information and internal use of Bayside Council and & not intended and should not be used by any cther person or entity.
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APPENDIX D: Summary of Recommendations for Action

Ref

R

R2

R3

R4

RS

Recommendation

Management should work with the TechOne vendor to
explore alternative options of reviewing user access rights
and user profiles to ensure the appropriate access rights
have been assigned and the segregation of dutles 15 in
ploce,

The approval of refunds should be in accordance with the
Council's delegations of authority.

POs shoold be raised prior to receiving the yoods/service
and supplies Involces, Purchase ceders which bave been
ratsed after invoice dates should be investigated and
communicated to the respective team members Lo reduce
future occurrences.

Management shauld comsult with the TechOne verndor to
explore options of how to include all suppliers’
information on the Payment Advice.

Payments should be made 1n accordance with the council
payment terms.

Bayside Council - Internal Audit of Accounts Payable - July 2019
This report is intended solely for the information and internal use of Bayside Council and & not intended and should not be used by any cther person or entity.
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Management Comments

Aureed - if possible a report will be developed
t report on the access rights in Technologyone
for period review, This will be ncluded as
part of the scope of the TechnologyOne
upgrade project.

Agreed. Improved processes and controls are
to be developed and Implemented to ensure
refunds are only processed in line within
approved delegations,

Agreed. Ongolng tralning and awareness i to
be provided to the organisation on the
procurement procosses and requirements,
Quarterdy reports will be Issued 1o the
Executive and Business Unit Managers
hightighting smtances of non-compliance.

Agreod.

Agreed.

Role and Name of Officer

Responsible for Action

Manager Finance

Manager Procurement

Manager Procurement

Co-ocdinator Financial

Services

Coordinator Financial
Services

Target

Completion Date

30 Jure 2020

10 September 2019

11 Ocrober 2019
and ongaling

30 September 2019

Ongaing
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Recommendation

R6 AP reconciliations for aging and clearing accounts should
be performed monthly to ensure the accuracy of the
financial information.

R7 Suppliers Information should be reviewed perlodically
(L&, quarterly) In the system Lo ensure Its acouracy

R The review of total payments stated in the Bank
Confirmation and EFT repart should be documented

R9 All outstanding supplier invoices should be reviewad and
recorded monthly to ensure the acouracy of Habilities

Bayside Councl - Internal Audit of Accounts Payable - July 2019

Management Comments

Agreed.

Agreed, A system generated procedss has been

created In Technologyone to review all
dormant creditors, This review is to be
cirried out on a slx monthly basis to
deactivate creditors which are no longer
utilised, The most recent review was
completed st the end of June 2019

Agreed,

Disagree. All Invoices are to be processed
within Councils payment torms, Monthly
accruals are not supported doe to, Increased
and unnecessary administration as well as the
inclusion of all cutstanding commitments
already repocted in monthly budget reports.
The accrual of invoices is to continue to be
captured as part of the end of year
processing.

Role and Name of Officer Target

Responsible for Action Completion Date

Co-ordinator Financial Ongolng
Sevvices
Manager Procurement Ongaing

Co-ordinator Financial
Services

Immediately and

ongoing

Co-ordinator Financial
Services

No action required

This report is intended solely for the information and internal use of Bayside Council and & not intended and should not be used by any cther person or entity. 30
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Role and Name of Officer

Recommendation Management Comments

Responsible for Action

R10 Key Performance lndicators (KPIs) shoudd be identified Agreed - appropriate KPI's are to be Co-erdinator Financial
such as suppliers invoices processing time and payrment developed for the section and provided as Sevvices
accuracy etc. Performance reviews should be based on part of the reporting from the TechnologyOne
the identified Kis. uperade project..

Bayside Councll - Internal Audit of Accounts Payable - July 2019
This report is intended solely for the information and internal use of Bayside Council and & not intended and should not be used by any cther person or entity.
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Target
Completion Date

30 June 2020
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APPENDIX E: Bayside Council’s Risk Assessment Matrix

Risk Ratings Consequence
Likelihood 1. Very Low 2.Minor | 3.Moderate 4, Major 5. Extreme
5. Almost Certain hig e
4. Ukely Medium :
3. Possible Medium
2. Unlikely Medium Medium -
1. Rare Medium 3
Likelihood ratings.
Rating | Likelihood | Description Quantification
1 Rare The event may occur but only in Once every 50 years or more, Less than
axceptional circumstances. No past event | 10% chance of occurring.
history,
2 Unlikely The event could occur in some Once every 20 years. Between 10% and
circumstances. No past event history. 30% chance of occurring.
3 Possible The event may occur sometime. Some Once every 5 years, Between 30% and
past warning signs or previous event 70% chance of occurring.
history.
E) Likely The event will probably occur. Some Once a year. Between 70% and 20%
recurring past event history chance of occurring
5 Almost The event is expected to occur in normal Several times a year.
Certain circumstances, There has been frequent Greater than 80% chance of occurming.
past history.

Bayside Council - Internal Audit of Accounts Payable - July 2019
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Table of Consequences
“Consequence Impact on Financial Operational Reputational Compliance HR Environmental
“Extreme %Mm Wore than $3m pa | Koy acivibes and | Gouncll of seror | Councl removed Sustaned major Envronmental
no longer be recurrent impact on | essenflial services management, from office by negative impact on | incident causing
revision | Mare than $10m 'mm"m' 'm'“" ‘Wm! g Serious injury mmn O o
of loag term Death or serious requiring long tem ::‘m e
required mmolundi': damage that will be | ICAC or cther Toodc chemical spil
or
commundy Iﬁwgmgfmy agency Loss of ie -
years 10 repair. powers. | poice
Sustained and ] breach of WHS senious human
sgnificant - witnesses in pudlc | | agicianon, health
Council hearings into prasecuton CONSEQUENCES o
delivery allegations of fraud | Staff relention less of lard
and / of serious than 80%
misconduct by
Coungiliors or
Officers
“Major K number of Between $Tmand | Koy services by Councl required to | Major one-off Environmental
significant business | $3m recurrent 211:.“‘ mundt:w dmc:;cb.mi breach of work incident causing
M:mm rwmuq betwean resuiting should place legisiation :wie-nw
$5m and $10m. significant ' b'l negative impact on -mm-auum
reductions in ) adverse | Council issued with | morale
customer media at state and ecologcal
salisfackion focal Lost time injuties community
o - Order{s) by Minister | requiring major
injury of property medical freatment.
itigated claims from residents, long | of Councillor andior | Staf retention rate
aganst Counc story life. conduct, between 80%
Council fourd to be
criminaily iable
Council found to be
kable for penaities
>$5m
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“Consagquence Impact on- Financial Operational Reputational | Compliance HR Environmendal
Moderats %&4 E‘duunmmd Rsyanb‘: Medium ferm local wu;w Minor breachof | Pestiode spil into
business objectives m recurrent disrupted meda coverage breach waterway causing
can no longer be impact on operaling | between 1 and 2 in Court ) harm to native
achieved days concerns from or Tribunal species
sechions of the short duration lost
one off impact short tem or community tme ingury requiring | Inappropriate
between $imand | isolated reductions minor medical pesticide use of
$5m in customes govemance treatment playgrounds
satisfaction breaches or laiures
notified 10 exiemal acd
NG ingury of bodies bt dealt between 85% and sofls in
negative impact on
- moraie.
“Minor Some Betweon S50k and | Koy services Shor term local Councl issued Short term impact | Poliution of
joritisation of $200k recurrent distupted for <1 day | media coverage minor fine or on staff morale waterways with
resources to enable | impact on operating penalty for breach sediment runoff due
business ) one-off reductions hoighiened of legisiation in minor injunies or o incorrect
to ba achieved in customer concemns from court or inbunal and | finess from normal | construction ste
one off satisfaction namow group of forordered topay | activies treatad by | management
:Mun 2m and o o ) ) -
m minar inury or damages pursuant Manor breach
property 1o breach environmental
not resulting n a breaches or failures ficonce resulting in
claim on Councl daalt with i court attendance
withoul the need for natice
’ external referral
Low Uitle or no impact. | <360k recurment Usual scheduled One off insignécant | Councl issued with wwmd Troe removal n
- on business impact on operaling | nterrupbions adverse local media | fixed Penalty concems by
objectives budget, one-off or public Infringement sensitive area
impact <§0.2m unschoduled comphaints, for broach of Isolated incidonts leading o protest
Interruptions for <4 legisiation andior ‘near miss’ and lozal
hours. occurrences. enviconmental
concem
Isolated
infringement of
ficence leading to
fixed penalty
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Bayside Council

Serving Our Community

Risk & Audit Committee 22/08/2019
Item No 5.6

Subject Final Fraud and Corruption Framework Audit Report

Report by Natasha Balderston, Internal Auditor

File SF19/210

Summary

Internal Audit conducted an audit into the fraud and corruption prevention controls currently
implemented against the organisation. The purpose of this review was to benchmark
Council’s current operating environment against the NSW Audit Office’s Fraud Control
Toolkit to assist in identifying gaps in Council’s current operating environment.

The audit identified ten areas of positive practices and ten areas for improvements, three of
which were rated high risk and seven were rated moderate risk. Significant areas of
weaknesses were identified and it resulted in Council’s fraud and corruption framework
receiving a rating of High Risk. Sixteen recommendations were made to assist the business
area in closing the identified gaps.

The Manager Governance and Risk has accepted all the findings and recommendations and
made his comments in the attached. A three year Fraud & Corruption Prevention Strategy is
also attached outlining a comprehensive action plan for improvement.

Officer Recommendation

1 That the Risk & Audit Committee receives and notes the final Fraud and Corruption
Framework audit report; and

2 That the Risk & Audit Committee receives and notes the Fraud and Corruption
Strategy.

Background

As part of Council’s Internal Audit Plan for the year ended 30 June 2019, Internal Audit
conducted a review of fraud and corruption prevention controls currently implemented within
the organisation.

Fraud and corruption controls are central to Council’s ability to manage and control the risks
associated with fraud and corruption in the local government environment. Councils, by virtue
of their operations, have a higher propensity to the risk of fraud and corruption due to the
nature of the services provided to the community, the level of engagement with suppliers,
vendors, customers, developers and the management of diverse asset pools. Similarly,
significant cash handling occurs and the number of financial transactions processed is high
in day-to-day operations.

The primary focus of this internal audit was to assess the design and implementation of the

current fraud and corruption controls in Council compared to the ten areas of better practice
included in the Fraud Control Improvement Toolkit issued by the NSW Audit Office.
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The objective of this internal audit is to provide an assessment of the current risks associated
with fraud and corruption across the Council. As part of this process, a Fraud and Corruption
Control Policy and Strategy was also developed. The development of this document is
required for an independent risk assessment to be performed in order to identify the areas of
focus for the strategy.

The scope of this audit was limited to the operations of Council with the following elements
central to the internal audit:

1

Consideration of the NSW Audit Office's Fraud Control Toolkit and its benchmarking
against Council's current operating environment to identify any gaps in the current
fraud and corruption control framework.

The identification and assessment of relevant risks for inclusion in Council's risk
register (where practical), taking into consideration the high level nature of the
assessment.

The identification of any opportunities to improve the current fraud and corruption
control framework to mitigate risks to an acceptable level.

The development and update of the current Fraud & Corruption Control Policy and
Fraud and Corruption Control Strategy/Plan. As part of this process, Internal Audit
considered the overall appropriateness of Council's current fraud and corruption
prevention framework, covering existing policy, control plan, risk register etc.
components.

The audit identified ten positive practices that supported good fraud and corruption
prevention. These were as follows:

Demonstrable commitment of Senior Executive of Council to the implementation of
fraud and corruption controls and a “zero” tolerance which is communicated extensively
through policy and procedure.

Roles and responsibilities for the implementation of fraud and corruption controls are
assigned, including dedicated Internal Audit and Governance officer positions.

Formal and detailed policies and procedures are implemented across the organisation,
including Codes of Conduct, Gifts and Benefits, Fraud Control Palicy, financial
processes etc.

Well established Audit and Risk Committee oversights internal control across the
Council and the Internal Audit Plan has been recently redeveloped and covers higher
risk areas from the perspective of fraud and corruption.

Pre-employment screening is implemented and includes checks of criminal history (for
positions within Finance only).

Comprehensive Governance training, including discussion of ethical behavioural
policies and requirements is implemented and delivered as part of staff induction
processes.

Statement of Business Ethics and a communication program supporting Gifts and
Benefits requirements “A Thank You is Enough” is implemented and advertised
including on the Council website.

Reporting mechanisms are in place for fraud and corruption, comprising internal and
external avenues being established and communicated to staff and external vendors.

Decision making and investigation processes are clearly defined and comprehensively
documented, including segregation of the functions and the requirement for the use of
suitably skilled and experienced personnel.
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o Secondary employment requirements are defined and documented across Council,
including responsibilities of staff and management level employees.

The audit also identified ten areas for potential improvement in fraud and corruption
management processes and controls. Each area for improvement has been risk rated and
they are as follows:

High Risk areas:

e Specific Business Unit Fraud Risk Assessment not completed and documented in an
appropriate risk register.

e Fraud and corruption control strategy and plan out of date and not utilised to drive and
monitor risk across the Council.

o Lack of Data Analytics and other techniques to proactively identify potential fraud and
corruption across the organisation.

Moderate Risk areas:
o Overall Fraud and Corruption Framework not documented.

o No evidence of ongoing and scheduled communication plan for fraud and corruption
risk issues across Council.

o Fraud and corruption risk management not integrated as part of overall Enterprise Risk
Management processes.

o Management of ethical based training and recommitment to adherence with ethical
policies on an annual basis.

o Limited pre-employment screening processes, including criminal history for all positions
of influence and decision making and the validation of qualifications with issuing
institutions (Note: similar to findings within the HR internal audit).

o Documentation of fraud and corruption specific controls by business unit and/or
function.

o Implementation of fraud and corruption controls linked to staff performance
development plans.

Details of all findings and recommendations can be found in the attached report.
As a result, the overall audit has been rated as High Risk.

The Manager Governance and Risk has accepted all the findings and the recommendations
and has put together an action plan to implement the recommendations. Consultation has
occurred with the Manager People Organisational Culture in relation to recommendations
impacting on her business unit. All findings, recommendations and management action plans
will be inputted into PULSE for tracking and follow up.

The Fraud and Corruption Strategy encapsulates the recommendations from the audit report
and puts forward a comprehensive three year action plan for improvement.

Attachments

1 FINAL - Internal Audit of Fraud and Corruption Control Framework - July 2019
2 FINAL - Fraud and Corruption Strategy 2019 - July 2019 I

Item 5.6 181



Risk & Audit Committee 22/08/2019

BAYSIDE COUNCIL

Internal Audit of Fraud and Corruption Control
Framework

July 2019

IBDO

Item 5.6 — Attachment 1 182



Risk & Audit Committee 22/08/2019

IBDO

DISTRIBUTION

Party Title

Meredith Wallace General Manages, Bayside Council

Fausto Sut Manager, Governance and Risk, Bayside Council
Natasha Balderston Internal Auditor, Bayside Council

Sean Pascoe Partner, BOO

Steve Kent Associate Director, B0O
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The Services provided are advisery in nature and do not constitute an
assurance engagement in accordance with Australian Standards on Review or
Assurance Engagements or any form of audit under Australian Auditing
Standards, and consequently, no opintons or conclusions intended to convey
assurance under these standards are expressed.

Because of the inherent limitations of any internal control structure, it is
possible that errors or irregularities may occur and not be detected. The
matters raised in this report are anly those which came to our attention
during the course of performing our procedures and are not necessarily a
comprehensive statement of all the weaknesses that exist or improvements
that might be made.

Our work fs performed on a sample basis; we cannot, in practice, examine
every activity and procedure, nor can we be a substitute for management’s
responsibility to maintain adequate controls overall levels of operations and
their responsibility to prevent and detect irregularities, including fraud.

Any projection of the evaluation of the control procedures to future periods
is subject to the risk that the systems may become inadequate because of
changes in conditions, or that the degree of compliance with them may
deteriorate.

We believe that the statements made in this report are accurate, but no
warranty of completeness, accuracy, or reliability is given in relation to the
statements and representations made by, and the information and
documentation provided by Bayside Council personnel. We have not
attempted to verify these sources independently unless otherwise noted
within the report.

Limitation of Use

Bayside Council - Intemal Audit of Fraud and Cormuption Controd Framework - July 2019,

Executive Summary

This report is intended solely for the information and internal use of Bayside
Council in accordance with the agreed Terms of Reference dated April 2019,
and is not intended to be and should not be used by any other person or
entity, No other person or entity is entitled to rely, in any manner, or for
any purpose, on this report. We do not accept or assume responsibility to
anyone other than Bayside Council for our work, for this report, or for any
reliance that may be placed on this report by any party other than Bayside
Council.

This roport & Intendad solety for the Information and inteenad use of Bayside Councll and s net intended and should not be used by any othor persan o entity.
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1. EXECUTIVE SUMMARY

1.1. Background

As part of Council's Internal Audit Plan for the year ended 30 June 2019,
Council requested BDO to conduct an Internal Audit of the Fraud and
Corruption Prevention Controls implemented currently tn Council,

Fraud and Corruption controls are central to Council's ability to manage and
control the risks assoclated with Fraud and Corruption in the local
government environment. Councils, by virtue of their operations have a
higher propensity to the risk of fraud and corruption due to the nature of
the services provided to the community, the level of engagement with
suppliers, vendors, customers, developers and the management of diverse
asset pootls, Similarly, significant cash handling occurs and the number of
financial transactions processed is high in day-to-day operations.

The primary focus of this internal audit was to assess the design and
implementation of the current fraud and corruption controls in Council
compared to the ten areas of better practice included in the Fraud Control
Improvement Toolkit fssued by the NSW Audit Office,

The Terms of Reference (TOR) for the project were set out a formally
approved document dated April 2019.

1.2, Objective and scope

The objective of this internal audit {s to provide an assezsment of the
current risks associated with Fraud and Corruption across the Council. BDO
has been requested to assist Council to develop a suitable Fraud and
Corruption Control Policy and Strategy which requires the performance of a
risk assessment in order to identify the areas of focus for the strategy.

The project will, as an outcome, identify any gaps in the current integrity
framework, particularly after considering the Audit Office of NSW's Fraud
Centrol Improvement Toolkit.

Bayside Council - Intemal Audit of Fraud and Cormuption Controd Framework - July 2019,

Executive Summary

The scope was limited to the operations of Council with the following
elements central to the intermal audit:

1. Consideration of the NSW Audit Office’s Fraud Control Toolkit and its
benckmarking against Bayside's current operating environment to
identify any gaps in the current fraud and corruption control
framework;

2. The identification and assessment of relevant risks for inclusion in
Bayside's risk register (where practical), taking into consideration
the high level nature of the assessment;

3. The identification of any opportunities to improve the current fraud
and corruption control framework to mitigate risks to an acceptable
level; and

4. The development and update of the current Fraud & Corruption
Control Policy and Fraud and Corruption Control Strategy/Plan. As
part of this process, we considered the overail appropriateness of
Bayside's current fraud and corruption prevention framework,
covering existing policy, control plan, risk register etc. components,

1.3. Current Council strategic risks related to fraud and corruption

The major risk areas of concern for Council and which are recorded In the
Council’s Risk Register in relation to the management of projects are as
follows:

Risk t: Council may fail to fully and effectively implement the
recommendations of the ICAC and the NSW Audit Office arising from Project
Ricco and the audit of the former City of Botany Bay generally and with
particular reference to fraud and corruption prevention and detection
controls.

Risk 2: Fallure of the organisation to adopt the new organisational culture
and values.

This roport & Intendad solety for the Information and inteenad use of Bayside Councll and s net intended and should not be used by any othor persan o entity.
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1

4. Approach

The follewing approach was utilised during the internal audit:

Kick off meeting with key Bayside Council stakeholders to discuss and
confirm the arrangements for the internal audit;

Reviewing relevant policies, procedures, processes and other guidelines
(refer Appendix A);

Iinterviewing key and relevant Council persennel (refer to Appendix B);
Undertaking a walkthrough of key processes and control practices,;

Developing a customised internal audit program using the NSW Audit Office
Ten Key Attributes for Fraud and Corruption Prevention;

Execution of the intemal audit program, including testing of the
application of procedures and internal controls to determine compliance
levels with relevant policies, procedures, and guidelines;

Assessing the design of the internal control environment after taking into
consideration any key risks disclosed during the conduct of the internal
audit;

Evaluating findings in accordance with the Council’s risk rating matrix
{refer Appendix D);

Conducting an exit meeting with management following completicn of the
fleldwork to discuss:

- Our findings;

- Recommendations for control improvements in relation to those
findings; and

- Management’s response to our findings and recommendations.

Preparing draft and final reports of findings and recommendations for
imprevement and clearing with Management,

Bayside Council - Intemal Audit of Fraud and Cormuption Controd Framework - July 2019,

Executive Summary

1.5. Summary of key findings
Positive findings

During the completion of the internal audit, we observed the following
practices in relation to the implementation of Fraud and Corruption Control
across the Council:

+« Demonstrable commitment of Senior Executive of Council to the
implementation of fraud and corruption controls and a “zero” tolerance
which s communicated extensively through policy and procedure;

* Roles and responsibilities for the implementation of fraud and corruption
controls are assigned, including dedicated internal Audit and Governance
officer positions;

+ Formal and detailed policies and procedures are implemented across the
organisation, including Codes of Conduct, Gifts and Benefits, Fraud
Control Policy, financial processes etc.

* Well established Audit and Risk Committee oversights internal contrel
across the Council and the internal Audit Plan has been recently
redeveloped and covers higher risk areas from the perspective of fraud
and corruption;

* Pre-employment screening is implemented and includes checks of
criminal history (for positions within Finance only);

+ Comprehensive Governance training, including discussion of ethical
behavioural policies and requirements is implemented and delivered as
part of staff induction processes;

* Statement of Business Ethics and a communication program supporting
Gifts and Benefits requirements “A Thank You iIs Enough” {s implemented
and advertised including on the Council website;

+ Repeorting mechanisms are in place for fraud and corrupticn, comprising
internal and external avenues being established and communicated to
staff and external vendors;

* Decision making and investigation processes are clearly defined and
comprehensively documented, including segregation of the functions and
the requirement for the use of suitably skilled and experienced personnel;
and
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« Secondary employment requirements are defined and documented across
Council, including responsibilities of staff and management level
employees,

Areas for improvement

During the internal audit, we cbserved a number of areas for potential
improvement in Fraud and Corruption management processes and controls.
These are briefly outlined below and described in more detail in Section 2 of
this report:

Specific Business Unit Fraud Risk Assessment not completed and
documented in an appropriate risk register (High Risk)

* Qur internal audit identified that while a Strategic Risk Assessment has
been completed and documented in an appropriate register, operational
risk assessments for business functions from a specific fraud and
corruption perspective have not been completed to a comprehensive
level.

Fraud and corruption control strategy and plan out of date and not utilised
to drive and monitor risk across the Council (

« We noted that the current Fraud and Corruption Control Strategy / Plan
is dated 2012 and is for all intents and purposes the same plan that was
developed by InConsult in 2012, with minimal update. This indicates that
the strategies for fraud and corruption are not routinely monitered and
managed by Council through the application and update of these
strategies.

Lack of Data Analytics and other techniques to proactively identify
potential fraud and corruption across the organisation (High REK)

« A key detective control, particularly for financial transactions and their
relevance to the fraud and corruption prevention is that of the analysis of
data. While standard financial checking processes are an excellent
method to identify inconsistencies, only true monitoring of complete data
sets through the application of data analytic processes across, not only
finance, but also procurement, assets etc. can assist in the detection of
potential fraud and corruption which may otherwise remain undetected.

Bayside Council - Intemal Audit of Fraud and Cormuption Controd Framework - July 2019,

Executive Summary

Overall Fraud and Corruption Framework not documented (Moderate Risk)

+ Council has a number of policies that assist in the control of fraud and
corruption implemented which are separate and distinct, There is no
overarching framework which brings together the entire ethical
behavioural system and references these policies. procedures and
requirements as a consolidated framework.

No evidence of ongoing and scheduled communication plan for fraud and
corruption risk issues across Council (Moderate Risk)

« We did not identify any ongoing and scheduled communication plan
dedicated to the promotion of fraud and corruption risk issue across
Council in various forms such as forums, newsletters, email reminders etc.

Fraud and corruption risk management not integrated as part of overall
Enterprise Risk Management processes (Moderate Risk)

* There is no evidence that the Council's Enterprise Risk Management
process includes a dedicated assessment of Fraud and Corruption risks as
for other business risks. These risks should be included in the operational
risk registers maintained by Council and be utilised to drive strategy
selection across preventative, detective and corrective controls.

Management of Ethical based training and recommitment to adherence
with ethical policies on an annual basis (Moderate Risk)

e While we identified that the Governance training content is
comprehensive, appropriate and delivered at the commencement of
employment, we did not identify any requirement for ongoing fraud and
corruption awareness training and a recommitment requirement for all
staff to annually reaffirm their commitment to the ethical policies of
Council.

Limited pre-employment screening processes, including criminal history
for all positions of influence and decision making and the validation of
qualifications with fssuing institutions (Moderate Risk)

« During our discussions, we identified that pre-employment screening
processes, including the completion fro criminal histories are currently
only completed for positions in Finance. This effectively excludes
positions of management and influence and those in susceptible areas of
the business, such as development, management and procurement. We
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also noted that currently no validation of qualifications with the issuing
institutions is completed to verify qualifications for positions in which
formal professional qualifications are a mandatory requirement.

Documentation of fraud and corruption specific controls by business unit
and/or function (Moderate Risk)

« It would be advantageous to Council to generate a listing of specific fraud
and corruption controls by business unit and function to assist in the
monitoring of those controls on a quarterly basis. Business units should be
fnvolved in the identification of these controls based on valid risk
assessment.

Implementation of fraud and corruption controls linked to staff
performance development plans (Moderate Risk)

* [t would be advantageous to Council to align the implementation of fraud
and corruption controls to individual staff members, in particular
management level employees, performance development plans.

We have included In Appendix C, a Summary of Recommendations for Action
that can be used to assist in the tracking of the implementation of
recommendations.

In addition, in Appendix E, we have included details of other potential non -
validated relevant risks that were raised during our interviews, These can be
considered when developing a Council fraud and corruption risk register.
Management have included in the Appendix their initial responses.

1.6. Overall engagement rating

Our overall risk rating is High (Likelihood - Possible, Consequences - Major),
using the Bayside Council rating table attached in Appendix C.

Bayside Council - Intemal Audit of Fraud and Cormuption Controd Framework - July 2019,

Executive Summary

The raticnale for the Risk Rating

There were no findings that constituted “almost certain or catastrophic.”
Three HIGH rated risks were identified and seven MODERATE. A number of
LOW rated risks were identified however these are not significant and are not
included in this report. These risks comprise a number of control and process
improvements required to deliver a robust, consistent and well managed
Fraud and Corruption Control Framework across Council,

1.7. Acknowledgement

We would like to take this opportunity to thank all Bayside Council
management and staff for their co-operation and assistance during the course
of our internal audit,

1.8. Report clearance

The content of this report has yet to be discussed and agreed with Ms. Natasha
Balderston, internal Auditor and Mr Fausto Sut, Manager Governance and Risk.

Yours sincerely
~ )
Sfxn i PORLOT

Sean Pascoe
Partner, BDO Risk Advisory

This roport & Intendad solety for the Information and inteenad use of Bayside Council and s net intended and should not be Lsed by any othor persan of entity.

Item 5.6 — Attachment 1

190



Risk & Audit Committee 22/08/2019

I BDO Detailed Findings

2. DETAILED FINDINGS

2.1.  Specific business unit fraud risk assessment not completed and documented for strategic risks _
of fraud and corruption Risk Rating High

Risks/Implications

Failure to actively identify, control and monitor fraud and corruption risks across the organisation as part of the integrated risk management program may result in increased
incidents of fraud and corruption

Failure to complete a formal risk assessment at least every 2 years imaximum) and when any significant change In operations occurs, may result in resources belng allocated
mappropriately as part of fraud mitigation strategies.

Observations

Our internal audit identified that white a Strategic Risk Assessment hias been completed and documented in an appropriate rogister, cperational risk assessments for business
functions froom a specilic fraud and corruption perspective have not been completed to a comprebensive level, Wiiile high leved strategic risks of Council me documented in the
Strateglc Risk Register, these do not soclude any risks that directly relite to the management of Fraud aod Cormuption across Council. Secondly, at the present time, no business
unit specific or function specific fraud and corruption risk assessments have been completed to identify at a gramdar level, the key risk elements for each business function
across Council, As a result, there Is no single source of fraud and corruption risks affecting Council that can be utilised to monitar and drive the strategic and operational
actions of Council vin a Fraud and Corruption Steategy wivch is required to be based on the management of identified and documented rigks,

Recommendations

R1. A specific fraud risk assessment across all areas of the business should be completed as soon as practical.

RZ. We recommend that in the absence of any significant changes to structures and operations in Council, that a comprebensive fraud risk assessment be completed on a cycle
of at least every 2 years and not greater,

Bayside Council - Intemal Audit of Fraud and Corruption Controd Framework - July 2019, 10
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Management Comments Role and name of officer responsible for action Target completion date

Ri.  Agreed. Itemised as 1,1 in the Fraud it Corruption Strategy  Manager Governance & Risk {Fausto Sut} 317320

(FRCS). Waork will be undertake with BU as part of regular risk

reviews,

R2. Agreed. tomised as 1.4 i the Fraud B Corruption Strategy Manager Governance it Risk {(Fausto Sut) W6/

(FRCS).
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This report & intendad solely for the Information and inteenat use of Bayside Councll and s net intended and shoud not be wsed by any other persan or entity.

Item 5.6 — Attachment 1 192



Risk & Audit Committee 22/08/2019

I B DO Detailed findings

2.2. Fraud and corruption control strategy out of date and not utilised to monitor risk across :
Council Risk Rating High

Observations

We noted that the current Fraud and Corruption Control Strategy / Plan is dated 2012 and is, for all intents and purposes, the same plan that was developed by InConsudt in
2012, with minimal vpdste. This indicates that the strategtes for fraud and corruption prevention are not routinely monitored and managed by Council through the application
and update of these strategies, The purpose of any Fraud and Corruption Control Pan i to define the strategles to be implemonted over a defined timeframe (usually 1-3

years), including monitoring controls and accountabilities, to emure that Fraud and Corruption s adequately controlied within the ceganisation,

Risks/implications

Fallure to manage the fraud and corruption mitigation strategy as a working document which fs continually monitored, improved and reported upon may result In inadequate
fraud and corruption control

Recommendation

R3. Councll should document a 1-3 year Fraud and Corruption Prevention Strategy to ensure that current and future risks of fraud and corruption are managed effectively. This
strategy should be reviewed and updated at least 6 monthly and reported to the Audit and Risk Committee for status updates.,

Management Comments Role and Name of Officer Responsible for Action Target Completion Date

R3. Draft Strategy completed and under review. Manager Governance & Risk (Fausto Sut) w19
Bayside Council - Intemal Audit of Fraud and Corruption Controd Framework - July 2019, 12
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2.3. Lack of Data Analytic techniques to proactively identify potential fraud and corruption

Risk Rating High

Observations

A key detective control, in particular for financlal trarsactions, & that of the analysis of data. White standard financial checking processes are an excedlent method to Identify
Incomsistencies, only true monitoring of complete data sets through the application of data analytic processes across, not only finance, but also procurement, assets otc. can
asaist in the detection of potential frand and corruption which may otherwise remain undetected. During the completion of our internal audit, there does not appear to be any
significant use of data analytics or automated alerting in financial and other systene that wpport data monitoring for the purposes of fraud and corruption detaction, Financlal
data Is monitored from the business process pesspective, but this {s not an alert or automated function

Risks/implications

Lack of monitoring of data at the transaction level through the use of CAATs or data analytics may impact the abitity of Councll to review sufficient records to maintain a lovel

of corfort that fraud and corruption & not occurring in the arganisation

Recammendation

R4, Council should investigate cost effective solutions for conducting data analytics across relevant data sources, such as financial data, fleet management, procurement and

asset f inventory data to identify potential fraudulent transactions and behaviours,

Management Comments Role and Name of Officer Responsible for Action Target Completion Date
R4. Agreed. Itemised in draft FRCS & 11.1. Manager Governance & Risk (Fausto Sut) 3112720
Bayside Council - Intemal Audit of Fraud and Corruption Controd Framework - July 2019, 13
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2.4.  Fraud and Corruption Framework not documented Risk Rating | Moderate I

Observations

|

During the completion of the internal audit, we noted that while Council has a number of policies that assist actively in the control of fraud and corruption risk, these are
separate and distinct policies and are not underpinned by a Fraud and Corruption Framework. The benefits of having an overarching framework document that explains the
structure, purpase, policles and contrats surrounding the management of Fraud and Corruption across Council 1s that a jJustiflable basts is created for the ongoing management
and monitoring of the related rige which can be used to validated the entire Fraud and Corruption Control Program, The primary elements of sich a Framework are the
Framework Overview, Code of Conducts, Iraud and Corruption Cantrol Policy, Fraud Risk Reglster, Fraud and Corruption Control Plan / Strategy and fraud and Corruption
Control Awarencss Program.

AL the tnme of the internal audit, there was no overarching framewoark which brings together the entire ethical behavioural system and references the relevant poliches,
procedures and reguirements as a consolidated framework.

Risks/implications

|

Failure to design, tmplement and continually improve and review fraud control and ethical based policy frameworks may result in a lack of monitoring control and inability to
mitigate the tisks associated with fraud and corruption.

Recommendations

RS. Develop and document the Fraud and Corruption Control Framework to underpin the current policies and precedures comprising the framework content.

Ré. Develop further processes, such as the integration of Fraud ftisk Management as part of the Enterprise Risk process and the Intreduction of a standing agenda Item In
relation to fraud and corruption a1 the business unit and team level 1o demonstrate commitment of senior management to the control of fraud and corruption,

Management Commer Role and name of officer responsible for action Target completion date

RS. Agreed and itemised in draft FRCS @ 1.1, Will be added a5 Manager Governance & Risk (Fausto Sut) 30/6/2020
a priority document under the Policy Harmonisation Policy
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Management Comments Role and name of officer responsible for action Target completion date

Ré. Agreod. Gavernance will wark with POC and Leadership to Manager Governance & Rk [Fasto Sut) 11/3/2020
develop Implementation strategies, Itermised In draft FRCS @ 2.1
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2.5. No evidence of an ongoing and scheduled communication plan for fraud and corruption risk

) Risk Rating Moderate
issues

Observations

We did not Identify any ongolog and scheduled communication plan dedicated to the promotion of fraud and corruption risk issues across Council In varkous forms, such as
forurms, newsletters, emall resinders etc. A key attribute of fraud and corruption control espoused by the NSW Audit Office is the “Fraud control message repeated and
reinforced wsing a variety of communication channels”, We did not Identify any strong evidence of fraud control messages (excepting the "A Thank you s Enough” peagram)
belng repeated and relnforced throughout Council wsing a varkety of communication channets such as emall, print, staff meetings etc. This is largely due to the current Intense
scrutiny and oversight being placed on Council by the NSW Audit Office which s in itself, a reminder for staff of the fraud control message

Risks/implications

Failure to regulnly relnforce the fraud control message and expectations to Cowcil stakeholders may result in an increased sk of a fraud and/or corruption incident belng
actioned and not Identified by other staff

Recommendation

R7. As part of the Fraud and Corruption Controf Strategy Council should develop a scheduled communication plan on a Quarterty basis for the provision of frequent topscal
reminders in relation to frand and corruption issues and requirements to all staff

Management comments Role and name of officer responsible for action Target completion date
R7. Agreed and recognised as part of the Manager GitR Workplan in Marager Governance it Risk 30/6/20
conjunction with cther key governance elements. Draft FRCS updated to

include @ 6.7,
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2.6. Fraud and corruption risk management not integrated as part of the overall ERM Risk Rating vakic

Observations

There 15 limited evidence that the Council's Enterprise Risk Management (ERM) process includes a dedicated assessment of Fraud and Corruption risks as for other business risks
Thede risks should be included in the operational rik register maintained by Council and be utilised to drive strategy selection acrods preventative, detective and corrective
controls, There Is no specific fraud and corruption risk regicter and an assesunent across business units for fraad and corruption risks has not been completed in the past two
years, In this situation, we are not satisfied that fraud and corruption peevention can be asserted to be mtegrated into Council's ERM framework and therefore remains at o
lower level of maturity which does not readily support the risk mitigation operations of Councll.

Risks/Implications

Lack of recognition and Integration of fraud and corruption risk assessment as a core element of the business wide risk management may result i a lack of Identification of
fraud and corruption related risks, or the lack of management of those risks leading to loss for Council

Recommendations

RA. Fraud and Corruption risks should be Included as a category in the overall Enterprise Risk Management process and evaluated on the same basts as other bisiness risks,

Role and Name of Officer Responsible for Action Target Completion Date

R, Agreed and Complete, PULSE ERM categary includes Fraud & Manager Governance fr Risk Completed - 24/7/19
Carruption
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2.7. Management of ethical based training and recommitment to adherence to ethical policies
Risk Rating Moderate

Observations

During the imternal audit, we identified that Induction peocesses implemented by Councll i particular, the Governance training content is compeehensive and appropeiate and
delivered st the commencement of employment to all staff. However, we did not identify any requirement for angolng fraud and corruption awareness training to staff post this
indduction to further the knowledge of staff and to act as a reminder for the indicators of fraud and corruption

There s similarly no evidence to support the view that specific fraud and corruption training Is provided to staff n higher risk functions, such as finance, procurement and
payrall, Finally, we did not identify any requirement for all staff to annuslly reaffirm thelr commitment to the ethical policies of Council.

Risks/implications

Lack of regquirement for annuat evidence of knowledge and acceptance of ethical polictes may result In falled disciplinary actions and claims of lack of knowledge of
requirements of stafl, resulting in increased incidence of fraud and misconduct

Lack of knowledge and understanding by staff of fraud and corruption risks and requirements ol ethical policies may result in ncressed Incidence of fraud and carmuption

Recommendations

R9. On an annual basis, Council should obtain a recommitrment from all staff to the adherence to the ethical policies (in particular the Code of Conduct and the Fraud Control
Policy) and maintain records of this reconfinnation. This can be a manual or electronic recording process.

R10. In future staff training in relation to fraud and corrupt conduct, the session should include an examination of relevant "red flag™ indicators of this behaviour as part of the
curriculum,

R11. Develop a schedule / calendar of training sessions across Councll business units and deliver business unit specific fraud and corruption awareness trafning sessions,
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Management Comments Role and Name of Officer Responsible for Action Target Completion Date
R9. Agreed and itemised in draft FRCS ® 6.1, Manager, Governance and Risk 10/6/20
R10. Agreed and incorporated into draft FRCS @ 6.3 Marager, Governance and Risk 30/6/20
R11. Agreed and identified in Manager GER Warkplan in conjunction with  Manager, Governance and Risk 10/6/20

wide governance training and awareness. Itemised in draft FRCS at 6.2
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2.8. Limited pre-employment screening processes insufficient and exclude validation of )
qualifications Risk Rating Moderate

Observations

During our discussions, we identified that pre-employment screening processes, Including the completion of crimiral historles are currently only completed for posttions In
Finance, This effectively excludes posttions of management and influence and those in susceptible areas of the business, such as development, management and procurement.
We alsa noted that currently, no validation of qualifications with the tsulng institutions s completed to verify qualifications for positions in which formal professional
qualifications are a mandatory requirement. It & our view that all positions with a deckion making role where client or vendor relationdiips are malntained should be subject
to criminal history checking. Similarly, there is evidence to support in other government and corporate instances that falsification of professional qualifications has occarred
resultiog in engagement of unqualified personned in areas, such as finance, procurement, aset managerment and other management level roles,

Risks/implications

Fallure to conduct adeguate pre-employment screening, including criminal history checking and qualification validation may result In inappropriate recruitment of staff and
Increase the risk of fraud and corruption cccurrence within Council

Recommendations

R1Z. Implement as soon as practical, Criminal History checks for all positions of influence and decision making roles, not just Financial Operations.

R13. Council should conduct Qualification Validation with issuing institutions for any roles that require professional tertiary quatifications or licences within Council to detect
any potential fraudulent documentation or qualifications

Management Comments Role and Name of Officer Responsible for Action Target Completion Date

R12. Myreed. Relevant positions wil be identiffed in conjunction with Manager Governance it Risk (Fausto Sut) - overall Hizne

POC. iternised in draft FRCS @ 9.1
’ Manager POC - implementation
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Observations

During our discussions, we identified that pre-employment screeming processes, including the completion of criminal histories are currently only completed for positions In
Finance. This effectively excludes positions of management and Influence and those In asceptible areas of the business, such as development, management and procurement
We also noted that currently, no valldation of qualtifications with the issulng Institutions s completed to verify quatifications for positions in which formal professionat
qualifications are a mandatory requirement. 1t & our view that all positions with a dectsion making role where client or vendor relationshiips are matntained should be subject
to criminal history checking. Similarly, there Is evidence to support in other government and cotporate instances that falsification of professional qualifications tas occurred
resulting In engagement of unqualified personnel In areas, such as finance, procurement, asset managerent and other management level roles,

s/implications

Fallure to conduct adequate pre-employment screening, ncluding criminal history checking and qualification validation may result In inapgropriate recruttment of staff and

increme the tisk af frand and corruption occurrence within Council.

Recommendations

R12. Implement as soon as practical, Criminal History checks for all positions of influence and decision making roles, not just Financial Operations,

/13, Council should conduct Gualitication Validation with issuing institutions for any roles that require professional tertiary qualifications or licences within Council to detect

any potentlal fraudulent documentation or qualifications

Management Comm Role and Name of Officer Responsible for Action et Completion Date

13, Council will identify relevant positions and Investigate options for Manager X 1062020
implementation. Itemised in draft FRCS @ 9.2
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2.9. Documentation of fraud and corruption specific controls by business unit and/or function
Risk Rating Moderate

Observations

During the completion of the intermal we were not able to identify a comprebensive listing of fraud and cormuption controls by business unit or function which can be monitored
centrally and reported against, It would be advantageous 1o Councit to generate a listing of specific traud and corruption controls by business unit and function to assist in the
monitoring of those controls on a quarterly basis. Business units should be tnvolved in the identification of these controls based on valid fraud and corruption risk assessiments
Ihese controls, where relevant, should be Included In the Fraud and Corruption Control Register.

Risks/implications

Fallure to drive fraud and corruption prevention based on evaluated risk areas and an assessment of control requirements across Council may result in misallocation of
resources 1o non-essenitial areas and functions,

Recommendation

R14, Consider the extraction {and where not current, the development of fraud and corruption controls) for each business function at risk of fraud and corruption and document
these in comprehensive internal Control registers. This will also atlow each business unit to effectively report on these controls per quarter or as agreed timeframe to
management and the Audit and Risk Committee.

Management Comments Role and Name of Officer Responsible for Action Target Completion Date

R14. Agreed. PULSE ERM will be the basls for recording all Internal tanager Governance ft Risk 10/6/720
Controls relating to fraud and corruption risk. Quarterly reporting on
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Management Comments | Role and Name of Officer Responsible for Action Target Completion Date

controls is avaitable through the application. Included in draft FRCS @
1.2
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2.10. Implementation of fraud and corruption controls as accountabilities with staff performance

development plans. Risk Rating Moderate

Observations

One of the NSW Audit Office attributes Is that “Sentor managers individual performance agreements contain performance measures and indicators relating to successful fraud
control". While we have not soughit to access individual senfor management performance development plams during the internal audit, we are informed that there s no direct
Irsertion of such a requirement In Senlor Managements Role descriptions, nar s thelr performance development plans against which thelr work performance Is assessed. It
would be advantageous to Council to align the implementation of fraud and corruption controls to individual staff members, in particular management level employee's

performance development plans. This assists in the creation of a direct sccountability 1o ensure the ongoing managerment of fraud and cotruption across the Council

Risks/implications

Lack of direct accountability for fraud and corruption control within the Performance Agreements and development plans misy result In a lack of focus by Sentor Management on

the fraud and corruption risk area and an inabitity of Council to take remediation actions, if required

Recommendations

R15. If not already imptemented, Council should ensure that Management level Performance Development Plans (and where applicable contracts) include individual

responsibilities to implement fraud and corruption control requirements across their respective areas of control.

R16, Council should ensure that all positions of authority and influence (at a minimum) include defined responsibilities for Fraud and Corruption control as part of the Role
Description,

Management Comments Role and Name of Officer Responsible for Action Target Completion Date

R1%5. Agreed and itemised in draft FRCS @ 4.1. This will be incorporated Manager POC 307621
as part of the development of workplans for 2020/21.
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Management Comments Role and Name of Officer Responsible for Action Target Completion Date

R16. Agreed and itemised in draft FRCS @ 4.1, This will be progressively Manager POC 30/6/21

implemented as PDs are reviewed and/or new positions created.,
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APPENDIX A: Listing of Key Documentation Reviewed

No | Decument No | Decument

CBE - Fraud and Corruption Prevention Policy

Corruption Prevention Policy - Bayside

Startors, Leavers & Mavers - Process it Operational Procedures
Accounts Payable - Process ft Operational Procedires
Accounts Recelvable - Process and Operational Procedure
Alcohiol & Other Drugs Policy

Attachment C - Rockdale City Council - Corruption Strategy 2012 Final
Bank Guarantees - Process &t Operational Procedures

Bark Reconcillation « Process

Bayskde Corporate Induction June 2019

Bonds - Process & Operational Procedure

Cash Handling - Process & Operational Procedures

Code of Conduct for Committee Members, Delegates of Councll and Council

Advisors

Code of Conduct Procedures

Code of Conduct

Bayside Council - Intermal Audit of Fraud and Cormuption Control Framework - July 2019.
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1%

6

20

21

2

21

24

25

26

28

5

Equal Employment Opportunity Policy

Exfting Employee Policy & Procedure

External Training Policy and Procedures

Fees & Charges - Process &t Operational Procedures
Financial Reporting - Process ft Operational Procedures
Fleet Management Policy

FY 18T Audit fssues - Management Letter

Gifts and Benefits Policy

Governance Induction - Bruce Cook - May 2019

Hours of Work & Flexible Working Policy

Inventory Mamagement - Process it Operational Procedures
Investments - Process ft Operational Procedures

Leave Policy

Legal Documents - Process & Operational Procedures

Managers Performance Planning and Review Policy and Procedures
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30

n

kY

1

34

15

16

17

i3

19

40

N

52

%3
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Code of Meeting Practice

Continuing Professional Development Policy

Contracts Register - Process ft Operational Procedures
Delegations - Process and Operational Procedures
Employee Performance Planning and Review Policy and Procedures
Public interest Disclosures Policy

Purchase Card Policy

Quality Procedure - Bayside Councll - Timesheets
Receipting - Process & Operational Procedures
Template for new timeshest - with Instructions
Rewards and Recognition Policy

Rish Management Policy - Bayside Council

Staterment of Business Ethics

Strategic Risk Report (s at 5 Feb 2019) V1.2

Transition Recruitment Policy

57

58

59

a1

62

6l

4%

NSW Audit Management Letter 2016 17 Financlal Statements - Resporse
Other Employment Policy

Performance and Conduct Policy

Preventing Workplace Bullying, Hatassrment it Discrimination Policy
Procurement - Process & Operational Procedures

Enforcoment Policy - Bayside

Fines Act Division 24

Internnl Review Guidelines undes the Fines Act

Request for Tender - 2019 Template PART A - Information for Tenderers

Request for Tender - 2019 Temnplate PART B - Heturnable Schedules

27
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APPENDIX B: Listing of Interviewees

Name Title

Ms veredith Wallace

M michaet Mamo

Mr Colin Clissold

Ms Kristing Forsberg

Mr Michael McCabe

M Debra Dawson

General Manager, Bayside Council

Director, City Performance, Bayside Council

Director, City Presentation, Bayside Council

Manager, People and Culture, Bayside Councll

Director, City Futures, Bayside Council

Director, City Life, Bayside Council

Bayside Council - Intermal Audit of Fraud and Cormuption Control Framework - July 2019.
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APPENDIX C: Summary of Recommendations for Action

R1

R2

R3

R4

RS

Bayside Council - Intermal Audit of Fraud and Cormuption Control Framework - July 2019.

Recommendation

A specitic fraud risk assessment across all areas of the business
should be completed as soon as practical.

We recommend that in the absence of any significant changes to
structures and operations in Council, that a comprehensive fraud
risk assessment be completed on a cycle of at least every 2 years

and not greater.

Council should document a 1-1 year Fraud and Corruption
Prevention Strategy to ensure that current and foture risks of
fraud and corruption are managed effectively, This strategy
shauld be reviewed and updsted at lsast 6 monthly and repocted
10 the Audit and Risk Committee for status updates.

Council should investigate cost effective solutions for conducting
data analytics across relevant data sources, such as financial data,
fleet management, procurement and asset / inventory data to
identify potentlal fraudulent transactions and behaviours.

Develop and document the Fraud and Corruption Control
Framework to underpin the current policies and procedures
compeising the frameswork content

Management Comments

Agreed. Itemised as 3,1 in the Fraud &
Corruption Strategy (FRCS). Work will
be undertake with BU as part of
regular rive reviews

Agreed. Itemised as 3.4 in the Fraud &
Corruption Strategy (F&CS).

Dralt Strategy completed and under

review

Agreed. Itemised in draft FERCS @ 11.1.

Agreed and itemised In draft FRCS @
1.1, Will be added as a priority
document undet the Policy
Harmonisation Policy

Role and Name of Officer
Responsible for Action

Manager Governance it Risk

(Fausto Sut)

Manayer Govermnance & Risk
(Fausto Sut)

Manager Governance B Rk
(Fausto Sut)

Manager Governance & Risk
(Fausto Sut)

Manager Governance & Rick
(Faunsto Sut)

This report & intended solely for the information and inteenal use of Bayside Councll and is not intended and should not be used by ary other persan or entity,
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Completion
Date

1/3720

j0/6/21

w119

nnuw

10/6/2020
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R6

R7

RS

R0

R11

Bayside Council - Intermal Audit of Fraud and Cormuption Control Framework - July 2019,
This report & intended solely for the inf

Develop further processes, such as the integration of Fraud Risk
Management as part of the Enterprise Risk process and the
intraduction of a standing agenda item in redation to fraud and
coeruption at the business unit and team level to demonstrate
commitment of senior management to the controd of fraud and
corruption,

As part of the Fraud and Corruption Control Strategy Councl
should develop a scheduled conmsnunication plan on a Quarterly
basts for the provision of frequent topical reminders in relation to
{raud and corruption issues and requirements to all staff,

Fraud and Corruption risks should be included as a category in the
overall Enterprise Risk Management process and evaluated on the
same basls as other business risks.

On an annual basts, Ceuncil should obtain a recommitment from
all staff to the adherence to the ethical palicies (In particular the
Code of Conduct and the Fraud Control Policy) and maintaln
records of this reconfirmation, This can be a manual or electranic
recording process,

in future staff training in redation to fraud and corrupt conduct,
the session should include an examination of relevant “red flag”
indicators of this behaviour as part of the curriculum.

Develop a schedule / catendar of tralning sessions across Councll

business units and deliver business unit specific fraud and
corruption awarensss tralning sessions,

ation and

Item 5.6 — Attachment 1

Agreed. Governance will work with
POC and Leadership to develop
implementation strategies. itemised in
draft FRCS @ 2.1

Agreed and recognised as part of the
Manager GER Workplan In conjunction
with other key governance elements.
Draft FRCS updated to include @ 6.7,

Agreed and Complete, PULSE ERM
category includes Fraud & Corruption

Agreed and Itermised in draft FECS &
61

Agreed and incorporated into draft
FRCS® 6.3

Agreed and Identified In Manager GERtH
Workplan in conjunction with wide
governance tralning and awareness.
Iterdsed in draft FRCS at 6.2

Manager Governance & Risk
(Fausto Sut)

Manager Governance & Risk

Manager Governance & Risk

Manpger Governance it Risk

Manager Governance &t Risk

Manager Governance & Risk

use of Bayside Councll and is not intended and should net be used by ary other persan or entity,

31/3/2020

3076120

Completed -
24/7/19

3076720

30/6120

3076720
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R12  implement as soon as practical, Criminal History checks for all
positions of influence and decision making roles, not just Financial
Operations.

R1}  Council should conduct Qualification Validation with lssuing
Institutions for any roles that require professional tertinry
qualifications or Hicences within Council to detect any potential
fraudulent documentation or qualifications.

R14  Consider the extraction (and where not current, the development
of fraud and corruption controls) for each business function at risk
of fraud and corruption and document these in comprehensive
Intermnal Control registers, This will also allow each business unit
to effectively report on these controls per guarter or as agreed
timeframe to management and the Audit and Risk Committee,

R15  If not already implemented, Council should ensure that
Management level Performance Development Plam (and where
applicable contracts) include individual responstbitities to
implement fraud and corruption control requirements across thelr
respective areas of control,

R16  Council should ensure that all positicns of authority and influence
{at a minkmum) include defined responsibitities for Fraud and
Corruption controd as part of the Role Description.

Bayside Council - Intermal Audit of Fraud and Cormuption Control Framework - July 2019,
This report & intended solely for the inf
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Agreed. Relevant positions will be
identified in conjunction with POC,
itemised in draft FRCS @ 9.1

Council will Identify relevant positions
and investigate options for
implementation, Itemised in draft
FRCS®9.2

Agreed. PULSE ERM will be the basis
for recording all Internal Controls
relating to fraud and corruption risk,
Quarterly reporting on controls is
available through the application.
Included in draft FRCS @ 1.2

Agreed and Itemised in draft FECS @
4.1 This will be incorporated as part
of the development of workplans for
2020721,

R16. Agreed and itemised in draft
FRCS @ 4.1. This will be progressively
implemented as PDs are reviewed
and/or new positions created.

Manager Governance & Risk
(Fausto Sut) - overall

Manager POC - implementation

Mansger POC

Manager Governance & Risk

Manager POC

Manager POC

use of Bayside Councll and is not intended and should net be used by ary other persan or entity,

Nz

30/6/2020

0/6720

w/er2

0/6/21

31
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APPENDIX D: Bayside Council Risk Rating Matrix

Risk Ratings Consequence
Likellhood 1. Very Low 2.Minor | 3.Moderate | 4, Major 5. Extreme
5. Almost Certain g
4, Uikely Medium :
3. Possible Medium :
2. Unlikely Medium | Medium ¢
1- m O mm i
Likelihood ratings.
Rating | Likelihood | Description Quantification
1 Rare The event may occur but only in Once every 50 years or more. Less than
exceptional circumstances, No pastevent | 10% chance of occurming.
history.
2 Unlikely The event could occur in some Once avery 20 years, Between 10% and
circumstances, No past event history, 30% chance of occurmng.
3 Possible The event may occur sometime. Some Once avery 5 years. Between 30% and
past waming signs or previous event 70% chance of occumning.
history.
4 Likely The event will probably occur. Some Once a year. Between 10% and 90%
recurring past event history chance of occurring
H Almost The event is expected o occur in normal Several times a year.
Certain circumstances. There has been frequent Greater than 90% chance of occurring.
past history.

Bayside Council - Internal Audit of Fraud and Cormuption Control Framework - July 2019.
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Table of

Appendix D - Other Potential Risk Areas
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business objecves m recurrent disrupted media coverage breach waterway causing
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sections of the short duration Jost
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10 be achieved in customer concems from court or tnbunal and | Hiness from normal | construction se
one off satisfacton namow group of /orordered lopay | activities treated by | management
$1 e n d-mou, - Minor breach of
m minor injury or
property damage governance 1o breach environmental
not resulting in a breaches or falures licance resulting in
claim on Councd dealt with § court attendance
without the need for notice
S external reforral
“Low Utfle of no impact | <S50k recurrent Usual scheduded | One a Councl msued with | Locaitsed raisng of | Tree removal in
o on business impact on operating | interruptions adverse local media | fixed copcems by
objectives budget, ane-olf o public sensitive area
impact <$0.2m unscheduled complaints, for breach of Isclated incidents leading o protest
interruptions for <4 andlor ‘near miss’ and local
hours. 2al
concem
Isolated
infringement of
licerce leading
0
foed penaity

Bayside Coundil - Intemal Audit of Fraud ard Cormuption Control Framework - July 2019.
This report & intended solely for the information and inteenal use of Bayside Council and is not intended and should not be used by ary other persan or entity,

Item 5.6 — Attachment 1

215



Risk & Audit Committee

22/08/2019

I BDO Appendix D - Other Potential Risk Areas

APPENDIX E: Other Potential Non-Validated Risks / Areas for Improvement Mentioned in Discussions

Note: The risks / areas of concern referenced below were those raised during our discussion with the Director Group. These are not directly relevant to the
scope of works being the analysis of the Fraud and Corruption Control Framework. Specific fraud risk assessments are required to be performed to identify all
risks acros: the business units and enter these into the operational risk assessments of Council. Where the area raised aligns with the NSW Audit Office Ten
Attributes these are identified as findings / recommendations in the report. As a result, the area discussion items below are not formally rated and should be
further investigated by Council.

Risk Elements / Areas Raised for Improvement

o Cish Handling - Could be Improved due to decentralisation of processes (MGR GER Comment - Cash handling audit has identified areas of improvement which are being
Implemented)

«  Overtime Clainw - Golf Pro Shop ete.  (New Manager now appointed - $120K in OT) - Limited controls on allocation of shifts (resulted In pro working 7 days per week and
claiming OT - not necessarily fraudulent but potentially bad planning) (MGR G Comment - This will be referred to the Manager Sport it Recreation for review)

o Assets Management - Small plant and equipment - Increased survelllance has occurred at the Depots and a nurmber of stall have been caught remaving Items ete, and
were terminated from employment. Tracking of small plant could be improved - Some Items not able to be identified that are on the asset registers (Multiple) (MGR
GRR Comment - These 1ssues bave been Identified and examined as part of the Plamt it Fleet Audit and Inventory Audit)

o Manual timesheets are still utitised in some arcas of the business, Not consistent acrons Councll as there ks currently a mix of electronic time sheeting and manual
processes(MGR GRR Comment - This ksue has been recognised with POC addressing the situation)

o  Bunnings card / purchase cards use may still be an isue for minor equipment purchases/MGR GER Comment - This lssue will be exanned & part of the Procurement
Intermal Audit)

+ Lack of clarity regarding roles and responsibilities - Particular example & that Management at the business unit are not critical of clairms and expenditure and do not
analyse (t, 1t s smply signed and endorsed and sent to Finance for Accounts Payable - More analysis and accountabllity at the business unit and definition of who Is
responsible needs to occur{MGR GER Comment - This issue will be referred to Manager Finance and Finance Business Partners)

s Credit Cards are avallable to Directors - Not Personal Liability Cards - Some staff members cards ate known to others who are usauthorised and this peactice should be
ceased{MOR GER Comment - Thils tssue will be examined as part of the Procurement Intemnal Audit)

Bayside Council - Intemal Audit of Fraud ard Cormuption Control Framework - July 2019. 35
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Risk Elements / Areas Raised for Improvement

+ Still some purchasing by business units outside of 1T for IT equipment - Direction has boen made by the IMT Steering Committee - Sanctions for transgression need to be
applied (MGR GER Comment - This lsoe has been recognised and addressed through the T Steering Committee and the mare robist budgetary process)

+  Fleet Vehicle Disposal Issues - Not quick enough disposal - No GPS tracking for vetucles at this stage (MGR GER Camment - This issue has been recognised and addressed
as part of the Plant and Fleet audit except GPS tracking)

o Fuel Dsage - Not Tracked and monitoced (MGR GRR Comwent - This lssue has been recognised and addressed as part of the Inventory Management audit)

*  Multiple Asset registers (At least 3) are in existence and these need ta be combined into a Single Source of Truth within Tech One(MGR GER Comment - This Issue has
been recognised and addressed as part of the Plant and Fleet audit)

o Council still operates a number of functions and services that are not aligned 1o the strategy of Council for example Childcare Contres and Squash Courts which would be
better divested and/or outsourced which is currently being examined(MGR GER Comment - This fssue has been recognised and being examined through City Life)

+ Compbance and Enforcement Policies do tequire update and this & a known ssue (MGR GER Comment - The ocgandsational Issue has been recognised and Paticy
Harmanisation Project co-ordinated through GRR is dealing with this ssue)

Bayside Council - Intermal Audit of Fraud and Cormuption Control Framework - July 2019. 6
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Bayside Council

Serving Our Community

FRAUD AND CORRUPTION PREVENTION
STRATEGY 2019-2022

Bayside Council ~ Fraud and Corruption Prevention Strategy ~ 2019
2022
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General Manager's Message

Council operates in an increasingly complex and demanding social and business environment and
few public sector agencies are faced with as diverse an array of potential risks as is Bayside Council.
The recent amalgamation process has highlighted the Council as a local government entity is
unfortunately susceptible to the risk of fraud and corruption due to the complex nature of our work,
our responsibilities to the community and the nature of the services we provide to our community.

Bayside Council is therefore obiiged to ensure that we use all possible resources, skill and experience
to control the risk that fraud and corruption may be present within our organisation. With careful
planning, management and control the risk of fraud and corruption affecting our business can be
reduced to acceptable and manageable levels. Council is committed to the reduction and
management of Fraud and Corruption through the implementation of a systematic and continuing
program of prevention, detection and where necessary corrective strategies, A key component of
our Fraud and Corruption Framework is the continuing assessment of fraud and corruption risks
across Council as part of Council’s overall Enterprise Risk Management framework.

The Bayside Fraud and Corruption Strategy 2019 - 2022 seeks to focus Council on the mitigation of
fraud and corruption through the application of the strategies and actions contained in this plan. The
strategies contained in this plan are those deemed by management as necessary to mitigate and
control the risk of fraud and corruption within Council and to improve our business processes which
have been assessed as being susceptible to a heightened risk of corruption.

This Strategy is designed to be utilised in conjunction with our Council policies and ethical behaviour
frameworks including our Risk Management Framework, Code of Conduct, Fraud and Corruption
Prevention Policy and other ethical management policies.

| encourage all staff to read and become conversant with this Strategy and to implement those
actions necessary to encourage, promaote and control corruption within our Council,

Meredith Wallace
General Manager

Bayside Council - Fraud and Corruption Prevention Strategy ~ 2019-
2022 2

Item 5.6 — Attachment 2 219



Risk & Audit Committee 22/08/2019
Contents
GENETAl MANBEET'S IMIESSBRE -..eeveeriemricrriacseserssaesssaessaresaesesasesatasamisaensaasiensstansbacseesssaessassesasssanssanssaes 2
PUIDOSE OF STEAUEBY . ..ottt iitisitbeseaessaes s as s ed b et st st 4d 4 m k4 em o0t b d b aae b bbb a ks et e 4
ARYTY $R ODNETUINNG S« corevvrasrornsrarasivussvubnisnssrasronnsrrasnsssnvovassoesdryasveastssuseyen ssnspesnssensrisnesdsrvrorerIvasy vossk o rsmuveyserses 4
Monitoring and Control ........... 4
HOW L0 USE This SUATREY DOCUMEBNT . ...titiiiiiitiieiiinis et samsssrssonsssssssssissebsasssssssssssossssassesssssssssarin 4
Prioritisation - Strategy & ACtions .........cccccvenee 5
Fraud and Corruption Strategy & ACTION PIAN ..ot sssssisssesssn s ssssssssssnssssnssassass 6
DOCUMENT MANAGEMENT & VERSION CONTROL
PREPARED BY COMMENT DATE VERSION
BDO Updated and Redrafted - 2019 July 2019 1.0
Bayside Council - Fraud and Corruption Prevention Strategy ~ 2019-
2022 3

Item 5.6 — Attachment 2

220



Risk & Audit Committee 22/08/2019

Purpose of Strategy

The purpose of this Fraud and Corruption Prevention Strategy is to provide defined strategies and
action to be implemented by Bayside Council in the period 2019 - 2022 as part of Council’s
commitment to mitigating the risk associated with fraud and corruption. The strategy also defines
accountabilities and timeframes within which these actions are scheduled to be implemented and
monitored by Council,

Aim & Objectives
The aims and objectives of the Fraud and Corruption Prevention Strategy are:

To mitigate and centrol the risk of corruption across Bayside Council;

e Toimplement appropriate control mechanisms to detect and prevent fraud and corruption
across Bayside Council;

* To utilise analysis and technology to support fraud and corruption control initiatives and
identify potential corrupt practices and transactions;

e To promote ethical conduct practices across the organisation in correlation with Bayside
Council’s Code of Conduct and other policies;

e To establish a strategic monitoring and review process to support proactive fraud and
corruption risk management, detection and monitoring; and

o To support state and local government priorities to reduce and control the risk of fraud and
corruption across local government entities.

Monitoring and Control

This Strategy is designed to be a living document. The various strategies and action steps it contains
will be implemented and regularly reviewed by Council to ensure that they are actively working to
reduce and manage the risk of fraud and corruption. Where appropriate, controls are identified as
to whether they are primarily a preventative, detective or corrective control. Of utmost importance
is that Council learns from experience and incorporates any feedback or improvement opportunities
into the strategy which arise from any incidents or investigations.

How to Use this Strategy Document

This Strategy document is designed as an easy to use tabular system listing all agreed strategies and
action steps, timeframes, accountabilities and priorities and is designed to allow Council to monitor
and report upon the implementation of the actions contained in this strategy. The various fields of
the table are defined below:

Priority Level - The priority level associated with the recommended strategy

* Business Function — The reloted business function to the recommended strategy.
Control Type—The type of control which the strategy and actions meet — Preventative,
Detective or Corrective.

e Strategy - Ihe strategy to be implemented in support of fraud and corruption control.

* Actions / Tasks — Details of the individual action steps to implement the strategy

*  Responsibility — The unit or role with responsibility and accountability for the
implementation of the action step.

e Timeframe/s-The proposed timeframe within which the action step should be implemented.

Bayside Council - Fraud and Corruption Prevention Strategy ~ 2019-
2022 4
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Prioritisation - Strategy & Actions

Priorities for implementation of each of the strategies have also been identified in accordance with
the definitions below. The following levels of prioritisation have been utilised:

e Level 1 - Immediate Priority - This strategy and its associated action steps should be
implemented within a period of 3 months.

o Level 2- Short Term Priority — This strategy and its associated action steps should be
implemented within a period of 3-6 months.

* Level 3~ Medium Term Priority — This strategy and its associated action steps should be
implemented within a period of 12 months,

* Level 4 - Long Term Priority — This strategy and its associated oction steps should be
implemented as resource levels permit however idealiy within a period of 3 years.

Bayside Council - Fraud and Corruption Prevention Strategy ~ 2019-
2022
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Fraud and Corruption Strategy & Action Plan

Priority | Business Control Type | Strategy Actions / Tasks Responsibility Timeframe/s
Level Function
2 Fraud and P I ph and 1.1 Develop and document Councll’s overall Fraud and Manager, FY 2019/2020
Corruption Detective manage Councils Corruption Control Framework and have this validated and Gavernance & Risk
Framework Corrective Fraud and Corruption approved by Senlor Management
Control Framework
1.2 Document the internal fraud and corruption control Manager FY 2019/2020
yment in Itation with Internal Audit to prepare a | Governance & Risk/
Bst of agreed Internal controls over fraud and corruption for | Business Unit
each business function Directors / Internal
Audit
1.3 Implemant regularly monitoring fraud and corruption FY 2019 - 2022
controls across business units as part of gowernance Manager, {6 Monthly)
processes Gavernance and Risk
FY 2020 - 2022
14 Implement appropriate monitoring strategies and Manager, {Annually)
technigues to measure the effectiveness of anti-corruption Gavernance and Risk
strategies within Council (such as the completion of culturs!
and ethical knowledge surveys)
2 Leadership Preventative Ensure continued 2.1 Impl a datory req vant for all staff to formally Manager, FY 2019 -2020
Commitment Leadership and Senlor | acknowledge acceptance of the Code of Conduct at least annually | Governance and Risk | {Ongoing)
Management and retain those acknowledgements on personnel records,
commitment to the
control of Fraud and 2.2. implement a requirement to include a standing agenda item | Business Unit 31/3/20
Corruption across for all business unit meetings of ethical conduct matters to be Directors FY2020 - 2022
Council communicated and discussed at all business unit and team {Ongeing)
meetings and on at least a quarterly basls.
1 Fraud and P I iy and manag 3.1 Conduct comprehensive and specific Fraud Risk Assessments | Manager, 31/3/20
Corruption Risk the risk of fraud a across all of Council operations and enter those risks as part of Gavernance and Risk
Assessment COrrupRion across opercational risk registers.
Council as part of
Enterprise Risk 3.2 Integrate fraud and corruption risk management processes as | Manager, FY2020
part of the overall Council Enterprise Risk Marnag pr Governance and Risk
Bayside Council - Froud ond Corruption Prevention Strategy — 2019-2022 6
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Priority | Business Control Type | Strategy Actions / Tasks Responsibility Timeframe/s
Level Function

Management
processes 3.3 Create a Fraud and Corruption Committee chaired by the Manager, FY2020
Manager, Governance and Risk to control and monitor the risk of | Governance and Risk
fraud and corruption across Councll.
3.4 Ensure that a compeehensive fraud and corruption risk Manager, FY2021
assessmant Is completed on a cycle of not greater than 2 ywars or | Governance and Risk
when major structural changes accur. / Internal Audit
2 Accountabiiity P i Establish strong 4.1 Indude individual responsibilities and accountabilities to General Manager / FY2020-21
and accountabilities and implement fraud and corruption controls in management level Councillorsy
Responsibility responsibifities for the | employees {or those positions of authority and Influence) NManager, People
prevention and professional development plans and Culture
control of fraud and
COrruption across 4.2 Indude documented requirements for all positions in position | Manager, People FY2020-21
Cauncil dascriptions to Implement and adopt a8 fraud and corruption and Cufture
controls required of their position
2 Fraud and Preventative Encourage and 5.1, Re-communicate the current and available corruption Manager, FY2019-20
Corruption support internal and repocting mechanisms for staff induding external options for Gavernance and Risk | {Quarterly)
Reparting & external reporting by reporting through tralning sessions, regular emall communication
Communication staff in matters of and face to face staff meetings to encourage future reporting.
suspected fraud and
cormuption.
3 Fraud and Preveatative / | Enhance fraud and 6.1.1 Imp dat for all staff and Manager, Y2019 (Two
Carruption Detective corruption awareness | councillors to oomplna a N—anmal Fraud and Corruption Governance and Risk | Yearly)
Awareness and training across Aveareness Training session.
Training Council Manager,
6.1.2 Consider as part of the Counclllor Develop P far | G and FY2021-22
newly elected Councillors a requirement to complete a bi- mmnl Risk/Manager
Fraud and Corruption Awareness Training session. Executive Services
6.2. Develop and implement a schedule of ongoing fraud and Manager, Y2020
corruption related training over the rext 3 years (2019 - 2022} Gavernance and Risk
6.3. Davolop and deliver specific fraud and cnrn.ptlon tnhlngto Manager, FY2019.20
staff in higher risk areas (l.e. finance, proc ypment | Governance and Risk | {Ongeing)
Bayside Council - Froud ond Corruption Prevention Strateqy — 2019-2022 7
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Priority | Business Control Type | Strategy Actions / Tasks Responsibility Timeframe/s
Level Function

applications) focussing on fraud Imkmm s:hamos otc. The
ining should include an jon of ¢ “red flag”
lndlcatou of this behaviour.
6.4 Ensure that records of attendance by staff at fraud and Manager, FY2020-2021
corruption training are maintained Governance & Risk/
NManager POC
65 Identify and enable suitable external training and Manager, FY2019 - 2022
lope for staff involved in the prevention, investigation or | Governance and
monitoring of fraud and corruption across Councll Risk/ Manager POC
6.6 Engage with external organisations dedicated to the Manager, FY2020
pmventlm of Fraud and Corruption such as the Corruption Governance and Risk
k to enh, learning opportunities for staff
imvolved in the a5 of Fraud and Corruption
6.7 Develop a scheduled cammunication plan on a Guarterly basks | Manager, FY2020
for the prowision of frequent topical reminders in relation to fraud | Governance and Risk
and cortuption ssues and requicsments to all stalf,
34 Fraud and Py tati Imp) ti 7.1 Ensure that defined and documented fraud and corruption Manager, FY2019 - 2022
Corruption Detective monitoring and strategies are aligned to the overall Cound strategic direction Gavernance and Risk
Strateglc Corrective improvement in Fraud
Direction and Corruption 7.2 Conduct at least an annual review of current strategies within | Manag: FY2020 - 2021
strategies the Fraud and Corruption Control Strategy Gavernance and Risk | {Ongoing)
7.3 Implement quarterly reporting to the Fraud and Corruption Manager, §Y¥2019 -2021
Control Committee on the current status of the Frawd and Governance and Risk | {Quarterly)
Corruption strategies
2 Fraud Report Detective Generate a database 8.1 Capture and maintain reparts and records related to any Manager, Y2020
Data of internal reports for | actual or pr iad fraud and corruption events to be used s a Governance and Risk | (Ongoing)
use in identifying learning and management rescurce, and to detect any trends that
trends and pattemns of | may be apparent,
behaviours related to
fraud and corruption
Bayside Council - Froud ond Corruption Prevention Strateqy — 2019-2022 8

Item 5.6 — Attachment 2

225



Risk & Audit Committee

22/08/2019

Priority | Business Control Type | Strategy Actlons / Tasks Responsibility Timeframe/s

Level Function

1 Human Preventative Strangthen pre- 9.1 Implement Criminal Histary checks for ail positiors of Manager, People Y2019 (As
Resources employment influence and decision making rofes not just pasitions in finance. and Culture required)
Management Screening process to

identify potential 9.2. Implement qualification validation with ksuing institutions Manag,

inappropriate for any roles that require professional tertlary qualifications or and Cufture FY2020 (As

recruitment licerces within Council to detect any potential fraudulent Required)
documentation or qualifications,

23 Internal Audit Preventative Enhance Councils 10.1. Continue development and resourcing of the Internal Audit | General Manager FY2019-2022

Datactive ability to review its function within Counci with a focused, risk based 3 year Internal
operations internally Audit Plan covering key areas of the business.
and proactively
perevent and datect 10.2 Ensure that each internal Audit plan Includes reviews of NManager, Internal FY2019-2022
patential fraud and functions within business units that have a higher assessed risk of | Audit
cortuption fraud and corruption.

34 Information & Preventative To wtilise technology 111 Irvestigate and implement & cost effective solution for Manager, FY2019-2020
Data Detective systems and data to ducting data analytics across rek data sources such as Governance and Risk | {investigation)
Management Identify erroneous fi lal data, fleet & , proc and asset / {Internal Audit /

transactions in Councd | inventory data to identify potential fraudulent transactions and Manager, IT FY2021-2022
data sets behavicurs. {solution
Implementation)
Bayside Council - Froud ond Corruption Prevention Strateqy — 2019-2022 9
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Item No 5.7

Subject Audit Plan 2018/19 and Outstanding Audit Recommendations -
Progress Report

Report by Natasha Balderston, Internal Auditor

File SF19/210

Summary

The purpose of this report is to highlight to the Risk and Audit Committee the progress on the
open four audits for 2018/19.

This report also provides an update on the status of recommendations outstanding at last
Risk and Audit Committee and the status of recommendations which have become due from
audits undertaken since then.

Officer Recommendation

1 That the Risk and Audit Committee receives and notes the progress made on the
remaining four audits planned for 2018/19.

2 That the Risk and Audit Committee notes the status of recommendations which are
outstanding and those which have become due since the last Risk and Audit
Committee meeting.

3 That the Risk and Audit Committee notes that Internal Audit will undertake testing to
ensure that recommendations reported by the business areas as implemented or
completed, are verified and the results reported back to the Committee.

Background

Status of open audits from 2018/19 audit plan

As at the last Risk and Audit Committee meeting, there were four scheduled audits that were
not finalised. There were as follows:

Accounts Payable Health Check

Fraud and Corruption Framework — Development

Rates Management

DA, S7.11 contributions and VPAS.

A WDN P

All 4 audits have now progressed and the status of each follows:
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1 Accounts Payable

The audit is now completed and the report has been made available to the Committee.
All recommendations will be inputted into the PULSE system for tracking and follow up.

2 Fraud and Corruption Framework — Development

The audit is now completed and the report has been made available to the Committee.
All recommendations will be inputted into the PULSE system for tracking and follow up.

3 Rates Management

The audit is now completed and the report has been made available to the Committee.
All recommendations will be inputted into the Pulse system for tracking and follow up.

4 DAs, S7.11 contributions and VPAs

This audit is in three stages. The Development Assessment (DA) audit fieldwork has
now been completed and a draft report has been received. Internal Audit is currently
performing quality control over the report. Once completed, an exit meeting will be
held with Director City Futures and the Manager Development Assessment to discuss
the draft findings, recommendations and risk ratings. Where required, the report will be
updated with the output from the discussions and sent to the Manager Development
Assessment for management comment. As part of Council’s internal quality assurance
process, the management comments by the relevant stakeholders will be submitted to
the Executive Committee for their review and final comment prior to the audit report
being finalised.

The S7.11 contributions audit is currently in the fieldwork stage.
The VPA audit is scheduled to commence following the S7.11 contributions audit.

All three audits will be presented at the Risk and Audit Committee meeting in November
20109.

Other Audit work

In addition to the work undertaken as part of the audit plan, BDO has also completed a stock
take and process review of fleet, plant (including small plant) and equipment. The draft audit
report has been received, exit meetings have been held with the relevant stakeholders and
their management comments captured in the draft report. The draft report has been
presented to the Executive Committee. Due to the nature of the findings, the General
Manager is considering the recommendations and further advice prior to finalising the
management comments in response to the findings and recommendations.

The final report will be submitted to the Risk & Audit Committee meeting in November 2019.

The recommendations from all audits are put into PULSE for action by the relevant
Managers and regular management reporting.

Status of outstanding and due audit recommendations

At the writing of this report, all audit recommendations have been reported as implemented
and completed by the relevant business areas with the exception of the following:
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Inventory Management audit:
The Coordinator Stores and Fleet Operations has requested a revised due date for the
following recommendation:

“The units of measure in TechOne should be modified to reflect the ordering and
issuing units. Similarly, location of store items should be streamlined”.

The units of measure used in recording the receipt of items in the TechOne system
currently does not reflect the ordering and issuing of these items. Assistance has been
sought from the IT team to determine if the units of measure can be altered in the
system to streamline the receipting and issuing of items.

The revised due date for the implementation of this recommendation is 22 November
20109.

This is the first time on this recommendation that a request has been made to change
the original due date and the deferment appears reasonable.

Cash Handling audit:

Manager Customer Service has requested for a revised due date for the following
recommendation:

“A policy and procedure should be developed and implemented in relation to the
wearing, and use of personal duress alarms. Staff should be made aware on the use
of personal duress alarms”.

A draft policy has been distributed for the stakeholder feedback. The implementation
of the use of duress alarms and training is still required.

The revised due date for the implementation of this recommendation is 30 September
20109.

This is the first time on this recommendation that a request has been made to change
the original due date and the deferment appears reasonable.

As a matter of process, Internal Audit will verify the implementation of these
recommendations through interviews, observation and testing to determine:
a Whether controls have actually been implemented

b Whether new controls are being utilised and are embedded within the business unit’s
process

c Whether the controls implemented can be relied upon to reduce the risks identified.

Internal Audit verification results will be reported to the Executive and the Risk & Audit
Committee.

Attachments

Nil

Item 5.7 229



Bayside Council

Serving Our Community

Risk & Audit Committee 22/08/2019
Item No 5.8

Subject Confidential - Risk Management Overview

Report by Doris Lum, Acting Coordinator Risk Management

File F08/85.002

Confidential

The matters in this report are confidential, as it is considered that it is in the public interest
that they not be disclosed to the public. In accordance with the Code of Conduct, the matters
and the information contained within this report must not be discussed with or disclosed to
any person who is not a member of the meeting or otherwise authorised.
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