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Bayside Council

Serving Our Community

Risk & Audit Committee 23/08/2018
Iltem No 4.1
Subject Minutes of the Risk & Audit Committee Meeting - 24 May 2018
Report by Lauren Thomas, Governance Officer

Fausto Sut, Manager Governance and Risk
File SC18/37

Officer Recommendation

That the Minutes of the Risk & Audit Committee meeting held on 24 May 2018 be confirmed
as a true record of proceedings.

Present

Jennifer Whitten, Independent External Member
Catriona Barry, Independent External Member
Lewis Cook, Independent External Member
Barry Munns, Independent External Member
Councillor Liz Barlow

Also present

Meredith Wallace, General Manager

David Nolan, Director Financial Audit Services - Audit Office of NSW
Fausto Sut, Acting Director City Performance

John Hughes, Coordinator Risk Management

Cate Trivers, Project Manager, Operation Ricochet

Matthew Walker, Manager Finance

Bobbi Mayne, Manager Procurement

Councillor Dorothy Rapisardi

Gina Nobrega, Governance Officer

The Chairperson opened the meeting in the 2" Floor Conference Room, Bayside
Administration Building, Rockdale at 6.30pm.

1 Acknowledgement of Traditional Owners
The Chairperson affirmed that Bayside Council respects the traditional custodians of

the land, and elders past and present, on which this meeting takes place, and
acknowledges the Gadigal and Bidjigal Clans of the Eora Nation.

2 Apologies
The following apologies were received:

Councillor Scott Morrissey
John Walsh, Internal Auditor
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Disclosures of Interest

There were no disclosures of interest.

Minutes of Previous Meetings

4.1  Minutes of the Risk & Audit Committee Meeting - 22 February 2018

Committee recommendation

1 That the Minutes of the Risk & Audit Committee meeting held on 22 February

2018 be confirmed as a true record of proceedings.

2 That future Minutes of the Risk & Audit Committee meetings be circulated to
External Independent Members within two weeks following the meeting, along
with Minutes being distributed with agenda for the next scheduled meeting.

3 That outstanding tasks from the previous Minutes Actions List of 22 February

2018 be updated:

ltem 4.1

Action

A summary email to Committee members
regarding insurance risk from bike-share
incidents.

Responsible Officer

Acting Director City
Performance

The speech made by Chair at the
General Manager’s Briefing session be
sent to Council for distribution to
Councillors.

Jennifer Whitten, External
Independent Member

Future reports on the progress of Project
Ricochet include an updated list of
priorities, findings, actions and risks.

Manager
Governance & Risk

An ICAC representative be invited to a
separate meeting of the Risk & Audit
Committee before the next scheduled
meeting.

Manager
Governance & Risk

Committee members be invited to the
Council meeting of which the Draft
2016/17 Financial Statements are
presented.

Manager
Governance & Risk
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5 Reports

5.1 Progress on Outstanding Recommendations in Issues List
Committee recommendation

1 That the Committee notes the progresss made on the Issue List’s outstanding
recommendations.

2 That the Committee continues to recieve updated reports at its meetings.

3 That Items from the Issues List that are not completed to be made ‘unclosed’ on
the Issues List.

4 That the missing date in Management’'s Comments for Item 27 - Parks and
Gardens Audit, within the Issues List, be included.

5.2 Insurance Claims Performance Overview
Committee recommendation

That the report be received and noted.

5.3 Strategic Risk Register Update and Review

Committee recommendation
1 That the Risk & Audit Committee receives and notes the report.

2 That the ICAC Audit recommendations, Fraud Control Risks and IT Security be
added to the Strategic Risk Register.

5.4  Project Ricochet Update

Committee recommendation

1 That the Risk & Audit Committee notes the progress on implementation of the
ICAC recommendations (refer Attachments 1 and 2).

2 That the Risk & Audit Committee notes Council’s progress update on
management’s agreed actions in response to the NSW Audit Office interim
management letter (August 17) recommendations (refer Attachments 3,4 and 5).

3 That the Risk & Audit Committee notes the progress on the Business Process,
Controls Framework, business process and internal control mapping (refer
Attachment 6).
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5.5

That members be provided with a copy of the TechOne Road map at the next
scheduled meeting of the Risk & Audit Committee.

Proposed 4 Year Internal Audit Plan (2018/22)

Committee recommendation

1

2

5.6

That the proposed 4 Year Audit Plan (2018/22) be received and noted.

That the Committee defers endorsement of the 4 Year Audit Plan (2018/22)
pending discussions with the Internal Auditor.

That the Committee holds a separate meeting with the new Internal Auditor to
review the 4 Year Audit Plan (2018/22) prior to the next scheduled meeting of
the Risk & Audit Committee.

That the Internal Auditor aligns the draft Internal Audit Program to risks within
the Strategic Risk and Operational Risk Registers.

Audit Program 2017/18 - Status of Health Checks

Committee recommendation

1

2

That the progress report on the four health checks be received and noted.

That the Manager Procurement provides a copy of the Procurement Guide to all
committee members.

6 General Business

6.1

Financial Statements 2016/17

Committee recommendation

1

That an extra-ordinary meeting of the Committee be held, if necessary, to
consider the draft Financial Statements for 2016/17.

That the Committee be provided with a copy of the key assumptions underlying
the Financial Statements audit.

7  Next Meeting

That the next meeting be held in the Pindari Room, Rockdale Town Hall at 6.30pm on
Thursday, 23 August 2018.

Item 4.1

The Chairperson closed the meeting at 9.05pm.
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Attachments

Nil
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Serving Our Community

Risk & Audit Committee 23/08/2018
Iltem No 5.1

Subject Operation Ricco - The ICAC Perspective

Report by Fausto Sut, Manager Governance and Risk

File F12/156

Summary

Dr Andrew Howe, Senior Corruption Prevention Officer, ICAC will discuss the investigation,
the findings and focus on the corruption prevention recommendations in the report.

Officer Recommendation

That the presentation on Operation Ricco be received and noted.

Background

A major focus of the Committee is the oversight of the implementation of the ICAC
recommendations within the report on Operation Ricco. The Committee has asked to hear
from the ICAC on the report, if possible.

Dr Andrew Howe, who led the corruption prevention analysis on the investigation will present
at the meeting and answer questions.

Attachments

Nil
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Iltem No 5.2

Subject Update on 2016-17 Financial Reports

Report by Matthew Walker, Manager Finance

File F09/744

Summary

The Manager Finance provides an update on the progress on the draft 2016-17 Financial
Reports.

Officer Recommendation

That the Risk & Audit Committee receive and note the update on the progress on the draft
2016-17 Financial Reports.

Background

Council has issued the draft 2016-17 Financial Reports for Audit and the audit process has
commenced.

Council has received approval from the Office of Local Government for an extension on the
lodgement of the audited 2016-17 Financial Reports until 30 September 2018. To meet this
lodgement date, Council will need to hold extraordinary meetings of the Risk & Audit
Committee and Council during September 2018.

It is also noted that this timeframe is likely to impact on the timing of completion of the 2017-
18 financial reports and associated audit. To mitigate this, officers are currently in the
process of completing draft financial reports for 2017-18 in conjunction with supporting the
audit for 2016-17.

Attachments

Nil
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Risk & Audit Committee 23/08/2018
Iltem No 5.3

Subject Strategic Risk Register Review

Report by John Hughes, Coordinator Risk Management

File F13/418

Summary

The Revised Risk Management Work Program requires quarterly progress reporting on the
Strategic Risk Register to the Executive and Risk & Audit Committees. Reporting to the Risk
& Audit Committee is to incorporate the ten highest-ranked risks in terms of their residual
risk rating. Council’s current strategic risk profile has remained generally unchanged but with
work on mitigation strategies continuing as planned.

It should be noted that Council’s greatest risk exposure is managing civic events i.e. the risks
associated with large crowds of people in public spaces within the LGA. Council has been
recognised for its “best practice” in crowd safety for events notwithstanding the increasing
safety requirements being imposed on such events. The consequence maintains the risk as
“Very High”.

Officer Recommendation

That the Risk & Audit Committee receives and notes the report.

Background

Annexed to this report is the Strategic Risk Register which has been reviewed and updated
with comments as available from Directors and relevant Managers on progress with
implementation of controls since the last report to the Risk & Audit Committee in May 2018.

In this report and the Annexure, items in red type represent updates since the previous
report.
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Comments on Top Seventeen Strategic Risks

The table below provides a summary of the 16 highest residual-risk-level Strategic Risks in

Council’s Risk Register, being “Medium” or above. Those risks are detailed in the Annexure
to this report, plus one further risk which has been reduced to a “Low” residual risk rating
during the current quarter. The summary comments are not intended to be exhaustive in

nature but rather to reflect the current status and/or any major changes in status since the

previous report.

Risk ID /
Rating

Risk Description

Summary Comments

EN_17_59

Very High

Council may lack the ability to manage
emergent risks associated with large
crowds of people in public spaces within
the LGA.

All controls have been implemented and are monitored with

each event. A Risk Management Plan is tailored to fit the
requirements of each major event in the community.

Recent events (ANZAC Day Dawn Service and March) were

successful and without serious incident.

Council has been recognised with Good Practice Award for

NYE Event.

The trend with each event each year is that security
requirements and measures increase with corresponding
increases in resources loads and costs.

Crowded Places Strategy:

Council has examined 3 key sites using recognised
Australian Nation Security Strategy Self-Assessment tool:
-Mascot Station Precinct

-King Street Mall

-Brighton Le Sands

Each site scored below threshold for reporting to NSW
Police for action.

Council will implement measures to deter the threat of
hostile vehicle attacks in each of these locations in the
18/19 financial year.

Residual rating unchanged.

The inability of the organisation to deliver,
and embrace new integrated technology
platforms and business applications.

On target for implementation by due date of 31/12/18.
Refinements of local server environments progressing
satisfactorily. Redundant communication links between
major locations being established.

EN_17_03 Director City Performance August 2018: Delivery of
High Integrated Applications Environment remains on track for
target completion date.
Residual rating unchanged but with continuing
improvement.
ltem 5.3 10
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Risk ID/

Rating Risk Description

Summary Comments

Failure of Infrastructure
* a major unit of infrastructure may fail
unexpectedly and / or catastrophically.

EN_17 42
High

This complex risk is being monitored and requires the
blending of information from Long Term Financial Planning,
Strategic Asset Management systems and budget linkages.
Solutions will require strategies for alternative funding
options in the event of catastrophic infrastructure failures.
Coordinator Risk Management has noted for follow-up and
reporting in greater depth over the next quarter.

Director City Performance August 2018: We have delivered
an initial Asset Management Strategy and Long Term
Financial Plan which is expected to be adopted by Council
as part of the overall resourcing strategy in August 2018. It
is recognised that these plans will require continuous
development to reach a higher level of maturity. This will be
complemented by the TechnologyOne Post-Implementation
Review that is currently being undertaken and which is
expected to provide recommendations and a roadmap for
the integration of our Asset Management Systems with our
Financial Management Systems.

In addition, City Futures is leading the initiation of a
Strategic Asset Management Committee which will
comprise Key Asset Management stakeholders and Finance
representatives that are focussed on improving Council's
overall approach towards asset management.

Residual rating unchanged.

Failure to deliver one or more major
Transition Projects within Time / Cost /

EN_17_09 Scope / Quality expectations.

Medium

Closely monitored by Executive Management with weekly
update reporting on the position of each project.

Residual rating reduced to Medium.

Failure to identify and respond to critical
emerging social issues - for example
"affordable housing" within LGA.

EN_17_10
Medium

Consultant engaged to develop affordable housing/social
housing policy to incorporate into LEP/DCP

LEP/DCP draft project plan has been established with an
anticipated completion date of Dec 2019.

Inaugural VPA with affordable housing provision currently
being negotiated with a proponent.

Residual rating unchanged.

Airport does not pay or pays significantly
less than assessable rate equivalent
payments to Council.

EN 17 23
Medium

Ongoing. Continuing to levy rate equivalence.

Director City Performance August 2018: Proposal received
from SACL and Counter-Proposal submitted. It is hoped an
agreement is able to be finalised by the end of September
2018.

Residual rating unchanged.

Construction of F6 in LGA.

EN_17 24
Medium

RMS has contacted Council to advise the possibility of
clearways of Rocky Point Road and Grand Parade,
potentially removing hundreds of daytime parking spaces
along these thoroughfares. Council has responded with a
Mayoral Minute and maintains strong lobbying and
representation in relation to these measures.

Managed through ongoing engagement with external
agencies & community, and providing relevant advice to
Council.

Residual rating unchanged.

Environmental risks.
EN_17 54
Medium

Ongoing program of controls and monitoring.

Residual rating unchanged.

Item 5.3
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Risk ID / . .
Rating Risk Description Summary Comments
Failure to manage Assets sustainably for | Implementation of controls under way and monitored linked
EN 17 11 the future requirements of the community. | to EN_17_42. Noted for in-depth follow-up next quarter.
R Residual rating unchanged.
Customer Service Performance may fail Recruitment completed for Manager Customer Experience.
to meet community expectations.
The MCE is currently preparing a number of business cases
EN_17_58 for initiatives as part of the overall project which will be put
Medium individually to the Executive in the coming months.
Residual rating unchanged.
Inability to effectively manage and control | Continuous monitoring.
urban development and growth in the
EN 17 12 LGA. LEP/DCP draft project plan has been established with an
ics o anticipated completion date of Dec 2019.
Residual rating unchanged.

EN_17_30
Medium

Council may be bound in the short-term
to unprofitable non-core airport business
unit.

Council was not the successful tenderer for the contract to
continue the services with SACL and is transitioning out of
the Airport Business Unit which will be finalised on 30
September 2018

Residual rating changed to low

West Connex development results in
significant increase in traffic volumes
within Bayside.

Continued response to Sydney Motorway Corporation and
RMS

Residual rating unchanged.

EN_17_48
Medium

Adverse or unplanned impacts of
population growth within the LGA.

Controls continuously monitored and activity maintained to
lobby and advocate on behalf of Council.

Residual rating unchanged.

EN_17 46
Medium

Change fatigue.

Controls implemented and continuously monitored.

Health and wellbeing calendar provides education,
information and activities to increase resilience, motivation
and morale of staff across the organisation. A wellness
room has been opened at the Rockdale Administration
building.

Manager People & Organisational Culture August 2018:
Health & Wellness Expo will be held for staff over 2 days in
October 2018

Council is also rolling out its new Health & Safety
Management system which includes process and
procedures around managing health in the workplace - for
example, training managers and staff on drug and alcohol
misuse and the workplace / personal consequences and
warning signs, aids available for treatment and recovery and
guidance towards seeking treatment. Training in the new
system is happening in August and September 2018.

Residual rating unchanged.

Item 5.3
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Réi':irlgl Risk Description Summary Comments
IT security threats may not be adequately | This risk has been included from the operational risk for
managed Executive and RAC monitoring, following the May 2018
RAC meeting.
Controls which have been established and are operating
effectively include:
° ITIL Framework adopted
° appropriate funding, resourcing and capacity to
deliver
° Disaster Recovery testing
° Changes to infrastructure occur through Change
Advisory Board with vendor support
EN_18 01 ° Partnering with industry leading security vendors
Medium and conducting regular reviews and audits
° Strong Corporate Governance through IMT
Steering Committee, regular project status and
budget reporting
° Staff training with regular 3rd party reviews
e  Complete and clear assignment of accountability
in IMT staff structure.
Controls which are being established and are to be
implemented:
o IT Policy framework (drafted, awaiting formal
approval)
o IT Security Policy (drafted, awaiting formal
approval).
Council may fail to fully and effectively Regular reporting is provided to the Risk and Audit
implement the recommendations of the Committee and Council on progress with this matter which
ICAC and the NSW Audit Office arising is also provided to the OLG & ICAC in addition to regular
EN_18_02 from Project Ricco and the audit of the reporting to the Minister for Local Government.
Medium former City of Botany Bay generally and
with particular reference to fraud and Remedial controls are the responsibility of Project Ricochet
corruption prevention and detection and that work is reviewed by the external audit team from
controls. the NSW Audit Office
Attachments

Bayside Strategic Risks Register 10-08-18 1
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Bayside council

Risk
Number

Description

Consequences.

Risk
Category

Likelinosd

Impact

Inherent
Risk

Rating

Treatments.
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Risk Owner

Mitigation Assigned
[

Likelihood

(Post
Mitigation)
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Mitigation) Risk Raling

Residual
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 penaltes o fines to Council [Woll Greck Catchment Program
enoer of
* ook River Aliance
* Georges Fiver Allance
Sy o Gl G
EN_17.54 Stategic | Possbie Major Possiie Low Medium Protection of Green & Golden
. ° o e ey oo tsting s ANSTO esench
[Foresnare erosion wor
lass2018 DCF
Programs continue to be managed.
[ecent representations on foreshare erosion have been mace to the Winistor
Estabiishment of Inaugural Baysice Water NManagement Stategy under way
Failure to manage Assets sustainably for | Inadequate Inirastuciure for [ Undertake Avait of Community [Breciorcrytfe  [Becutve [BTTEE0T8 [ Progress [5T/172076 AIGCL Cammunily Faciles and Servioes Review Projec] Business Gase ong 1o
[ine future requirements of the community [commanity needs; buiaings and structures; lirector ity E ocutive n February 2018
- Inadequate budget to sustainadly I Implement Al on Tecnnology One ~ Performance
maimain infastructure: system sp
aments for communily - Realisto bidget asssssmant and bids [Tha Asset Management Commitize and sub commitieas il becoma operatianal from Fabruary
ecoments [2018 with the abjactive to rapicly mprove gavemance. decision making, planning, fnanial
EN_17_11 reqt B sAM Possbie Major Uniikely Minar Medium [management, workiiows, reparting and clarity of roles and responsbiliies in relation to strategic and
Inadequate identiication of assel  Very large budgetary allocations for Ioperaona ssse. management by Counet
noldings and condition requirements [asset renewals will be required in [Comment - eay 2018
addition to treatment mechanisms impiementation of controls under way and manitored finked fo EN_17_42. Noted for in-leptn fallowr-
above Jup next quarter.
Recidual riing unchanged.
[Cusicmer Service Performance may @il | The cemmunily may 18ceive oot [*Ceadersnp periormance agreement rager Customer [B008018  [nProgiess [Svaegic for one 7 = Experancs
o meet communiy expactatens laually service ouicomes compared to I Review Compliance lexperence yea then review
lexpectations | Gouncil Gommunicaton Stiategy for iansferto  [Cust perience Praject has in budget and s expecied fo un
 Counail may sulfer reputational - Develop Gustomer Servica Strategy laperational for aporoximately 1 year' duration from the date of appolniment of the New Mianager Cusiomer
lamage | e meatngs E xacrience who wil ead the project
EN_17.58 - eroouetity may desiine senice | Ukey | woserme TN StT eSS Unikely | Moderate | Medium
N enmiie 4 ooy decing [ onvionng ennancemens [RESIDUAL RISK AEDUCED FAGM MEDIUM
| Counai may suffer adverse meda T IGE sl g i o sies Cass o s st of e vrah
[attention Joreject whicn it bu put incividually ta the Executiva in the coming mant
inabiy ta efective’y manage and " Counoi Toses iniuence and Gontiol I Greale harmonised /niow LEP 1 DOP _[Drecior Gy Tatures [Drecice Gy Fuures [ATTER0TS [ Progiess (3722078 DGR
|control urban development and growih in faver development and growt within LGA| for LGA Business case biing submited to Executive for Gazetlod LEP t be finaised by 122018
fine LGa loss of Industrial land leading to
[enduring 1053 of employment within I Represent Councils position witn la:572018 DCF:
EN_17.12 | inappropriate encroachments of Stategc | Possble | Mogerale iState Planning Agencies Uniikely Low Medium - nougurnl Bayeice -
high dens ty urban development on
[dangerous goods corridor through I Consult on Community Sirategic Plan
LGA with Siate Pianning Agencies
I Aignment of District Plans with Council
[Couni may be bound in the short-erm |~ Gpporturiity Gost of losses mcured in [~ Bevelop, document and implement _[Wanagerport_[oirecior Ciy [F062071 [ Progress iz el STuTtend Contrac! & continus The services Wil SACL and e
hio urpravitable non-core airport business [real terms of servioss foregane |Aitport business uni risk management  [Business unie lpresentation g ot of e A1 Businase Unit which il b fnalsac on 30 Soplamber 2018
unit Imeact on cperational prioriies if ot lang governance policies and procedures
EN 17 14 lproperly axted Possbie | Moserats I Develop Airport business unit exit Rare Low Residual miing changed to low
117 [strategy
" Improve budgetary and reserve
lprovisions
[Pest Sulls I ‘ofroad assets; [Represent Councrs inerests wilh State v AooeE0s [ Progrose
[significant ncrease in affc volumes | vaffic cangestion; lgovernmen: and ather siakenolders ngoing review
[within Bayside. " impact on 10w £oAES and 18SEENAl | Saese | Possbie erate
EN17.30 lamenity Stategc | Possble | Hoderal Possble Low i o s o Sycines ety Coparation o A1
[Adverse o unpiannied impadis o rfrasTUGlTe Unabie o cope [~ monanng of cenys 0aia and G [Dredr Ciy FUrer [/ansger STRteg fpaar [ Progiose g
[populatian growtn within the LGA | Counci services inadequate Ipopulation tends |ongoing linked to development of Communiy Stategic Fran. Community Servicos Plan, S84 Flan
. poor customer servics levels I maimain cioss links to relevant extarnal ngoing [eviow. and deveropment of new LEP for LGA sch for complaton i Dec 2019 then i NSW Go.
" Gounci suffers reputational damage jencies o i 0 b et Aot R N N e
EN_17_a8 " poor staff marale Stategic | Possble | Noderate | maintain flexible workforce and Possbie | fnor | Medum tcovs al o be fnked 0 Asset Management Siraiegy so that projects can be assessed s
po N roeture Jorioritsed based upon carmmunity needs and projected growt
[Comment - sy 2016
pintaining centinuous acvosacy and loboying on benall of Caunci
Printed 13/06/2018 143 PM
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Bayside council suratsgicRisk Regisier at10 Aug 2018

Inharent Likelihood
Likelinood  Impact Risk Treatments. Risk Owner

Rating Mitigation)

Impact (Post _Residual
Mitigation) Risk Rating

Risk Risk
Deseription onsequences
Number vl G Gategory

Mitigation Assigned Comments.
o

[Change fatigue " loss of productivity " negration of Baysice busness systems  [Manager Peopleand  [Wensger Peopleand g0y in Propress. [GAM MPGG 070272018
- low stal morale | Communicate zbout emironment of Jorganisaionsl culure _[organisational Cultre |Giosure recommendect and transfer to Operatianal R Register
- lack of prograss with embedding new loantiuous change as the new norm
lorganisation suiture and vaiues. I Communicate 1 staft about changes EXEC 13/02:2018 rosolved 1 retain this i in the Stratagic Fisk Register for the present ime
* lack of progress with embedding new [aoout “l’"‘m“’ a"“;““";:”a"‘w“’g"“‘”""
lsyatons, processcs, cusiomer servoe Jacross the organisation to renforca trat e way 2018
ool lchange ' the now norm reaith and . information and )
o | Ensuro change communications and mativation and morale of sttt acrass the organisalion. A weliness 100m has beon opaned at the
ilure (o fully Integrate workiorce Joansutation wih staf  carrod out & rockcine Auminiaton icing
" whare change faiigue Is highly evident, | o oL - cossoie | manor n
it means change is baing managed in & tedur ‘ouresks’of e [Manager People & Organisational Culture August 2016:
linear, transaiional siyle that generally lchang fatique andior resistance Healih & Weiiness Expo wilbe held or siaff aver 2 days n Octobier 2018
ignores the emotional impact change fas, | Ensure cange management focuses upon
Jan the culture, systems and people lpositve transitional organisatonal. systerms, Joouncilis aso raling aut s new Health & Salety Managemant system which inchudes process and
Iwithin the workpiace. Peopie then persanal goals for st Joroceciures arbund menaging healh in the workolace - for example, raining managers and staif an
luacome disillusicned, uninspirad and Joru an alcanal misuse and the worrplace | persanal consequences and warming signs, ais
[ esistant 1o Ghanga rather than lehange ' a process to be embraced nstead Jevaiatie for trectmen and recovery and qudance twards seeking freakment. Traring inthe new
lembracing Ghange as.a normal part of ot endurce Jovstem is Rapening in August ana Sestembsr 2016,
|ine workplace.
T securiy threais may not b Loss o business sysiens vector iy ranager it g review|in Progiose [ 7k 2 baon Teluged o o Gparalonal Fak for EXeculvg and RAC moniarng, raiowing
[adequately managed Loss of data lerformance Jive My 2018 RAC mosting
Broach of privacy " ™ polcy tramawork, and ML sramaruork
Poputational damage jascption; Is which
rosecution = azeeogyiate uning,reseurcing and eapaciey to - L Framework adopted
|Cyber attack / Ransom aiver; | appropriate funcing. resourcing and capacity to deliver
= st trai g it reguta 3ed party reviaus | Disaster Rocovery testin
i d o teser |- Ghanges to intrasiructure nccur thieugh Ghange Advisary Baasd wih vendar supoort
- Partnering with incustry leacing security |- Partnering with incustry leading securty vendors and conducting regular reviews and sudts
s and condlucting reguiar reviews |- Strong Corporate Goverance through INT Stearing Gommitae, reguiar project status and bucigel
EN_18_01 et Rae | Exteme o> oG g e Rae | Moderate | Medium [ <paning
| changes o mfrasructus saaur througn - Sttt raining with reguiar 3ra pany reviews
lchange Achisory Soard with vander suppert; - Compiets anc ciear assignment of accouniabilly in T st stueture.
I srong corparate Govemance througn INT
ot corumites,rodar ol s and [Controls which are being established and are 10 be implemented:
- 17 Paicy tramewark cratted. awaitng formal approval)
lbucger reportng:
oot and sear assgmantof J» 7 Securty Policy (crattec. awaiting ormal appravall.
cczuntatiin i IMT st seructure;
[Gounci may fai 1o flly ard efiecively | "SGnficant reputatonal damage: [ Project Contral Group (PGG) lGrector oy [Warager Gaverrance TR0 [ Progiess eauar ropoing Ak and 7037555 Wil TS
mplement the recommendations of the  [*Distracion from operational matters and estabished pestormance nd Rk matter which i alsn providedi o the OLG & IGAG in 26dton ta r2gU/aI 12p07ting to the Mister for
[CAC and the NSW Audit Office arising  [sorvice delivery - Cloar Projact Plan o addross Issues Local Government.
EN 18 02 [om Projact Ricco and the auditof the. |“Reputational damage Sovemance| Unikaly | Extrome - imploment communicatians strategy fan | Moderas || Medmm )
T [frmer City of Botany Bay generally and |"Ecanomic osses. " " Eftective liaison with OLG and IGAC Re;v-wal o:gwl;aﬁsvx ;esﬂwg;r\(ww of Project Ricochet and that work is reviewed by the extemal
fwith paricular reference to raud and  |"los of stalf morale " Reguiar reports to Exsoutive, Audit [Fudt team fom the et Offee
[oorrupiion prevention and detection [Commitiee and Council
ez
Printed 13/08/2018 1:13PM TOP SEVENTEEN (17) STRATEGIC RISKS LSTING pagascts
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Bayside Council

Serving Our Community

Risk & Audit Committee 23/08/2018
Iltem No 5.4

Subject Operational Risk Register Review

Report by John Hughes, Coordinator Risk Management

File F13/418

Summary

Council has acquired the Enterprise Risk Management System (ERMS) module as part of
the PULSE system offering. This module integrates with the Corporate Planning and
Reporting module which is to also be used by Council as part of meeting our Integrated
Planning and Reporting (IP&R) requirements.

This report provides an update on the development of the draft Operational Risk and
Controls Registers prepared based on work carried forward from the former Rockdale City
Council and further work done post-merger.

The report will also provide a summary of the remaining work to be carried out to commission
the ERMS.

Officer Recommendation

That the report be received and noted.

Background

Key steps remaining to be completed from the 2017-2018 Risk Management Work Program
include:

o The completion of Risk Analysis for key business services.
o Completion of risk action plans for key business services.
o Implementation of an ERMS and regular risk reporting for key business services.

A preparatory step for the above processes was to establish a Baseline Draft Operational
Risk Register for Key Business Services. It was specified in the work program that this
was to be achieved by updating the former Rockdale Risk Register by documenting any risks
identified during the Business Continuity Plan (BCP) Crisis Management process
workaround reviews. In addition, risks have been inserted into the Operational Risks
Register from the Strategic Risks Register review process.

A baseline Draft Operational Risk Register has been prepared which is to be reviewed in
accordance with the attached workplan. This establishes a base for forming new business
partnerships between the Risk Management team and the Key Business Service Units of
Council as we roll out the PULSE ERMS.

Item 5.4 17
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The workplan for 2018/2019 divides this project into two main stages:

1 Implement Enterprise Risk Management Policy, Strategies, Procedures and Reporting at Key
Business Unit level.

2 Facilitate continuing Risk Analysis for all Key Business Services, implementation of relevant
Risk Action Plans and quarterly reporting of Operational Risk Register to Executive and Risk &
Audit Committees in accordance with Risk Management Strategy & Policy.

These steps are further detailed in the attached workplan extract.
The Coordinator Risk Management will provide an overview presentation to the Committee of

the Risks and Controls in the Draft Operational Risk Register at the meeting. Samples from
the draft register are attached to this report.

Attachments

1 Risk Workplan extract
2 Operational Risk Register Sample
3 CONTROLS SAMPLE - DRAFT OPERATIONAL RISK REGISTER 44 8

Item 5.4 18
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Project / Activities / Tasks

Deliverable /

By When

Progress

1 Implement Enterprise Risk Management Policy, Strategies,
Procedures and Reporting at Key Business Unit level

Qutcome
Implement PULSE
ERMS

Procedures
documented

Training delivered

Operational Risk
Assessments
Documented and
Reported all Key
Business Units

Facilitated quarterly
autonomous
Operational Risk
Reporting continuously
delivered Key Business
Units

In conjunction with
Manager Governance &
Risk, provide timely
exception reporting,
advice on corrective
actions & assistance
where practicable to
Key Business Units
regarding their
responsibilities as
above

31/12/18

31/12/18

31/12/18

31/12/18

30/06/19

Each R&AC
meeting

IH, RCOs

JH, RCOs

IH, RCOs, MGRs

JH, RCOs, MGRs

IH, RCOs, MGRs

JH, FS, RCOs,
MGRs
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Project / Activities / Tasks

Deliverable /

By When

Progress

2 Facilitate continuing Risk Analysis for all Key Business Services,
implementation of relevant Risk Action Plans and quarterly
reporting of Operational Risk Register to Executive and Risk &
Audit Committees in accordance with Risk Management
Strategy & Policy

Qutcome

® Conduct Primary
Review and Risk
Assessment of Baseline
Draft Operational Risk
Register for Key
Business Services with
Managers and Load
into PULSE

Review Corporate Plan
Items and Conduct Risk
Assessment thereof,
cross referencing to
Risks already in PULSE
or Create New Risks

Facilitate conduct of
Operational Risk
Analysis, Assessment,
Treatment and
Reporting on quarterly
basis by Key Business
Service units

In conjunction with
Manager Governance &
Risk, provide timely
exception reporting,
advice on corrective
actions & assistance
where practicable to
Key Business Units
regarding their
responsibilities as
above

31/12/18

31/12/18

31/12/18
30/06/19

31/12/18
30/06/19

JH, RCOs, MGRs

JH, RCOs, MGRs

JH, RCOs, MGRs

JH, FS, RCOs,
MGRs
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431 Operational

428 Operational

425 Operational

428 Operations|

433 oparationz|

432 Operations|

BULSE Dt Conversion Worksnest
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AskCatagary

Legal & Regulatory

Legal & neguiatory

Emergent

Legal & Regulatory.

©perational sarvics Dalivery.

Lega! & Reguiatory

Date Entered ok Daseription
[

26/03/2018 Fail to report financal results and financial
position in a timely and accurate manner to
management and ceuncl menthly)

Abridged view

sk Detaie Goures

Fail to report financil results and financial
position in a timely and accurate manner to
management and Couneil {monthly]

26/03/2015 There may
trangactions of formar B staffor offcials.

26/03/2018 Lack of & Business Continuity Plen and Crisis

7
transactions of

rmar CBB 31l or officials

Lack of a Business Continuity Plan and Crisis

for

26/03/2018 New instances of major fraud o corruption

26/03/2018 Lazk of 2n integratad £RMS, and 2 poar rizk
management culture within Council

26/03/2018 The organisation may lack the required Business

for

New instances of major fraud or corruption

Lack of an integrated €AW, and 2 goer risk
management culture within council

The organisation may lack the required Business

Pracess and

appropriate professianal
goed governance

aporopriate profassional
good governance

Genisquences Losation

* pocr financial stenardship and  Enterprise
budgstary control

* increased exposure to fraud ang

corrupt

* increased exposure to waste and
inefficency;

* gk of transparaney ane

accountability;

Likely Minor

* financial liabilty or further legal / Enterprise  Possibie Moderate
foransic ascounting /
other expenses;
* reputationl damags from
adverse publicity;
* gistraction of management and
staff from core functions of
Councilin investigation and
raselution of fraveulant
transactions.

* confusion and pocr response
should an emergancy occur;

* failure to deliver expected
service levels in the event of 3
crsis o7 major adverse event;
significant financial Iosses on
Insurance decuctisles;

* significant reputatianal damags.

Enterprise  Unikely Extreme.

* financial lizbilty or further legal / Enterprise  Uniikely Major
forensic accounting /
other expensas;
* reputational damage from
adverse publicity,
* distraction of management and
S1aff from core functions of
ouncil n investigation 2nd
rasclution of fraudulent
transactions.

* poar sk cukture within Councll;, Enterprise  unilkely Madarate
* potential poor operatianal and
stratsgic decisions impacting

on Council's raputation

* poor stewardship and budgetary Entersrise  Likely winer

contral;

* increased exposure to fraud ané

corruptien;

* increased exposure to waste and

Inefficiency;

* lack of transparancy and

accountability;

* moar guidance avaiiable for

training and performance.
measurement purposss

* implement monthly
financia| eporting

* improve internal
<ommunication on finansial
management information
requirements

* impremant process
mapging and improvement
project which includes
implementation of ICAC and
NSw Audit Office
racommendations, improved
governance and internel
cantrols;

* Conguet intarnal ausits ane
health checks

* Bevalop appropriate
communication strategy

* Develop and implement
risis Management plan &

nalise migration of IT
enviranment and DRP to
tate Goverment Data
contre

* Extract Exscutive
cammitmant as Corpor
priority

* Ragular raports to
Executive on progress +
resource adjustmants

* continue te align with Gov.
£ Disaster Aecovery
arotacals and devele local
ORP around current
‘communications solutions in
place for new integrated
systems platforms hosted on
Gow.oc

* Implement IGAC 2nd KsW
Audit office

racommen dations within
business prosess and contrals
project for high risk business.
processes;

* Impraved gavemancs ang
internal controls

internal audits and health
chacks
* Maintain Internal Asporting
policy

* implemant Fravd &
arruption Preventian Palicy
& Strategy

* communication & Training

acquire and imglzment
enterprise kisk Management
sysiem

* Implemant (cAC and NsW
Audit office
recommendatians within
business proess and controls
project for high risk business
processes;

* Improvad govarnance ane
internal cantrals

nal audits and health
chacks

Gratt Gparational Risk Register
Bk O ResdualUikeibond Resdunl Consequence
Manager Finance unliely Low
Manager Governance & uniikaly Low
Risk
Manager Governance & Unlikely Low
Risk
Manager Governance & Unlikely Low
Risk
Manager Governance & Rare Low
Risk
Manager Govarnance & uniikely Low
Pagerors
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427 Operationa|

426 Operationa|

434 Operational

435 Operational

428 Operations|

423 operations|

430 Operations|

BULSE Dt Conversion Worksnest
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AskCatagary Date Entered ok Daseription
[

Operatianal service Delivery.

26/03/2018 The crganisation may not have the ability te

Abridged view

sk Detaie Goures

The organisation may not have the ability to

i raft)
recemmendations of tne CAC and the NSW Audit

Office in & competent and timely manner

Information Systems & Security 26/03/2018 Securty breach - physical and IT

ncil may suffer a major security breach by
way of physical ntrusion into sa<ured Counsil

Premises orintrusion into s secure T
environment and data storage facilties

Operatianal Service Delivery. 26/03/2018 Fraud Prevention (supslied)

Councillacks 3 claarty articulated ane understood

Fraud Prevention Plan (sdded)

Legal & Regulatory. 26/03/2018 Reporting and

o (draft)
recemmandations of the ICAC and the NSw Audit
ffice in & competent and timely mannr

Security breach - physicel and 1T
* Council may suffer a major security breach by
way of physizal ntrusion into secured Council
Premises ar intrusion into ' secure 1T
anvironmentand data storage facilties

Fraud Prevention (supslied)

councillacks a clearfy articulated ang undarstood
Fraud Pravention Plan (added)

descalating system

Financial
predicted ] expeces

Human Resources
delivers strong governance practicas

Lega! & Reguiatory
andprecedures

26/03/201 Failure to recover losses from frauds to the extent

Failure to recover [osses from frauds to the extent
predicted / expecte

26/03/2015 Failure to maintain a strong leadership team which fallure to maintain a strong leadarship team which

delivers strong governance practices.

26/03/2018 Failure to ashere te Council's procurement policies Failure to achare to councl's procurement palicies

and procedures

Genisquences Losation

* loss of credbility of Enterprise  Ukely Hoderate
management;
* significant reputational damags;
* significant exposure to fravd and
corruption;
+ govarmment may piace Counci
under further pericd of
administration
* confusion and pocr response  Enterprise  Unikely Hajor
<hould 2n emergancy occur;
© fallura to dalar erpacted
service levels in the event of a
crbsis or major adverse avent;
+ significant financiallosses on
Insurance decuctisles;
* significant reputational demage.
* reputationa| damage and adverse Enterprise  Unikely Minor
publcity
* raferance to external agencies for
imvestigatian
* aconomic lass
* disruption to efficien: operations
* matters of importance may not  Enterprise  Possible Hinor
be detected and reported na
timely manner
* Gouncil may incur further wasted Entersrise  Likely Modarate
legal and recovery costs;
* councilwillsuffer further
raputational damage;
* Councilwill incur oppartuniey loss
1o the extant of the funds nat
recovered;
*Thara may ba an incer
perception that fraudsters are
allowed to "get away with "
¢ Lossofcorporate diraction,  Enterprise  unikely sinor
purpose or mementum;
* Lass of strang athical foundations
1o gaod corperate
governance:
* Lask of centinuity, changa in
direction and focus;
* Not reaching strategic goals and
objectives;
* Learning eurve for new indivisual,
delay in achieving key
objactives;
* Failure te deliver community
prajecss;
* inefficient allocation of
* Loss of cradibilty with
community.
* aghocpurchasing practices  Enterprise  Passible Moderate

acrass the organisation;
* adverse intarnal and external
audi fincings;

* increased exposure to fraugulent
transactions;

+ failure to obeain best valus for
the arganisation.

Bk O Residial Likeibosd

* Implement ICAC NG NSW  Manager Governance & Unlikely
auditoffice Risk

racommen dations within

business prosess and controls

project for high risk business.

processes;

* Improved govemnance and
nal controls

internal audits ang heafth

chacks

* set up Project Control

Group

* engage appropriate

Expertise

* Developand implement  Manager Governance & Unlikely
Crisis Management Plan & Riskc

int

* finalise migration of IT
enviranment and BRP to
state Govemment Data

* Review all ICT security

policies
* Review Gov, DC Security

protacals

* Develop and implement  Manager Governance & Unlikely
Fraud ang carruption Risk

provantion policy and

Strategy

* implement improved Manager Governance & Unlikely

mansgement reporting s
system

* communication strategy  Manager Governance & Likely
* Reportnghegularlyto R

councilors

* Massaging to Community
and Coundillors

+ Best legal aduica possible
abtaine

+ Ratarralto appropriate
external sgency to pursue
actioni e. N Crime
commission

* adopt Organisation Managerpeople & mare
suucture; Organisational Culture

* Executive Recruit Executive

positions;

* appoin: mansgement

posttions;

* Apagint remaining

leadership positions

* Reguiar performance

reparting to ceuncil

¢ Implemant ICAC NG NSW  Manzger Procurament Rare
Audit office

recommendatians within

business proess and controls

project for high risk business

processes;

* Improvad govarnance ane
internal cantrals

nal audits and health
chacks

* improved menitering and
reporting

Gralt aperational Risk Reg

Besdul Consaquence

Low

Low

Low

Woderate

star

Pagezors
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Bayside council

Risk ummber sk Classication AskCatagary Data Entered ok Daseri
.

435 Operationa| Legal & Regulatory 26/03/2018 Chidren

= Council may fal to cantinue to deliver quaiity
chitdcare services to community

= Council may fail to ensure the safety of children

within iz care

* council may fal to mat al legisiative

requirements.

BULSE Dt Conversion Worksnest

Item 5.4 — Attachment 2

abridged view

sk Detaie Goures

children

* council may fai to centinue to deliver quality
chikdcare services to community

* cauncil may fai to ensure the safety of children
within fcs care
* cauncil may
requirements

to meat 3l lagisiative.

Genisquences Losation Ieherent Ukatneat Inherent Carseguence.
* reputationa| damage and adverse Enterprise  Possible Hiner

publicity

* reference to external agencies for

investigation

* disruption to efficien: operations

Wiigaton Strategy

* Proper steff clearances
obtained
* Audit chacks concucted
reglarly

Graft perational Risk Regist

Bk O ResdualUikeibond Resdunl Consequence

Manager Recreation &  Unlikely Low
communtty services

Pagezors
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Risk Number Risk Description

Financial transactions may be sublect to errar,
2 theft or fraud

Finandial transactions may be subject to errar,

2 theft or fraud

Finandial transactions may be subject te error,
2 theft or fraud

Financial transactions may be subject to error,
2 theft or fraud

Financial transactions may be subject to errar,
2 theftor fraud

Financial transactions may be subject to errar,
2 theft or fraud

4 Payroll nat processed on time
2 Payroll not processed on time
5 Unplanned loss of key staff
Statutory financial requirements may not be
6 adequ
Reconciliations not completed properly orin a
8 timely manner

tely delivered

Reconciliations not completed properly ot in a
8 timely manner

Reconciliations not completed pre
8 timely manner

yorina

Reconciliations not completed p:
8 timely manner

Recanciliations not completed p:
8 timely manner

9 Non-compliant Investments

9 Non-compliant Investments

10 Non-compliant Loan Funds

21 Transactions account allocations may be inaccurate

21 Transactions account allocations may be inaccurate

21 Transactions account allocations may be i

te

22 Routine Financial reporting may be inadequate
Section 94 Income may recorded or expended
27 cor
Grant application and acquittal pr
160 ineffective
Grant application and acquittal processes
160 ineffective
218 Cost shifting by ather le

of government

218 Cost shifting by other le

government
Special Rates Variation (SRV) Revenue may
374 recorded or expended correctly

PULSE Data Conversion Worksheet
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CONTROLS LISTING

Control Name Control Description

Code of conduct Codes of conduct

Delegations Register Delegations
external Audits External audits
Internal Audits Internal audit cantrols
Policies and procedures Policies and procedures
System security controls. System security controls

Backup Payroll Procedures Instruct bank ta pay same as previous period

System support System support

palicies Policies, procedures

Procedures Policies, pracedures

Financial Reconciliation of Subsidiary Systems to

General Ledger Reconciliation of Debtor's Ledger to General Ledger
Financial Reconciliation of Subsidiary Systems to Recon: on of Pathway Debtors and General
General Ledger Ledger

Financial Reconciliation of Subsidiary Systems to Recon: ion of Pathway Rates Ledger and the
General Ledger General Ledger

Financial Reconciliation of Subsidiary Systems to Reconciliation of the Rates Ledger to the General
General Ledger Ledger

Financial Reconciliation of Subsidiary Systems to
General Ledger Reconciliation of Waste Register to Pathway
nvestment rollover procedures Roll over Council Investments:
nvestments Palicy Investment Of Council's Funds Policy

Loan Funds Policy Loan Funds Policy

Financial Analysis and formal recording/archiving of
Routine financial reparting and analysis by Managers Managers Budget Performance actions

Monthly Financial Variance Reporting Preparation of Monthly Financial Variance Reports

Recognition and Use of Budgetary Surpluses Policy  Recognition and Use of Budgetary Surpluses Policy

Quarterly Financial Reporting Quarterly Reporting

Accounting for Section 94 income Accounting for Section 94 income
Lobbying and submissions via SSROC and other Lobbying and submissions via SSROC and other
forums forums

Lobbying of relevant Ministers
Cash reserve policy
Regular rate increase submissions

Lobbying of relevant Ministers
cash reserve policy
Regular rate increase submissions

SRV Projects SRV Projects monitored and managed

26/07/2018 4:40 PM

Causes

Control Qwner

Manager Finance

Manager Finance

Manager Financ

Manager Finance

Manager Finance

Manager Finance

Manager Finance
Manager Finance

Manager Finance

Manager Finance

Manager Finar

Manager Finan

Manager Finance

Manager Finance

Manager Finance

Manager Finang

Manager Finance

Manager Finance

Manager Finance

Manager Finance

Manager Finance

Manager Finance

Manager Finance

Manager Finance

Manager Finance

Control Status

Operational Risk Register

B/F Ref Logic_1  Risk Number

R0002
RO002
R0002
R0O002
RO002
R0002

RO004
R0004
R0O005

RO006
RO008
RO008
RO008
R0O008

R0O008
RO009
RO009
RO010

RO021
RO021
RO021
R0022
RO027
RO165

RO165
R0223
R0223

R0O381

FALSE 2
FALSE 2
FALSE 2
FALSE 2
FALSE 2
FALSE 2
FALSE 4
FALSE 4
FALSE 5
FALSE 6
FALSE 8
FALSE 8
FALSE 8
FALSE 8
FALSE 8
FALSE 9
FALSE 9
FALSE 10
FALSE 21
FALSE 21
FALSE 21
FALSE 2
FALSE 27
FALSE 160
FALSE 160
FALSE 218
FALSE 218
FALSE 374
Pagelof1
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Iltem No 5.5

Subject Business Continuity Management Policy

Report by John Hughes, Coordinator Risk Management

File F13/418

Duration 15 minutes

Summary

The revised Risk Management Work Program 2017-2018 includes harmonisation of
Business Continuity Plans.

Development and adoption of the Business Continuity Management Policy establishes the
policy baseline for delivery and ongoing maintenance of this requirement.

The Business Continuity Management Policy was endorsed by the Executive Committee at
its meeting held on 7 June 2018 and is now presented to the Risk & Audit Committee for
consideration and endorsement.

The Business Continuity Plan (BCP) for the Bayside Administration Centre precinct is in an
advanced stage of development and is the subject of a separate report to the Risk & Audit
Committee.

Officer Recommendation
1 That the report be received and noted.

2 That the attached Business Continuity Management Policy be adopted.

Background

Council recognises that a significant threat exists to its ability to continue normal business
operations following a major disruption. Council has a high level of dependency upon its
people, systems and processes and this creates risks, which need to be managed.

Business Continuity Management is a structured approach to identifying disruption-related
risks and building capability to respond to a disruption to Council, in order to ensure
continued delivery of key business services and achievement of critical business objectives.
It is an important part of Council’s overall risk management framework.

The purpose of the Business Continuity Management Policy (the Policy) is to provide an
overview of the approach to business continuity management and establish appropriate
responsibilities. The policy outlines Council’s commitment to and objectives around
managing disruption-related risks that may impact on Council’s ability to deliver services and
achieve objectives.

Item 5.5 25
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The Policy provides a framework to mitigate the potential consequences of a major disruption
by putting in place an effective Business Continuity Management Program to ensure that
Council can continue to deliver a level of service to stakeholders in the event of a disruption.

The BCP for the Bayside Administration precinct is in an advanced stage of development
and planned workshops with the Executive Committee will determine the critical functions
and response times for inclusion in the BCP.

The BCP for the Bayside Administration precinct will be provided in a separate report.

Financial Implications

Not applicable
Included in existing approved budget
Additional funds required

OOK

Community Engagement

Not Applicable

Procurement

Not applicable
Applicable — procurement method

O X

Attachments

Business Continuity Management Policy 4
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1 Introduction

1.1 Background

Council recognises that a significant threat exists to its ability to continue normal
business operations following a major disruption. Council has a high level of
dependency upon its people, systems and processes and this creates risks, which
need to be managed.

Business Continuity Management is a structured approach to identifying disruption-
related risks and building capability to respond to a disruption to Council, in order o
ensure continued delivery of key business services and achievement of critical
business objectives. It is an important part of Council’s overall risk management
framework.

The purpose of the Business Continuity Management Policy (the Policy) is to provide
an overview of the approach to business continuity management and establish
appropriate responsibilities. The policy outlines Council's commitment to and
objectives around managing disruption-related risks that may impact on Council's
ability to deliver services and achieve objectives.

The Policy provides a framework to mitigate the potential consequences of a major
disruption by putting in place an effective Business Continuity Management
Program to ensure that Council can continue to deliver a level of service to
stakeholders in the event of a disruption.

1.2 Definitions
The definitions of certain terms are:

Awareness

To create understanding of basic BCM issues and limitations. This will enable staff to
recognise threats and respond accordingly. Examples of creating such awareness
include distribution of posters and flyers targeted at company-wide audience or
conducting specific business continuity briefings for executive management of the
organisation. Awareness is less formal than training and is generally targeted at all
staff in the organisation.

Business Continuity
The capability of Council to continue delivery of services at an acceptable level
following a disruption.

Business Continuity Management (BCM)

A holistic management process that identifies disruption-related risks to Council and
the impacts to operations that those risks — if realised — might cause, and which
provides a framework for building the capability for an effective response that
safeguards the interests of its key stakeholders and reputation.

Business Continuity Management Program

Ongoing management and governance process supported by top management and
appropriately resourced to ensure that the necessary steps are taken to identify the
impact of potential losses, maintain viable recovery strategies and plans, and ensure
continuity of services through training, exercising, maintenance and review.

Business Continuity Management Palicy 4
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Crisis Management Team (CMT)

A group of individuals responsible for implementing a comprehensive plan for
responding to a disruption. The team consists of a core group of decision-makers
trained and prepared to respond to any situation.

Critical Business Function

Functions that may, if disrupted, have a material or High rated impact within 30 days.
A disruption may result in serious legal, financial, regulatory, reputational, or other
material consequences and Council will lose the capability to effectively achieve its
critical objectives.

Disruption

An event that interrupts normal business functions, operations, or processes, whether
anticipated (e.g. cyclone, industrial dispute, political unrest) or unanticipated (e.g. a
blackout, terror attack, technology failure or earthquake).

Disruption-related risk
Risk arising from the possibility of disruption events. E.g. Loss of premises as a result
of a fire. A disruption-related risk is also classified as an operational risk.

Emergency

An event, actual or imminent, which endangers or threatens to endanger life, property
or the environment, and which requires a significant and coordinated response.
Response to an emergency is provided by first responders and emergency services.

Exercise

A process to assess, practice, and improve capability to respond to a disruption. There
are many different types and variations of exercises including walk-through,
simulation, functional, performance and full site. A Test is a type of exercise, which
incorporates an expectation of a pass or fail element within the goal or objectives of
the exercise being planned.

Maximum Tolerable Period of Disruption (MTPD)

The time it would take for an adverse impact, which might arise as a result of not
providing a service or performing an activity, to become unacceptable. The MTPD is
determined based on consideration of a disruption occurring at the worst possible time
and the subsequent time taken for a High rated impact to result. If the MTPD is within
30 business days then the function is deemed critical and further analysis must be
conducted, recovery objectives determined and recovery strategy developed.

Recovery Objectives

Pre-defined goals for recovering Critical Business Functions to a specified level of
service (Recovery Level Objective) within a defined period (Recovery Time
Objective) following a disruption.

Recovery Level Objective
Minimum level of services that is acceptable to Council to achieve its objectives during
a disruption.

Recovery Point Objective (RPO)
Paint to which information used by an activity must be restored to enable the activity

to operate upon recovery. Also known as maximum data loss. The RPO is used to
determine the appropriate back up strategy.

Business Continuity Management Palicy 5
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Recovery Time Objective (RTO)

The target time for recovery of a Critical Business Function to an acceptable level
(Recovery Level Objective) following its disruption. The RTO must be less than the
time it would take for the adverse impacts that would arise as a result of not providing
a service or performing an activity to become unacceptable (MTPD). The difference in
time between the MTPD and RTO reflects the risk appetite of the Council and the
amount of desired buffer to cater for assessment, decision-making and unknown
complications in implementing recovery strategies.

Training

Training is more formal than awareness. It aims to build knowledge and skills to
enhance competency in job performance. Whereas awareness is generally targeted
at all staff, training is directed at staff with specific functions and responsibilities.

1.3 Policy statement

Council is committed to ensuring the safety of people and continuity of its critical
business functions during periods of major disruption. Council recognises that it needs
to minimise the impact of disruption and that this necessity to ensure a speedy
restoration of services requires a significant level of advance planning and preparation.

The Council and management are committed to maintaining an effective and efficient
BCM framework. This commitment will be demonstrated by:

e incorporating Business Continuity Management into Council’s risk management
framework;

e maintaining a Business Continuity Management Program (BCM Program) that
is appropriate to Council's business and environment;

e adopting a formal, structured Business Continuity Management approach
consistent with the principles of the Business Continuity Institute Good Practice
Guidelines;

e ensuring that plans to respond to disruption-related risk are kept up-to-date and
are subject to periodic review and testing;

e ensuring the Business Continuity Management Program is subject to periodic
reviews;

* involving staff and management as appropriate.

1.4 Scope

This policy applies to all staff and operations of Bayside Council. Management of
disruption-related risks should be considered in day-to-day business activities, all
projects and supplier arrangements.

2 Procedure

2.1 Business Impact Analysis

Council conducts Business Impact Analysis (BIA) in order to identify all critical
business functions, resources and infrastructure and assess the impact of a
disruption on these. The BIA takes into account:

Business Continuity Management Policy é
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(a) plausible disruption scenarios;

(b) the period of time for which Council could not operate without each of its critical
business functions (Maximum Tolerable Period of Disruption); and

(c) the extent to which a disruption to the critical business functions might have a
material impact on the interests of stakeholders.

(d) the financial, legal, regulatory and reputational impact of a disruption to Council's
critical business functions over varying periods of time

A key component of the BIA is an assessment of disruption-related risks and plausible
disruption scenarios. Council has identified the following plausible disruption scenarios
as being relevant to the ongoing provision of Council services:

* Loss of premises (permanent or temporary)
e Loss of key personnel
e Loss of IT systems and / or data

o Loss of other dependencies including key suppliers, utilities and office
equipment

An assessment of the risks arising from each of these scenarios has been undertaken
in accordance with the process outlined in Council's Risk Management Policy and Risk
Management Strategy. The risk assessment will be reviewed and updated on an
annual basis or following any material changes to business operations and / or risk
profile.

The BIA is designed to identify Critical Business Functions that may, if disrupted, result
in any of the following High rated impacts to Council within 30 days of a disruption
occurring:

e Financial loss >$1m (not property damage related)
¢ Serious medium-term effect on environment
e Serious public safety issue

e Significant reputational risk (negative political / media interest or impact on staff
morale)

* >6-month delay in achieving objectives

The period of time until the disruption of a business function results in a High impact
is the Maximum Tolerable Period of Disruption. For each Critical Business Function,
recovery strategies must be determined and documented in Business Continuity Plans
to ensure recovery within the target timeframe (Recovery Time Objective) to avoid a
High impact to Council.

A Recovery Point Objective is determined based on the acceptable amount of
rework and provided to the Information Technology function to implement an
appropriate the back-up strategy.

The BIA will be reviewed and updated on an annual basis or following any material
changes to business operations and/or key dependencies.

Business Continuity Management Palicy 7

Item 5.5 — Attachment 1 33



Risk & Audit Committee

23/08/2018

2.2 Business Continuity Planning

Council has developed the following framework of Business Continuity Plans which
contain procedures and information that will enable Council to respond to an
emergency, manage an initial business disruption (crisis management) and recover
Critical Business Functions. Each of the BCPs document:

(a) critical business functions;
(b) time targets for recovery of each critical business function (RTO);
(c) recovery strategies for each critical business function;
(d) infrastructure and resources required to implement the BCP;

(e) roles, responsibilities and autharities to act in relation to the BCP; and
(f) communication plans with staff and external stakeholders.

Planning responsibility for each Business Continuity Plan includes the securing of
appropriate financial resources within Council’s budgeting processes. It is intended
that all plans can operate independently or simultaneously during a business
disruption, depending upon the nature of the disruption and the impact it has upon

Council.
PLAN DESCRIPTION H.E SPONSIBILITY -
Planning Execution
Manager .
Eggggﬁgjg Y Site-specific procedures for the preservation of life, site evacuation People and giréeéx?:gﬁ:;
PROCEDURES and emergency services notification. QOrganisational All staff
Culture

Identifies how the Council Executive Leadership Team manages an ‘e
CRISIS et " : . " d Manager Crisis
MANAGEMENT organisation-based business disruption. It outlines the Ex_ecultlve Governance & Management
PLAN roles and responsibilities and the recovery from an organisational Ri

- isk Team

perspective.
gggg&g’;’\( Recovery procedures for Council's critical business functions / Business Unit Business Unit

services from a business disruption. Owner Owner
PLANS
ICT DISASTER A set of action-orientated plans and/or procedures used by IT Staff to Manager Manager,
RECOVERY recover applications, systems and infrastructure from an Information Information Information
PLAN Technology disruption. Technology Technology
BUSINESS A plan which identifies medium and long-term recovery strategies to Manager Business
RESUMPTION reinstate all business processes and return Council to its pre- Governance & Owners
PLAN disruption {or Business-a-Usual) state. Risk
BAYSIDE Council's response to a flu pandemic within the Bayside Local Manager Crisis
PANDEMIC Government Area. This plan is to be developed based on NSW People and Management
PLAN Department of Health and World Health Organisation (WHQ) Organisational Tegam

Pandemic procedures. Culture
BAYSIDE
LOCAL For Council-specific aspects of LEM Plan: Local (Bayside) Local
EMERGENCY Addresses Council's response to a variety of disasters within or Emergency Emergency
MANAGEMENT | impacting the Bayside region. This plan provides the mobilisation Management Management
PLAN (LEM protocol for all agencies and resources within the region. Committee Officer
Plan)
BOTANY BAY Details the arrangements for control and coordination of the State Local
PRECINCT response to an emergency or imminent emergency impacting on the Emergency Emergency
EMERGENCY Botany Bay Precinct. The plan should be read in conjunction with the Operations Operations
SUB-PLAN LEM Plan. Cantroller Controller

Business Continuity Management Policy 8
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2.3 Reviewing and Exercising

The BIA and BCPs will be reviewed annually, or following any material changes to
business operations, to ensure that the BCP continues to meet business continuity
management objectives. The Manager Governance & Risk is responsible for
facilitating and monitoring the timely review of BIAs and BCPs by plan owners and
providing a report to the Risk & Audit Committee.

BCPs will be exercised annually. The scope and nature of annual exercises will be
determined by the Manager Governance & Risk and agreed by the Director City
Performance. The results of each exercise will be presented to the Risk & Audit
Committee. If the exercise identifies any shortcomings the BCPs will be updated
accordingly.

2.4 Training and Awareness

Training will be provided to:

« all staff members involved in the BIA process to ensure conducted appropriately;
and

e members of the Crisis Management Team and other personnel with
responsibilities under Council’'s BCPs to ensure that they are familiar with their
roles and responsibilities.

This includes appropriate training for any new employees within a reasonable period
of their commencing employment.

All staff should be provided with a basic awareness of the BCM Program to:

e provide assurance that Council has plans in place to protect staff and recovery
services;

e provide support for active participation in the BCM Program including BIA and
BCP update and exercises; and

* ensure staff maintain up-to-date emergency contact details.

The Manager, Governance & Risk is responsible for arranging appropriate BCM
training in conjunction with the Coordinator Learning & Development.

3 Policy implementation

3.1 Policy responsibilities

The General Manager is ultimately responsible for Council’s Business Continuity
Management Program. Operational responsibility has been delegated to the Director
City Performance and the Manager Governance & Risk who assisls in facilitating
the BCM Program through the Coordinator Risk Management.

The Coordinator Risk Management is responsible for ensuring the Directors and
Managers are properly informed of their responsibilities under this policy for BCP Risk

Assessment, Testing, Reporting and other matters as directed by the Manager
Governance & Risk.

Business Continuity Management Policy 9
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Directors and Managers are responsible for ensuring that within their Directorate or
area of business operations:

* all disruption-related risks are identified;
e critical business functions are identified;
* recovery objectives are determined;

* recovery strategies are documented; and

e appropriate awareness and testing of the business continuity plans are
performed.

Each emergency plan owner is responsible for ensuring that their plan is periodically
tested and reviewed.

All staff are expected to maintain an awareness of their roles and responsibilities in
the event of a disruption and participate as required or directed.

The Internal Auditor, or an appropriate external expert, must periodically review
Business Continuity Management and provide assurance to the Risk & Audit
Gommittee that:

* the Business Continuity Management Program is in accordance with the Policy
and that Business Continuity Plans address the risks they are designed to
control; and

¢ testing procedures are adeguate and have been conducted satisfactorily.

3.2 Breaches

Sanctions for a breach of this policy will be determined in accordance with the
provisions applied under the Council's Code of Conduct. Staff members in breach of
this policy will be subject to disciplinary procedures as provided under the Local
Government (State) Award.

4 Document control

4.1 Review

This policy will be reviewed every four years or more frequently in the event of any
material changes in circumstances. This includes when there are changes to the Risk
Management Policy or Risk Management Strategy.

The General Manager and Manager Governance & Risk may approve nonsignificant
and/or minor editorial amendments to this document that do not change the policy
substance.

4.2 Related documents

¢ Risk Management Policy

¢ Risk Management Strategy

* Procurement Policy

e Occupational Health and Safety Policy

Business Continuity Management Palicy 10
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* Business Continuity Institute Good Practice Guidelines
e Circular to Councils 07-12 Business Continuity Plans

e |ocal Government Reform Program — Promoting Better Practice Checklist

e Circular to Councils 09-16 Review of Business Continuity Plans

* |mplementing Emergency Risk Management Through The Integrated Planning

and Reporting Framework: A Guideline for Local Government & Emergency

Managers

4.3 Version history

Version Release Date | Author

Reason for Change

1.0 John Hughes

New document

Business Continuity Management Palicy
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Iltem No 5.6

Subject Bayside Administration Precinct Business Continuity Plan

Report by John Hughes, Coordinator Risk Management

File F13/507

Summary

This report presents the first draft of the updated Bayside Administration Precinct Business
Continuity Plan (BCP).

This draft BCP has been prepared with for the Bayside Administration precinct at 444
Princes Highway and 2 Bryant Street Rockdale and will become the “model” BCP for the
development and/or revision of BCPs for remaining Bayside operating locations. It is based
on a previous Executive Committee decision to use the expertise of “Inconsult” to
recommend recovery priorities.

Officer Recommendation

That the report be received and noted.

Background

This Business Continuity Plan has been developed to be used by Bayside Council staff to
restore business operations in the event of an unscheduled business disruption or
catastrophic event affecting the Bayside Administration Precinct (Rockdale Customer Service
Centre, Central Library and Bayside Administration Building). It covers all mission critical
business functions and mission critical ICT systems and applications. The Business
Continuity Plan is divided into four main sections which correspond to the key phases of a
disaster as follows:

Emergency Response
Crisis Management
Business Recovery
Business Resumption.

The Executive has reviewed and agreeed the recovery priorities set out in the Business
Recovery Plan segment of the BCP. The Crisis Management Team will be undertaking a
facilitated Crisis Management exercise scenario, to test and refine the draft BCP. The
contact list is currently being reviewed to ensure it reflects the curent structure and
responsibilities.

Attachments

Bayside Council Administration Precinct Business Continuity Plan July 2018 Draft 0 21 §
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4

Bayside
Council

Serving Our Community

Business Continuity Plan
- Bayside Administration Precinct

In effect from July 2018

Approved by:
General Manager - Meredith Wallace
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Document and Version Control

Document Owner Title
John Hughes Coordinator, Risk Management

Version Control:

Version | Effective Date | Key Changes TRIM Document Reference
0.21 July 2018 Initial Draft for Bayside Council | 18/94687

Revision Schedule:

The Business Continuity Plan including the appendices will be reviewed and updated at least annually, with
more frequent updates depending upon changes to business or environment. The Coordinator, Risk
Management will undertake this review in conjunction with appropriate risk owners throughout the business.

Draft 0.21 — July 2018 Page 2
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Introduction: Guide to Using This Business Continuity Plan

This Business Continuity Plan has been developed to be used by Bayside Council staff to restore business
operations in the event of an unscheduled business disruption or catastrophic event affecting the Bayside
Administration Precinct (Rockdale Customer Service Centre, Central Library and Bayside Administration
Building). It covers all mission critical business functions and mission critical ICT systems and applications.
The Business Continuity Plan is divided into four main sections which correspond to the key phases of a
disaster as follows:

= Emergency Response

« Crisis Management

= Business Recovery

= Business Resumption

Section 1: Emergency Response

Emergency means: any incident, whether natural, technological or human-caused, that requires responsive
action to protect life or property.

This section provides a response structure to effectively deal with an emergency where there is a threat to
life and provides checklists and procedures for managing evacuations, medical emergencies and emergency
contacts. The Emergency Response Plan aims to ensure the safety and wellbeing of employees, customers
and contractors during an emergency incident and protect the Bayside Council administration centre from
theft or further damage following conclusion of the incident. This section provides an overview of Bayside
Council's emergency pracedures. It should be used as a reference point rather than a substitute for Bayside
Council's adopted emergency procedures.

Section 2: Crisis Management

This section provides a protocol for dealing with major disruptions and includes a crisis management
structure, contact lists, key roles and responsibilities and details of alternate sites. In the event of an
unscheduled business interruption or catastrophic event, the Crisis Management Plan will enable the Crisis
Management Team to provide business leadership and direction during the incident.

This section includes:

an overview on managing a crisis and business disruption
tools and sequence for declaring a crisis

activation of the CMT

activation of the Crisis Command Centre

assessment of potential impacts and

selection of an appropriate recovery strategy.

Section 3: Business Recovery

This section includes a series of recovery strategies designed to enable the recovery of critical business
functions. Critical business function lists and the minimum resources required to support the implementation
of recovery strategies at alternate sites are also provided. Recovery strategies have been developed for the
following events:

= failure of information technology infrastructure and communication systems
= temporary denial of access to site

= permanent loss of site and
= loss of key people / staff.

Section 4: Business Resumption

This section contains a series of actions and steps designed to return Bayside Council to its pre-interruption
status. This includes restoration or relocation of facilities and resumption of operations to maximum capacity.
The Business Resumption Plan will commence as soon as possible after activation of the Business Recovery
Plan without interfering with critical tasks or diverting key personnel from the initial recovery process.
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The diagram below shows the process flow when managing an unscheduled business disruption or
catastrophic event and the relevant sections to refer to in the Bayside Council Business Continuity Plan.
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Section 1:

Emergency Response Plan

Contents:

1.1 Emergency Response Teamn
1.2 Emergency Checklist

1.3 Emergency Procedures

1.4 Emergency Contacts

1.5 Assembly Area Site Map
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Section 1: Emergency Response Plan
The Bayside Council's Emergency Response Plan is designed to:

» Ensure the safety and wellbeing of staff and visitors during an emergency incident
= Protect Bayside Council from theft or further damage during and after an incident

To assist the Bayside Council, respond to an emergency, the following tools and procedures are provided:

= Emergency Response Team structure to facilitate evacuation of persons during an emergency in
conjunction with Building Management

= Checklists to assist the Bayside Council effectively manage the initial emergency response

= Procedures for managing specific incidents including: fire, bomb threat, armed hold-up and medical
emergencies

= List of local emergency contacts

1.1 Emergency Response Team

In accordance with good practice (i.e. Australian Standard AS3745-2010 Planning for emergencies in
facilities), Bayside Council must provide a team responsible for emergency control and coordination for each
of the Bayside Gouncil buildings and this group is known as the Emergency Response Team.

The Emergency Response Team consists of Floor Wardens and First Aid Officers who should facilitate the
actual evacuation of the site during an emergency and the consequent emergency actions required to ensure
the safety and wellbeing of staff, contractors, clients and visitors. They may also provide ad hoc assistance
to the Crisis Management Team. Key responsibilities of the Floor Wardens include:

ascertaining the nature of the emergency and determining an appropriate course of action,
notifying emergency services,

ensuring actions are communicated to other members of the Emergency Response Team,
facilitating evacuation and securing the premises,

briefing Emergency Services on arrival, and

maintaining a log of events.

During an emergency event, Floor Wardens will report actions and outcomes to the Emergency Response
Coordinator to report to the Crisis Management Team. The Crisis Management Team is responsible for
monitoring the event from a strategic level and ensuring appropriate and timely decisions are made. Key
members of the Emergency Response Team include:

Emergency Response Coordinator Kristina Forsberg
Bayside Administration Building - Fire Warden Colin Mable
Bayside Administration Building - First Aid Officer Calin Mable

Rockdale Customer Service Centre — Fire Warden

Rockdale Customer Service Centre — First Aid Officer

Note: In the event of an incident affecting the Bayside Council Administration building, particularly out of
office hours, the following individuals should be contacted for assistance.
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Position Position Contact Number

1st Contact Greg Baker

Coordinator

Venues 0416 121 586

The contact person above who receives the call regarding the incident will immediately contact the Bayside
Council's General Manager or an Alternate who will assess the situation and if required activate the Crisis

Management Plan.

1.2 Emergency Checklist

This checklist should be used by the Bayside Council's Emergency Response Team and/or Crisis Manager
during and immediately following an emergency incident. All emergency contact numbers are listed in section

1.4.

v

Emergency Task

Determine nature of emergency and appropriate course of action.

Call Emergency Services on 000 — ask for fire, ambulance or police.

Advise Emergency Services of street address

Co-ordinate with Building Manager and nominate someone to direct emergency services to building
entrance.

Provide first-aid to injured persons whilst waiting for emergency help and take kit to treat staff at
Assembly area.

Notify emergency services immediately of injuries, even minor ones.

Evacuate immediately if there is danger to people.

Liaise with and brief Building Manager and Emergency Services on arrival — type, scope and
location of incident.

Liaise with Building Services to prevent all persons (including visitors) from re-entering premises
until deemed safe.

Evacuate and follow instructions from Building Management

Check web systems for swipe-ins (Greg Baker and Francois Alleaume) — swipe-out data
unavailable.

Ensure all persons are accounted for at Emergency Assembly Area.

For employees that suffered injuries, contact ‘next of kin' if appropriate

Organise counselling for staff that are traumatised by the incident through workers compensation
insurer

Ensure a Human Resources staff member is on site.

00 OO0 OO O OO0 O oOooo

Human Resources staff member to remind employees of services available to them via Employee
Assistance Program (EAP) should they require counselling for issues like emotional stress.

To access counselling services staff can contact EAP on 1800 337 068 or book an appointment
online through www.convergeinternational.com.au

Human Resources staff member to be on site to advise.

For employees that suffered injuries, contact ‘next of kin’ if appropriate

Organise counselling for staff that are traumatised by the incident through workers compensation
insurer

Contact Building Manager to secure Bayside Council's premises to prevent theft or further damage

Organise Building Manager to provide 24-hour protection of premises if required

Report serious injuries to Workers Compensation insurer within 24 hours of the incident

Direct all media enquiries to Communications Coordinator.

Ooo0o OO

Contact the insurance broker / Civic Risk Mutual and third-party claims manager to report the
incident

O

Write a detailed report on what happened, any injuries sustained, and actions taken
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Liaise with updates to the Bayside Council's Crisis Management Team when the Crisis
Management Plan is activated.

After the incident, conduct a debrief with staff on what happened, why, how could it be
prevented/controlled in the future and how it was handled

1.3 Emergency Procedures

The following emergency procedures are designed to assist Bayside Council's Emergency Response Team
respond to any incident with potential to cause injury to persons or damage to property. These procedures
are not designed to replace the posted Emergency Evacuation procedures for each location but rather

supplement them and provide an additional layer of protection for staff in the event of an incident.

Fire Evacuation Procedures:

v

Fire Evacuation Task

RACE: Remove persons from danger, raise the Alarm, try to Contain the fire, Evacuate.

If you see smoke, don't panic and remain calm.

Fire reels and hoses are outside male and female toilets.

One fire extinguisher in cupboard outside female toilet.

Only fight a fire if it is small and you have been trained to use firefighting equipment.

Chief Warden to contact the fire brigade on 000.

Prepare to evacuate — alert staff and make sure they know where the assembly area is and follow
instructions from Evacuation Wardens.

Check that the evacuation route is clear of fire, smoke and other obstacles.

Leave the area and close all doors as you go. This will help prevent the spread of fire.

Evacuate staff and visitors in an orderly manner. Evacuate those in immediate danger as a priority.

After all persons have evacuated, check all rooms including male and female toilets.

Assist people with disabilities. If they cannot self-evacuate, relocate them to fire stairs and notify the
Fire Brigade — don't leave them alone.

Prevent all persons from re-entering the premises unless it is deemed safe.

OO0 OoOoQC oOoooooo

Ensure all persons are accounted for at the Emergency Assembly Area in the York Street car park
as shown in the diagram in Section 1.5. Do not allow people to leave this area without your
authorisation.

Medical Emergencies:

v Medical Emergency Task

U | Call 000 and request an ambulance — outline the nature of the emergency, your address and nearest
cross street.

0 | If a First-Aid Officer is available, they should provide first-aid treatment to the casualty. Prevent
persons without first-aid training from treating the casualty.

U | Avoid moving the casualty unless necessary.

O | If the casualty is conscious, offer reassurance whilst first-aid treatment is being provided.

O | Ensure there is a clear path for ambulance officers to access the casualty. Nominate someone to
direct emergency services to the building entrance.

QO | Keep records of what happened, how and when including first-aid treatment provided by colleagues.
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1.4 Emergency Contacts

Emergency Telephone
Emergency - Police, Fire Brigade and Ambulance 000
Police St George Local Area Command 02 8566 7499
Fire Station — Kogarah 02 9587 0878
Fire Station — Arncliffe 02 9597 4130
Ambulance Station — Kogarah 02 9320 7777
Medical Telephone
St George Hospital — Gray St Kogarah 9113 1111
Randwick Hospital — St George 9382 1111
Royal Prince Alfred Hospital, Missenden Rd Camperdown 9515 6111

Arncliffe Family Health Clinic — 1 Queen St Arncliffe 9597 3366
Utilities Telephone

Electrical Contractor — Modern Electric 9597 6322 or
0412 156 123

Ausgrid Emergency 131 388

Gas - Jemena 131 909

Water — Sydney Water 132092

Telephony -

Fire Alarms — Chubb 1800 001717

Security Alarms — Wilson Security 1300 945 766
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1.5 Bayside Administration Assembly Area Site Map
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Section 2: Crisis Management Plan

The purpose of Bayside Council's Crisis Management Plan is to:

= Provide a standard protocol for dealing with critical incidents / major crisis.

= Align personnel to critical procedures.

= Direct response in times of crisis in accordance with this Business Continuity Plan and any
subsequent updates.

2.1 Crisis Management Team

In the event of business disruption, Bayside Council's Crisis Management Team (CMT) will be responsible
for providing business leadership and direction during each phase of an incident with support from other key
staff as required. The CMT outlined below is made up of six primary team members. An alternate team
member has been identified for each role in the event of a disruption and the primary team member is not

available.

Crisis Manager:
Meredith Wallace

_BAU Position

Crisis Manager General Manager

Meredith Wallace

Executivae / Leadership
team 23 required

Local Emergency
Management officer:

Karim Elzzar

i
1
I
1
-

Contact details |

0414 982 612

Crisis Manager (Alternate) Director City Futures

Michael McCabe

0402 893 241

Emergency Response
Coordinator

Manager People and
Organisational Culture

Kristina Forsberg

0420 977 236

Emergency Response

Coordinator (Altemate) Manager Governance & Risk

Fausto Sut

0418 230 535

Head of Communications &

Communications Coordinator
Events

Vince Carrabs

0416 173 705

Communications Coordinator

(Alternate) Coordinator Communications

Christine Stamper

0419 333 307

Business Recovery

Coordinator Director City Life

Debra Dawson

0401 148 920

Business Recovery

Coordinator (Alternate) Director City Performance

Michael Mamo

0400 223 706

IT Disaster Recovery

Coordinator

Manager Manager Information Technology | Robert Kolimackovski 0448 119 893
IT Disaster Recovery - g .

Manager (Alternate) Application Specialist Wendy Dillaway 9562 1895
Business Resumption Director City Presentation Colin Clissold 0419 480 816

Business Resumption

Coordinator (Alternate) Manager Gity Works

Steve Poulton

0450 486 682

Local Emergency

Management Officer (LEMO) Manager Gity Works

Steven Poulton

0450 486 682

LEMO (Alternate) Director City Presentation

Colin Clissold

0419 480 816
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2.2 Roles and Responsibilities

The following is a list of general roles and responsibilities the Crisis Manager and Crisis Management Team
would typically perform during an unscheduled disruption or major event. For immediate actions refer to the
Business Impact Assessment Tool in Section 2.4.

| Crisis Manager |

The Crisis Manager provides leadership and oversees all business continuity activities during the emergency
response, business recovery and business resumption phases.

Responsibilities include:

= decision-making including assessing the situation and declaring a crisis

= oversees coordination of each business continuity phase

= |ead the CMT and oversee all business continuity activities

= ensure all teams are adequately resourced, including reallocation of CMT roles

= make key decisions regarding the affected site and crisis i.e. assessing severity of situation,
relocation sites, financial expenditures and invoking plans etc.

= liaise with Bayside Council's Executive Leadership Team and Senior Management

= liaise with the Communication Manager to ensure the Crisis Communications Plan is
implemented, ensuring status updates are provided to all key stakeholders and staff

= review and approve all messages and media releases

= activate the Crisis Command Centre

= decide who should remain at the Crisis Command Centre during the disruption
= chair regular meetings of the CMT

= direct the Emergency Recovery Coordinator to implement the activation procedure for alternate
site/s

= ensure all teams are adequately resourced and reallocate resources if required

= facilitate approval for funds needed for business continuity and recovery operations
= request status updates from each member of the CMT on a regular basis

= ensure a task log is maintained

Emergency Response Co-ordinator

The Emergency Response Coordinator ensures the coordination of the immediate response to an
emergency.

Responsibilities include:

= Pre-crisis: Be responsible for the actions of Floor Wardens and First Aid Officers

= attend the incident site and liaise with Building Manager / Chief Fire Warden and affected business
units

= confirm that the safe and orderly evacuation of staff, visitors and members of the public has
occurred

= confirm the welfare of staff, visitors and members of the public

= confirm that all staff accounted for at the Emergency Assembly Area

= ensure post-incident security of the site has been organised

= ensure premises is secured & protected against further loss

= liaise with the Stakeholder Communication Manager to ensure staff are updated
Draft 0.21 - July 2018 Page 14
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conduct / co-ordinate site damage assessment

liaise with the Stakeholder Communication Manager to facilitate liaison with third parties
provide the CMT with regular status updates

liaise with workers' compensation insurer

liaise with medical service providers

facilitate provision of post-incident medical assistance and trauma counselling and
provide the CMT with regular status updates.

Communications Coordinator

The Communications Coordinator is responsible for managing all communication during a
crisis/business continuity event.

Responsibilities include:

activate the Crisis Communication Plan

manage all communication with internal and external stakeholders, as approved by the Crisis
Manager

liaise with Director City Presentation, Director City Life and Manager City Infrastructure on initial
and on-going media relations including preparation of media releases

liaise with the CMT during each phase

facilitate communication to staff

facilitate communication to affected customers

facilitate communication to affected suppliers

manage on-going communications

provide the Crisis Manager with regular status updates

Business Recovery Coordinator

The Business Recovery Coordinator ensures the coordination of recovery of Critical Business

Functions.

Responsibilities include:

liaise with the Building Manager and Emergency Response Coordinator to confirm loss of IT and
communication capabilities

activate the IT Disaster Recovery Plan

as required, liaise with the IT Disaster Recovery Manager and Manager Customer Experience to
activate the telephone diversion procedure

conduct regular assessments of the impact of the disruption and determine the extent and severity
of the disruption

implement the activation procedure for the alternate site

liaise with the IT Disaster Recovery Manager to ensure that information technology is configured
and operational at the alternate site/s

liaise with business unit Managers to reassess priorities and manage the recovery process for
critical business functions

deactivate the alternate site/s once business has resumed and
provide the CMT with regular status updates

Information Technology (IT) Disaster Recovery Manager

The IT Disaster Recovery Manager is responsible for managing the recovery and reinstatement of
all information technology and communication systems.
Draft 0.21 — July 2018 Page 15
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Responsibilities include:

liaise with the Emergency Response Coordinator to identify initial damage assessment of
information technology and communication systems

make key decisions regarding the |IT capabilities and required action i.e. assessing severity of
situation, relocation sites, major financial expenditures, invoking IT Disaster Recovery Plan

activate relevant IT Disaster Recovery Plan (as required)
co-ordinate IT personnel to restore IT infrastructure and network in line with IT DRP

upon activation of alternate site, liaise with the Business Recovery Manager to arrange supporting
IT at alternate site

liaise with Building Manager to coordinate the recovery and resumption of IT and communication
services and

provide the CMT with regular status updates.

Business Resumption Coordinator

The Business Resumption Coordinator ensures the coordination of resumption of normal
operations and return to business as usual.

Responsibilities include:

liaise with Emergency Response Coordinator to identify when the estimated time of clearance will
be provided to enter site for damage assessment

liaise with Building Manager and IT Disaster Recovery Manager to facilitate cataloguing and
removal of all damage equipment, files, fittings, fixtures etc

liaise with the Business Recovery Coordinator and Building Manager to facilitate repairs, site
relocation or rebuilding requirements;

liaise with Building Manager to procure and purchase equipment / supplies to restore operations
for the site;

liaise with Building Manager to manage aspects of the restoration or rebuilding of any affected
site;
facilitate phased resumption of business operations;

liaise with the Communication Coordinator to ensure key stakeholders are notified once business
has resumed;

for permanent loss of staff, assist affected business unit to create an action plan and commence
the recruitment process; and

provide the CMT with regular status updates.

Executive Leadership Team / Managers

Members of the ELT and Managers do not have a formal role in the Crisis Management Team.
They do have a responsibility to support the CMT by facilitating the recovery of critical business
functions within their business area.

Responsibilities include:

confirm safety and wellbeing of all staff and members of the public

report any injuries to the Emergency Response Coordinator

if an incident occurs during working hours, assemble business unit staff

assess business unit impacts and capabilities and provide status updates to Business Recovery
Manager

provide communication to staff under direction of Communication Coordinator and Business
Recovery Coordinator
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= upon notification from the Business Recovery Coordinator, activate response strategies
= manage the recovery process for the business unit to ensure critical business functions continue
* keep the CMT informed of activities within the business unit during the event
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2.3 Immediate Crisis Actions

The following action list will assist the Crisis Manager to establish leadership, control and co-ordination during

the early stages of an incident.

Step Responsibility Activity/Action/Task

1 Incident occurs
2 Chief Warden / Notification received by Crisis Manager that incident has occurred and is being
Emergency managed as per Emergency Response Plan with a disruption / potential for
Response disruption to business.
Coordinator
Crisis Manager
3 Crisis Manager Use Business Impact Assessment Tool (section 2.4)
Identify whether:
a) no action is required at this time (continue monitoring until resolved)
b) to stay alert (reassess on a regular basis) or
c) declare a crisis and enact business continuity plans.
4 Crisis Manager If a crisis has been declared:
= Activate the CMT (section 2.1)
* Instruct Emergency Response Coordinator to confirm welfare of staff
= Activate the Crisis Command Centre (section 2.6)
5 CMT Meet to:
= provide briefing on current situation
= assess potential impacts of the crisis and
= instigate communication to affected stakeholders (use Appendix A Crisis
Communications Plan) that have activated BCP.
7 CMT Progress to Section 3 — Business Recovery Plan.
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2.4 Business Impact Assessment Tool

In most cases, the severity of the incident will be evident. The following tool can be used by the
Crisis Manager during the early stages of an incident to assess its potential severity and
determine a course of action.

Note: This tool should be used to assess the impact rating of an unscheduled disruption on
business capabilities. Should persons be in danger or injured, immediate action must be taken.

Step 1: Rate and Score impacts
1. For each of the five event questions, identify the /mpact Rating and multiply

by the Impact Time Estimate.
2. Transfer scores to the yellow column and total the /ncident Rating column.

Impact Rating Downtime Estimation

w w
w w = poy
2 © > 5 5 3 ] I
] = = 5] ° £ e =]
@ c = c = - + ==
= = T [aY] w0 o o ®
Description of event 3 £ S § &S ol > ) E &
Are persons in
2 4 X 1 2
danger? 0 3 °
Have utilities including
electricity, water, eic. 0 1 2 X 1 2 3 5

been disrupted?
Have ICT services

been disrupted? 0 1 2 X 1 2 3 5
Has the premises

been rendered 0 1 4 X 1 2 3 5
unusable? | | | |
Is the threat from an 0 1 3 X 1 2 3 5

external source?

Step 2: Determine Response

Incident Rating Description Response

Sy Mlrt | Roassess onarguiarbass.

Step 3: Consider other impact factors when deciding whether to declare a crisis
likely causes of initial incident
potential for injury and/or loss of life

= political and community impacts
= potential for further damage or loss to infrastructure and/or physical structures or

= potential follow-on environmental impacts.

Step 4: Declare a Crisis
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Business Continuity Plan - Bayside Council

2.5 Activate the Crisis Management Team via Call Tree

Once a crisis has been declared by the Crisis Manager, members of the CMT should be notified. The Crisis
Manager contacts each member of the CMT and ELT.

The Call Tree then operates by the ELT in turn contacting their managers who in turn contact their direct
reports. Managers are responsible for maintaining staff contact numbers on a portable device.

2.6 Activate the Crisis Command Centre

Depending on the nature and severity of the disruption the Crisis Manager may choose a location for the
CMT to work together to manage the response. In most events, the Crisis Command Centre is a
physical location to ensure situation monitoring and coordinated response. In some circumstances a
virtual meeting via web or teleconference may be appropriate.

Crisis Command Centre Site Options

Option 1 Option 2 Option 3
Bayside Administration Bexley Depot Mascot
Building
2 Bryant Street Rockdale 10 Rye Avenue Bexley

Site Contacts

Robert Kolimackovski
0448 119 893
i . Designated Room:
Designated Room:
9 Designated Room:

Training Room

Site
Considerations
+ Meeting Rooms may be « IT Disaster Recovery
pre-booked by staff. site for ICT hosted at
« Committees have priority Bayside Administration
use of Meeting Room. building. IT may require
Meeting room to implement

DRP.

*« LEMC require Meeting
Room for their Command
Centre in the event of a
disaster.

Office Hours: Mon-Fri: 8am to 5pm| Office Hours: Mon-Fri: 8am to
Operating Hours: 6am-6pm Spm
Operating Hours: 6am-6pm

After Hours:
After Hours:
o Swipe Card g .
o Security Access Code
o
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Business Continuity Plan - Bayside Council

The following minimum resources are required at a Crisis Command Centre location to enable
the Crisis Management Team and key staff to operate:

Conference / planning room

2xPCs

Internet access

1 x Multifunction printer / scanner / copier

4 x telephones (personal mobiles may be used)

Whiteboard

Stationary supplies (paper, pencils, pens, markers)

Access to television / radio / news websites for situation monitoring

The Crisis Manager will determine whether the whole CMT is required to remain at the Crisis
Command Centre and may call meetings of the CMT throughout the duration of the recovery
phase. All CMT meetings, status reports and decision making should be documented.

The Crisis Manager will liaise directly with the Communication Coordinator to ensure
communication with stakeholders throughout the duration of the recovery. The Communication
Plan will be implemented by the Communication Coordinator.

2.7 Select Recovery Strategy

This tool is used by the CMT to determine which Recovery Strategy should be used if critical
business functions are disrupted.

Type of Incident Recovery Strategy
in section 3
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Business Continuity Plan - Bayside Council

Type of Incident Recovery Strategy
in section 3
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Business Continuity Plan - Bayside Council
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Section 3:

Business Recovery Plan

Contents:

3.1 Critical Business Functions
3.2 Implement Selected Recovery Strategies
3.3 Staff Relocation Schedule

Item 5.6 — Attachment 1 61



Risk & Audit Committee

23/08/2018

Business Continuity Plan - Bayside Council

Section 3: Business Recovery Plan

The Business Recovery Plan is to be used in the event of a significant disruption to critical

business functions.

3.1 Critical Business Functions

The following table lists the critical business functions supported by the Bayside Administration
Centre identified during the business impact analysis and their Recovery time Objective (RTO).
The RTO is based on avoiding the Maximum Tolerable Period of Disruption (MTPD) - the time
it would take for an adverse impact, which might arise because of not providing a service or
performing an activity, to become unacceptable.

Recovery
gg;’::?;i:tn 13 Critical Business Functions OI;rilanéteiv =
(RTO)
Information Technology Business Technology Management 4 hours
Information Technology Application Software Management 4 hours
Communications & Events Social Platforms 6 hours
People & Organisational Culture WHS & Workers Compensation 12 hours
City Infrastructure Asset Infrastructure Inspections 12 hours
City Infrastructure Traffic & Road Safety 12 hours
Communications & Events Internal & External Communications 1 day
Communications & Events Community & Civic Events 1 day
Executive Services General Managers Office 1 day
Executive Services Administrator / Mayoral Support 1 day
People & Organisational Culture Human Resources Management 1 day
People & Organisational Culture Payroll 1 day
Strategic Planning Flood 1 day
City Infrastructure Spatial & Asset Information 1 day
Property Property Management 1 day
Property Property & Venues 1 day
Customer Service Libraries 1 day
Customer Service Customer Service 1 day
Governance & Risk Insurance Policy / Claims 1 day
Information Technology Systems Administration 1 day
Development Services Development Assessment 2 days
Certification Building / Fire & Pool Certification 2 days
Certification Principal Certifying Authority 2 days
Customer Service Booking of Council facilities 2 days
Governance & Risk IHAP 2 days
Governance & Risk Records / Information Management / NAR 2 days
Major Projecis Delivery Major Project delivery 5 days
Major Projects Delivery Contract Administration / Management 5 days
Strategic Planning Natural Environment 5 days
Certification Footway Trading 5 days
Finance Accounts Payables 5 days
Finance Rates & Revenue 5 days
Finance Financial Management 5 days
Governance & Risk GIPA 5 days
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Business Continuity Plan - Bayside Council

This table is used by the Business Recovery Coordinator to assist in assessing and prioritising
allocation of scarce resources. The Business Recovery Coordinator will ensure affected
business units are contacted to determine extent of impact based on timing of disruption and
availability of resources. This will enable adjustments to prioritisation and reallocation of
resources.

3.2 Implement Selected Recovery Strategies

Following a disruption affecting Bayside Council's Administration Building, activation of an
appropriate response sirategy may be required to enable continuity of critical business
functions.

The specific response strategy activated will depend on the Business Impact Assessment to be
completed by the Business Recovery Coordinator as soon as possible after the disruption.

Specific response strategies have been developed for the following disruption scenarios /
events affecting the Bayside Administration Precinct (Rockdale Customer Service Centre,
Central Library and Bayside Administration Building):

1. Loss of Key People / Staff

2. Loss of critical IT and / or Communication Systems (data and/or voice)

3. Denial of Access to Site (Administration Building / Library and / or Precinct) < 48 hrs
4. Denial of Access to Site > 48 hrs (including permanent destruction)

Depending on the situation, a combination of these strategies may be required or in some minor
cases, scaling back strategies as appropriate to the situation.

Ideally, the response strategies should be followed in chronological order. Depending on the
situation, the Crisis Management Team may amend and modify the response strategies.
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Recovery Strategy #1 Loss of Key People / Staff
If the site will be unavailable for less than 48 hours, immediately switch to Recovery Strategy #3. If the site will be unavailable for greater than 48
hours, immediately switch to Recovery Strategy #4
Timin i F s
Gl.lidg Crisis Manager Eme'gggfg;f;gsvew Busg:::rzil::?g:ew B s"g::rgﬁ;u‘::_ptlon IT Disaster Recovery Manager Communications Coordinator
Meet and provide briefing Review full details of the Review full details of the Review full details of the Review full defails of the Review full details of the
on current situation to recovery strategy. recovery strategy. recovery strategy to identify recovery strategy. recovery strategy.
CMT. timing for commencement of
Review full details of the resumption strategy.
0-2 hrs recovery strategy and allocate
tasks. Maintain Business
Continuity Task Log.
Draft 0.21 - July 2018 Page 29
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Timing
Guide

Crisis Manager

Post
Briefing

0-2 hrs

Receive and record status
updates from CMT.

Reassess the extent of the
disruption using the
Business Impact
Assessment Tool (2.4) with
Emergency Recovery
Coordinator.

If site is un-useable or
unsafe, immediately contact
the Crisis Manager to
activate:

Recovery Strategy #3 -
Temporary Denial of
Access to Site or Recovery
Strategy #4 - Permanent
Loss of Site (=48 hours).

Emergency Recovery

Coordinator
Attend the incident site and
liaise with Building
Manager/s and business
units to determine whether
the welfare of staff and
members of the public has
or may be impacted.

Provide regular status
update reports to Crisis
Manager and liaise with the
Communications
Coordinator to ensure staff
and key stakeholders are
informed.

If a site evacuation has
occurred or is planned for
the site, liaise with the Chief
Warden, Emergency
Response team to confirm:

« the safe and orderly
evacuation of staffand
visitors

« welfare of staff and

members of the public

and

the site has been

secured, that

appropriate security is
in place at affected site.

-

If site is un-useable or
unsatfe, immediately
contact the Crisis
Manager to activate:
Recovery Strategy #3 -
Temporary Denial of Access
to Site or Recovery Strategy
#4 - Permanent Loss of Site
(=48 hours).

Business Recovery
Coordinator

Liaise with Building Manager
and Emergency Recovery
Coordinator to confirm
affected business units with
loss of staff and their
capabilities to perform
business functions.

Determine whether loss of
staff is temporary or
permanent. Advise Business
Resumption if loss of staff is
permanent.

If site evacuation has
occurred, confirm site
accessibility with Emergency
Recovery Coordinator and
estimated time of re-entry.

It site evacuation has
occurred, liaise with
Building Manager and
Emergency Recovery
GCoordinator to assess the
phone answering
capabilities of the affected
site.

If required, liaise with IT DR
Manager and Manager
Customer Experience to
activate the telephone
diversion procedure to
another site or after-hours
provider.

Review Critical Business
Functions list and liaise with
the affected Managers to
determine affected functions
Provide regular status
update reports to Crisis
Manager.

Business Resumption
Coordinator

IT Disaster Recovery Manager Communications Coordinator

Activate the Crisis
Communications Plan and
manage communication with
slakeholders as directed by
Crisis Manager.

Provide regular status update
reports to Crisis Manager.
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Timing
Guide

Crisis Manager

2-4 hrs

Receive and record status
updates from CMT.

Ensure Business Continuity
Task Log is maintained.

Emergency Recovery
Coordinator

Motify the Risk and Claims
Officer of any damage to
Council property or
personal injury.

Motify the WHS of any
injury to staff or members
of the public.

Liaise with Converge
International to arrange for
counselling to be available.

Liaise with Building
Manager and Chief Warden
io obtain status updates
whether site/or parts of the
site are accessible and
deemed safe. Once site or
parts of site are cleared and
deemed safe for re-entry,
business units to resume
operalions.

Provide regular status
update reports to Crisis
Manager.

Business Recovery
Coordinator

Liaise with Managers to
determine whether business
functions can be covered by
other staff within the
business unit.

As required, assist
Managers to implement
suceession plans and
determine whether business
functions can be transferred
to another business unit,
support requested from
SSROC, other Councils or
temporary staff sourced from
agencies.

Business Resumption
Coordinator

IT Disaster Recovery Manager Communications Coordinator

Continue with Crisis
Communications Plan to
provide status updates
to key stakeholders.

Provide regular status
update reports to Crisis
Manager.

4-12 hrs

Receive and record status
updates from CMT.

Ensure Business Continuity
Task Log is maintained.

Progress to Section 4 —
Resumption Strategy #1

Progress to Section 4 —
Resumption Strategy #1

Gonfirm with Managers that
recovery of critical business
functions has occurred.

Provide regular status
update reports to Crisis
Manager.

Progress to Section 4 —
Resumption Strategy #1

Onee it has been confirmed
that critical business
functions have been
recovered, progress to
Section 4 — Resumption
Strategy #1

Progress to Section 4 —
Resumption Strateqgy #1

Progress to Section 4 —
Resumption Strategy #1
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The following critical business functions have developed a response strategy for loss of staff.

Gity Performance

Business Unit

Department
Information Technology

itical Business Functions
Business Technology Management

Loss of Staff Response Strategy

Augmented by other staff within Information Technology and External

contractors

City Performance

Information Technology

Application Software Management

Augmented by other staff within Information Technology and External
contractors

General Managers Unit

Gommunications & Events

Saocial Platforms.

GM directs content and support is sought from temparary hire market if required
via Executive services and POC. Access permissions may be of concern.

General Managers Unit

People & Organisational
Culture

WHS & Workers Compensation

Depending on emergency require WH&S due to key staff, if an available source
via SSROC. StateCover (Workers Comp Insurer) would assist with
administration

General Managers Unit

Communications & Events

Internal & External Communications

GM directs content and support is sought from temporary hire market if required
via Executive Services and POC. Service would have to be provided by
external contractor if truly urgent or delayed until crisis passes

General Managers Unit

Communications & Events

Community & Civic Events

Cancellation, Crisis communication via Social Media

General Managers Unit

Executive Services

General Managers Office

Directors EAs, specific staff within Council, Secretarial staff and the utilisation
of agency staff where appropriate.

General Managers Unit

Executive Services

Administrator / Mayoral Support

Directors EAs, specific staff within Council, Secretarial staff and the utilisation
of agency staff where appropriate.

General Managers Unit

People & Organisational
Culture

Human Resources Management

Depending on nature of crisis utilisation of Agency Staff

General Managers Unit Pecple & Organisational | Payroll Payroll can be run on autopay. Re-send last payment file to bank.
Culture
City Life Customer Service Customer Service Re-route calls to after hours call centre. Bring in casuals or temporary staff.

Engage an external call centre.

City Performance

Governance & Risk

Insurance Pelicy / Claims

Matters referred to Claims Management Australia (CMA). Willis Towers Watson
{Willis) and Civic Risk Mutual (CRM) to assist where required.

City Performance

Informatien Technelogy

Systems Administration

Augmented by other staff within Information Technelogy and External
contractors

City Futures

Development Services

Development Assessment

Utilise Council’s Planners staff and External Consultants

City Futures Certification Building / Fire & Pool Certification Request assistance from other Councils as building inspectors are hard to get.
Arrange for private certifiers to undertake swimming pool certification.
City Futures Certification Principal Certifying Authority Request assistance from other Councils / private certifiers

City Performance

Governance & Risk

Records / Information Management /
NAR

Utilise Customer Service Staff. Agency Staff or staff from another compatible
Council, plus train other Council staff assist.

General Managers Unit

Major Projects Delivery

Contract Administration /
Management

Identify critical payments and seek assistance of Procurement and Accounts
Payable staff to ensure timely and proper processing. Major Projects would
communicate with the Contractor to delay paymenis and contractual
obligations where necessary

City Performance Finance Accounts Payables Accounts Payable: as a contingency Council's credit card limit would be
increased and expenses tracked and manage matter jointly with Council's
Bank. Liaise with suppliers in time of crisis is critical.

Gity Performance Finance Rates & Revenue Rates is a specialist and integral function in affect Council's “tax system” as

such a resource share with another Council/SSROC member would be
reached.

City Performance

Governance & Risk

GIPA

Another Staff member is already trained in this and can be utilised to ensure
Statutory requirements are met.
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Recovery Strategy #2 Loss of Critical IT and / or Communication Systems

If the site will be unavailable for greater than 48 hours, immediately switch to Recovery Strategy #4.

Timing
Guide

Crisis Manager

0-2 hrs

Meet and provide briefing on
current situation to CMT

Review full details of the
recovery strategy and
allocate tasks. Maintain
Business Continuity Task
Log.

Emergency Recovery
Coordinator

Review full details of the
recovery strategy.

Business Recovery
Coordinator

Review full details of the
recovery strafegy.

Business Resumption
Coordinator

Review full details of the
recovery strategy to identify
timing for commencement
of resumption strategy.

IT Disaster Recovery Manager

Review full details of the
recovery strategy.

Communications
Coordinator

Review full details of the
recovery strategy.

Post
Briefing

0-4 hrs

Receive and record updates
from CMT.

Onee initial damage
assessment has occurred
and estimate outage has
been determined, reassess
the extent of the disruption
using the Business Impact
Assessment Tool (2.4).

If an extended downtime is
anticipated (> 48 hours)
determine whether to
activate Recovery
Strategy #3 - Permanent
Loss of Site (> 48 hours).

Attend incident site and liaise
with the IT Disaster Recovery
Manager to identify initial
damage assessment of
information technology and
communication systems.

Notify Crisis Manager and
Risk and Claims Officer of
the initial damage
assessment to Council
property and personal
injury.

Provide regular status update
reports to Crisis Manager and
liaise with the
Communications Coordinator
to ensure staff and key
stakeholders are informed.

Liaise with Building Manager
and Emergency Recovery
Goordinator to confirm loss of
IT and communication
capabilities and affected
business units.

As required, liaise with IT DR
Manager and Manager
Customer Experience to
activate the telephone diversion
procedure to another site or
after-hours provider.

Provide regular status update
reports to Crisis Manager.

Liaise with Emergency
Recovery Coordinator to
identify initial damage
assessment of information
technology and communication
systems.

Determine estimated cutage
of IT and communication and
advise Crisis Manager.

If required, activate the IT
Disaster Recovery Plan.

Contact all ICT Team
members to notify them of the
situation and arrange to meet
at the designated alternate
ICT recovery site (Bexley
Depot).

Activate the Crisis
Communication Plan and
manage communication with
internal and external
stakehalders as directed by
Crisis Manager.

Once assessment of
capabilities and estimated
outage of IT and
communication is determined,
inform key stakeholders.

Provide regular status update
reports to Crisis Manager.
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Timing s Emergency Recovery Business Recovery Business Resumption . Communications
Guide Crisis Manager Coordinator Coordinator Coordinator e e Coordinator
Receive and record status Progress to Section 4 — Caonfirm estimated outage of IT | Progress to Section 4 — Progress to Section 4 — Gontinue with Crisis
updates from CMT. Resumption Strategqy #2 and communication with Resumption Strategy #2 Resumption Strategy #2 Communications Plan.
Information Technology
Progress to Section 4 — Manager and request business Provide reqular status update
Resumption Strategy #2 units to activate their reports to the Crisis Manager.
responses plans / work
4-6 hrs around procedures for those Progress to Progress to
critical business functions Section 4 — Resumption
under <48 hours. Strategy #2
Progress to Section 4 —
Resumption Strategy #2

The following critical business functions have developed response procedures for loss of IT. All other functions will wait for systems to be
restored according to IT Disaster Recovery Plan.

Business Unit /

Critical Business Functions Loss of IT Response Strategy

Department
General |Communications & Events Social Platforms Use personal mobile devices
Managers and internet / WI-FI. Wait for
Unit system recovery in line with [T
DR Plan
General Pecple & Organisational Payroll In the event that the payroll
Managers Culiure system is unavailable, the
Unit Manager of Finance will contact

the bank and instruct them to
pay all staff based on the most
recent payroll. All time sheets
will be stored at the Rye Avenue
Depot Bexley and inputted
retrospectively when the system
becomes available again. Wait
for system recovery in line with
IT DR Plan
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Recovery Strateqgy #3 Denial of Access to Site < 48 hrs

If the site will be unavailable for greater than 48 hours, immediately go to Recovery Strategy #4.

Timing
Guide

Crisis Manager

0-2 hrs

Meet and provide briefing on
current situation to CMT.
Review full details of the
recovery strategy and
allocate tasks.

Maintain Business Continuity
Task Log.

Emergency Recovery

Coordinator

Review full details of the
recovery strategy.

Business Recovery
Coordinator

Review full details of the
recovery strategy.

Business Resumption
Coordinator

Review full details of the
recovery strategy to identify
timing for commencement of
resumption strategy.

IT Disaster
Recovery Manager

Review full details of the
recovery strategy.

Communications Coordinator

Review full details of the
recovery strategy.

Post
Briefing
0-2 hrs

Receive and record status
updates from CMT.

Draft 0.21 = July 2018
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Attend the incident site and
liaise with Building Manager,
Chief Warden and
Emergency Response team
to confirm;

« the safe and orderly
evacuation of staff and
visitors

« welfare of staff and
members of the public
and

« the site has been
secured, that
appropriate security is
in place at affected
site.

Ensure all provide regular
status update reports to Crisis
Manager and liaise with the
Communications Coordinator
to ensure stall and key
stakeholders are informed.

Liaise with Building Manager
and Emergency Recovery
Coordinator to confirm loss of
capabilities and affected
business units.

As required, liaise with IT DR
Manager and Manager
Customer Experience to
activate the telephone
diversion procedure to
ancther site or after-hours
provider.

Provide regular status update
reports to Crisis Manager.

Liaise with Building Manager
and Emergency Recovery
Coordinator to confirm any
loss of IT and
communication capabilities
and affected business units.

Activate the Crisis
Communications Plan and
manage communication with
stakeholders as directed by
Crisis Manager.

Once estimated denial of
access [0 site is determined,
inform key stakeholders.

Provide regular status update
reports to Crisis Manager.
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Timing
Guide

Crisis Manager

2-4 hrs

Receive and record stalus
updates from CMT.

Liaise with Emergency
Recovery Coordinator to
determine the most
appropriate alternate site/s to
cater for recovery of the
critical business functions (up
1o 48 hrs).

Direct Business Recovery
Coordinator to implement the
activation procedure for the
alternate site/s for affected
critical business functions (up
to 48 hours).

Emergency Recovery

Coordinator

Notify the Risk and Claims
Officer of the initial damage
assessment to Council
property and personal
injury.

Liaise with Converge
International to arrange for
counselling to be available.

Liaise with Building Manager
and Chief Warden to obtain
status updates whether
site/or parts of the site are
accessible and deemed safe.
Once site or parts of sife are
cleared and deemed safe for
re-entry, business units to
resume operations.

Provide regular status update
reports to Crisis Manager.

Business Recovery
Coordinator

Reconfirm with Emergency
Recovery Coordinater re
accessibility of the site /
whether site or parts of site
are deemed safe for staff to
return to work.

Review Critical Business
Functions list and liaise with
the affected Managers to
determine affected functions.

Liaise with Crisis Manager to
determine the most appropriate
alternate site/s to cater for
recovery of the critical business
functions (up to 48 hrs).

Implement the activation
procedure for the alternate
site for affected critical
business functions {up to 48
hours).

Liaise with business unit
managers to identify whether
assistance organising
transportation of staff to
alternate site/s is required.

Liaise with the IT Disaster
Recovery Manager to arrange
for configuration of information
technology at the alternate
site/s for affected critical
business functions.

Provide regular status update
reports to Grisis Manager.

Business Resumption
Coordinator

IT Disaster
Recovery Manager

Once alternate site/s have
been activated, liaise with
Business Recovery
Coordinator to arrange
configuration of information
technology at the alternate
site/s for affected critical
business functions.

Provide regular status
update reports to Crisis
Manager.

Communications Coordinator

Continue with Crisis
Communicaticns Plan.

Provide regular status update
reports to the Crisis Manager.

Draft 0.21 = July 2018

Item 5.6 — Attachment 1

Page 36

71



Risk & Audit Committee

23/08/2018

Business Continuity Plan - Bayside Council

Timing
Guide

Crisis Manager

4-6 hrs

Reassess the extent of the
disruption.

If an extended downtime is
anticipated (> 48 hours)
determine whether to
activate Recovery Strategy
#3 - Permanent Loss of Site
(= 48 hours).

Receive and record status
updates from CMT.

Ensure Business Continuity
Task Log is maintained.

Emergency Recovery

Coordinator
Liaise with Building Manager
and Chief Warden to obtain
status updates whether
sitefor parts of the site are
accessible and deemed safe.
Once site or parts of site are
cleared and deemed safe for
re-entry, business units to
resume operations.

Provide regular status update
reports to Crisis Manager.

Business Recovery
Coordinator
Liaise with the IT Disaster
Recovery Manager to arrange
and configure information
technology at the alternate site.

Confirm seating
arrangements and resource
avallability at alternate site.
Instruct business units
to activate their
strategies within their
Recovery Plans and to
* relocate
required staff to
alternate site at
the agreed time
to continue
critical business
functions
+ instruct non-
critical staff to
return / stay
home until
otherwise
notified.

As required, commence
arrangements for
transportation of staff to
alternate sites.

Provide regular status update
reports to Crisis Manager.

Business Resumption
Coordinator

Liaise with Emergency
Recovery Goordinator to
identify when likely time
clearance will be provided to
enter site to commence
detailed assessment of
damage to Council
property (excluding
information technology and
communication systems).

Provide regular status update
reports to Crisis Manager.

IT Disaster
Recovery Manager
Liaise with alternate site
Building Manager to arrange
to configure information

technology at alternate site/s.

Provide regular status
update reports to Crisis
Manager.

Communications Coordinator

Cantinue with Crisis
Communicaticns Plan.

Provide regular status update
reports to the Crisis Manager.
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Timing
Guide

Crisis Manager

6-12 hrs

Reassess the extent of the
disruption. If an extended
downltime is anticipated (> 48
hours) determine whether to
activate Recovery Strategy
#3 - Permanent Loss of Site
(> 48 hours).

Receive and record stalus
updates from CMT.

Progress to Section 4 —
Resumption Strateqy #3

Emergency Recovery

Coordinator
Liaise with Building Manager
and Chief Warden to obtain
status updates whether
sitefor parts of the site are
accessible and deemed safe.
Once site or parts of site are
cleared and deemed safe for
re-entry, business units to
resume operations.

Provide regular status update
reports to Crisis Manager.

Progress to Section 4 —
Resumption Strategy #3

Business Recovery
Coordinator
Assist with the relocation of
staff and business
requirements to the alternate
site/s.

Liaise with alternate site
Building Manager to ensure
site induction occurs for all
staff who are not familiar with
the site.

Confirm with Managers that
recovery of critical business
functions at alternate site has
accurred.

Provide regular status update
reports to Crisis Manager.

Progress to Section 4 —
Resumption Strategy #3.

Business Resumption
Coordinator
Once clearance to enter site
for the purpose of planning
resumption is provided,
commence Resumption
Strategy #3.

IT Disaster

Recovery Manager
Ensure information
technology is operational
at the alternate site/s.
Provide regular status
update reports to Crisis
Manager.

Progress to Section 4 —
Resumption Strategy #3

Communications Coordinator

Cantinue with Crisis
Communicaticns Plan.

Provide regular status update
reports to the Crisis Manager.

Progress to Section 4 —
Resumption Strategy #3
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Recovery Strategy #4 Denial of Access to Site > 48 hours

Timing
Guide

Crisis Manager

0-2 hrs

Meet and provide briefing on
current situation to CMT.
Review full details of the
recavery strategy and allocate
tasks.

Maintain Business Continuity
Task Log.

Emergency Recovery

Coordinator

Review full details of the
recovery strategy.

Business Recovery Coordinator

Review full details of the
recovery strategy.

Business Resumption
Coordinator

Review full details of the
recovery strategy to identify
timing for commencement of
resumption strategy.

IT Disaster
Manager

Review full details of the
recovery strategy.

Recovery

Coordinator

Review full details of the
recovery strategy.

Post
Briefing

0-2 hrs

Receive and record status
updates from CMT.

Attend the incident site and
liaise with Building Manager,
Chief Warden, Emergency
Response feam to confirm:

+ the safe and orderly
evacuation of stalf and
visitors

+ welfare of staff and
members of the public
and

+ the site has been
secured, that
appropriate security is

in place at affected site.

Provide regular status update
reports to Crisis Manager and
lizise with the
Communications Coardinator
to ensure staff and key
stakeholders are informed.

Liaise with Building Manager
and Emergency Recovery
Coordinator to confirm loss of
capabilities and affected
business units.

As required, liaise with T DR
Manager and Manager
Customer Experience fo
activate the telephone
diversion precedure o ancther
site or after-hours provider,

Provide regular status update
reports to Crisis Manager.

Liaise with Emergency
Recovery Coordinator to
commence detailed damage
assessment of information
technology and
communication systems.

If required, activate the IT
Disaster Recovery Plan.

Provide regular status update
reports to Crisis Manager.

Activate the Crisis
Communications Plan and
Crisis Communication
Strategy - Manage
communication with
stakeholders as directed by
Crisis Manager.

Once estimated denial of
access lo site is determined,
inform key stakeholders.

Provide regular status
update reports to Crisis
Manager.
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Timing
Guide

Crisis Manager

2-4 hrs

Receive and record status
updates from CMT.

Liaise with Emergency
Recovery Coordinator to
determine the most
appropriate alternate site/s to
cater for recovery of the critical
business functions {up to 48
hrs).

Direct Business Recovery
Coordinator to implement the
activation procedure for the
alternate site/s for affected
critical business functions (up
to 48 hours).

Emergency Recovery

Coordinator

Notify the Risk and Claims
Officer of any damage to
Council property or
personal injury.

Notify the Health & Safety
Program of any injury to
staff or members of the
public.

Liaise with Converge
International to arrange for
counselling to be available.

Liaise with Building Manager
and Chief Warden to obtain
status updates whether site/or
parts of the site are accessible
and deemed sate. Once site or
parts of site are cleared and
deemed safe for re- entry,
business units to resume
operations.

Provide regular status
update repors to Crisis
Manager.

Business Recovery Coordinator

Reconfirm with Emergency
Recovery Coordinator re
accessibility of the site /
whether site or parts of site
are deemed safe for staff to
return to work.

Review Critical Business
Functions list and liaise with
the affected Managers to
determine affected functions.
Liaise with Crisis Manager to
determine the most appropriate
alternate site/s to cater for
recavery of the critical business
functions (up to 48 hrs).

Implement the activation
procedure for the alternate
site/s for affected critical
business functions (up to 48
hours).

Liaise with business unit
managers to identify whether
transportation of staff to
alternate site/s is required.
Liaise with the Information
Technology Manager to arrange
for configuration of information
technelogy at the alternate site/s
for affected critical business
functions.

Provide regular status update

reports to Crisis Manager.

Business Resumption
Coordinator

IT Disaster
Manager

Recovery

Once alternate site/s have
been activated, liaise with
Business Recovery
Coordinator to arrange
configuration of information
technology at the alternate
site/s for affected critical
business functions.

Provide regular status update
reports to Crisis Manager.

Communication
Coordinator

Continue with Crisis
Communications Plan.

Provide regular status update

reports to the Crisis Manager.
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Timing
Guide

Crisis Manager

4-6 hrs

Reassess the extent of the
disruption using the

Determine the Extent of the

Disruption Tool (1.1).

Receive and record status
updates from CMT.

Ensure Business Continuity

Task Log is maintained.

Emergency Recovery

Coordinator

Liaise with Building Manager
and Chief Warden to obtain
status updates whether site/or
parts of the site are accessible
and deemed sate. Once site or
parts of site are cleared and
deemed safe for re- entry,
business units to resume
aperations.

Provide regular status update
reports to Crisis Manager.

Business Recovery Coordinator

Liaise with the Information
Technology Manager to
arrange and configure
information technology at the
alternate site for affected
critical business functions.
Confirm seating arrangements
and resource availability at
alternate site.

Instruct business units to
activate their strategies within
their Recovery Plans and
+ relocate required
staff to alternate
site at the agreed
time to continue
critical business
functions.
* instruct non-
critical staff to
return / stay home
until otherwise
notified.

As required, commence
arrangements for transportation
of staff to alternate sites.

Provide regular status update

reports to Crisis Manager.

Business Resumption
Coordinator

IT Disaster
Manager

Recovery

Liaise with Alternate Building
Manager to arrange to
configure information
technology at alternate site/s.

Provide regular status
update reports to Crisis
Manager.

Continue with Crisis
Communications Plan.

Provide regular status update
reports to the Crisis Manager.
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Timing Emergency Recovery . Business Resumption IT Disaster Recovery Communication
Guide Crisls Manager Coordinator Blisinese RecoveryiCoordinator Coordinator Manager Coordinator
ist wif i Continue with Crisis
g-12 hrs | Reassess the extent of the Liaise with Building Manager Assist with the relocation of Ensure information technology Comlrn:nwgtionsl F:Ian
‘g:;”p”‘?" f;i’"%’?e ol th and Chief Warden 1o obtain staff and b“;"t‘eﬁ omat is operational at the alternate ’
ermine the Extent of the requirements to the alternate -
Disruption Tool (1.1) status updates whether sngﬂor ;gxs sitels. Provide regular stalus update
= parts of the site are accessible . . reports to the Crisis Manager
) and deemed safe. Once site or | Liaise with alternate site Provide regular status :
Receive and record status parts of site are cleared and Building Manager to ensure update reports to Crisis
updates from CMT. deemed safe for re- entry, site induction oceurs for all Manager.
business units to resume staff who are not familiar with
aperations. the site.
Provide regular status Confirm with Managers that
update reports to Crisis recovery of critical business
Manager. functions at alternate site has
occurred.
Provide regular status update
reports to Crisis Manager.
12-24 39355‘?55 the e’ﬁg’ of the Liaise with Building Manager Confirm with IT Disaster Liaise with Emergency Assess remote access capacity | Continue with
hrs isuption using b and Chief Warden 1o obtain Recovery Manager remote Response Coordinator fo identify) to allow staff from non-critical | Crisis Communication Plan.
gerer ™mine ?9 F;;ternr of the status updates whether sitefor | working capacity to support when likely time clearance will | functions to work from home.
isruption Tool (1.1). parts of the site are accessible | Staff working from home on be provided to enter site to Liaise with Business Recovery | Provide regular status update
Receive and record status and deemed safe. Once site or | Non-critical functions. commence detailed assessment | Coordinator to ensure availability| reports to the Crisis Manager.
o445 | updates from CMT. parts of site are cleared and Pricritise access to remote of damage to Council property| capacity is utilised.
4- deemed safe for re- entry, network ?aaac'g’ _a"db . (excluding information P 1o Section 4 Progress to Section 4 —
i ; communicate advise business rogress to ion 4 — .
hrs Progress to Section 4 - business unites to resume it M;nagers : | technology and Resgumpra'on Sratogy 74 Resumption Strategy #4
Resumption Strategy #4 operations. . communication systems).
Provide regular status update ) Provide regular status update
reports to Grisis Manager. Progress to Section 4 — reports to Crisis Manager.
Resumption Strategy #4
Progress to Section 4 — Once cleared to enter site for the|
Resumption Strategy #4 purpose of planning resumption,
commence Business
Resumption Strategy #4.
Draft 0.21 — July 2018 Page 42

77



Risk & Audit Committee 23/08/2018

3.3 Staff Relocation to Alternate Site

Following a major disruption to the Bayside Administration Centre, there may be up to 320 displaced staff.

Upon activation of the Business Recovery Plan, the Business Recovery Coordinator, under the direction
of the Crisis Manager, will provide instruction to business unit managers for relevant staff to relocate to the
alternate site (refer to sequence of events for the selected Recovery Strategy).

The IT capability for remote working provides substantial bandwidth capacity therefore there is currently no
technical limitation on working from home, if staffs’ personal equipment (PCs and internet) is utilised. This
means that it is anticipated that all staff for all business functions (critical and non-critical) will be able to log
in and work from home.

If limitations were identified staff the Business Recovery Coordinator would triage system and network
access to a minimum number of staff to deliver critical business functions to a basic level.

Staffing Relocation Schedule by Business Unit

Crisis Command Centre / IT Disaster Recovery Site Nug‘g?{ of
City Performance Information Technology 17
General Managers Unit | Communications & Events 2
City Presentation City Works 2
City Futures Director 1
City Life Director 1
City Performance Governance & Risk 4
General Managers Unit | People & Organisational Culture 1
General Managers Unit | Executive Services 3

31

This is essentially the Crisis Management Team and additional ICT Support. The Project Management team
and other non-critical functions may be spilled to provided resources at Bexley Depot.

Alternate Location - Home Nugltt;?fr ok

General Managers Unit | Communications & Events 13
General Managers Unit | People & Organisational Gulture 23
City Futures City Infrastructure 35
General Managers Unit | Executive Services 6
City Futures Property 10
City Performance Governance & Risk 26
City Futures Development Services 43
City Futures Certification 14
General Managers Unit | Major Projects Delivery 1
City Performance Procurement 2

173
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Alternate Location - Other Nursntl;?fr =i Other Location
City Life Libraries 45 Distribute across Branch Libraries
City Life Customer Service 20 Eastgardens Customer Service Centre
City Performance Finance 22 Depot or Library
City Futures Stralegic Planning 20 Depot or Library
City Performance Procurement 3 Depot or Library
110

In the event insufficient seats or equipment are available the Business Recovery Coordinator will consider
multiple shifts to facilitate maximum usage of available resources. Rostering may be required to ensure staff
can continue to run the critical business activities and ICT systems and applications until the crisis is declared

over.

In the event of an extended disruption, staff may be required to be rostered to work until all backlogged work
is complete as deemed necessary by the Business Recovery Coordinator until normal business

arrangements resume.

Note: Whilst some business units have nominated depot or library as an alternate location this recovery
strategy has not been pre-planned therefore work from home may be required until set up arranged.
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4

Bayside
Council

Serving Our Community

Section 4:

Business Resumption Plan
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Section 4: Business Resumption Plan

The Business Resumption Plan contains a series of actions and steps designed to return Bayside Council’s business to its pre-interruption status.
This includes restoration or relocation of facilities and equipment and resumption of operations to maximum capacity. The Business Resumption
Plan should commence as soon as possible after activation of the Business Recovery Plan without interfering with critical tasks or diverting key
personnel from the initial recovery process.

Resumption Strategy # 1 Loss of Key People / Staff

Assist affected business
units to commence
recruitment of permanent
staff to replace staff as
required.

Provide regular status
update reports to Crisis
Manager.

Timing Crisis Manager Emergency Recovery Business Recovery Business Resumption IT Disaster Recovery Communications
Guide 9 Coordinator Coordinator Coordinator Manager Coordinator
Receive and record status Liaise with affected Continue with Crisis
updates from CMT. business units and Human Communications Plan to
Resources to create an provide status updates to
Ensure Business action plan to replace a key stakeholders.
Continuity Task Log is permanent loss of staff .
maintained. and reassess their Provide regular status
capabilities (established update reports to Crisis
by Business Recovery) Manager.
to perform business
4-12 hrs functions in the interim

Draft 0.21 — July 2018

Item 5.6 — Attachment 1

Page 46

81



Risk & Audit Committee

23/08/2018

Business Continuity Plan - Bayside Council

Timing
Guide

Crisis Manager

Emergency Recovery

Coordinator

1 week +

Receive and recard status
updates from CMT.

Ensure Business
Continuity Task Log is
maintained.

Business Recovery

Business Resumption
Coordinator

Liaise with affected
business units to facilitate
an action plan (short term
and leng term) to replace a
permanent loss of staff
and reassess their
capabilities {established
by Business Recovery)
to perform business
functions in the interim.

Assist affected business
units to commence
recruitment of permanent
staff to replace staff as
required.

Provide regular status
update reports 1o Crisis
anager.

IT Disaster Recovery
Manager

Communications
Coordinator

Continue with Crisis
Communications Plan to
provide status updates to
key stakeholders.

Provide regular status
update reports to Crisis
Manager.

Site is
reinstated

Receive and record status
updates from CMT.

Ensure Business
Continuity Task Log is
maintained.

Confirm with Managers
that positions have been
filled and business has
returned to normal
operation.

Liaise with the
Communications
Coordinator to ensure key
stakeholders are notified
that all key positions have
been filled and business
has been returned to
normal operation.

Once confirmed by Business

Resumption Coordinator,
notify stakeholders that all
key positions have been

filled and business has been
returned to normal cperation.

Provide regular status
update reports to the Crisis
Manager.
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Resumption Strategy #2 Loss of Critical IT and / or Communication Systems

Timing Guide

Crisis Manager

4-6 hours

Receive and record status
updates from CMT.

Emergency Recovery

Coordinator

Business Recovery
Coordinator

Business Resumption
Coordinator

Liaise with Building Manager

and IT Disaster Recovery

Manager fo facilitate:

«  cataloguing and
removal of any
damaged equipment,
softwareand
requirements.

+  approval of replacement
equipment, software
andrequirements.

Provide regular status

update reports to Crisis

Manager.

IT Disaster Recovery Manager Communications Coordinator

Coordinate the resumption of
IT and communication
services and liaise with
Building Manager and
Business Resumption
Coordinator.

Pravide regular status
update reports to Crisis
Manager.

ontinue with Grisis
Communication Plan.

Provide regular status update
reports to Crisis Manager.

6-12 hrs

Receive and record status
updates from CMT.

Provide a detailed list of
items to Risk and Claims
Officer. Provide regular
status update reports to
Crisis Manager.

Coordinate and monitor
progress of all information
technology recovery
activities.

Provide regular status
update reports to Crisis

Manager.

Continue with Crisis
Communication Plan.

Provide regular status update
reports to Crisis Manager.
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Timing Guide Crisis Manager

Emergency Recovery Business Recovery

Receive and record status
updates from CMT.

12-48 hrs
IT/

Comms
restored

Business Resumption
Coordinator
Confirm with and IT Disaster
Recovery Manager that
installation of replacement
equipment and testing and
advise Crisis Manager.

If required, liaise with and IT
Disaster Recovery Manager
to deactivate the telephene
call diversions.

Upon reinstatement of site,
liaise with the
Communications Coordinator
to ensure all business unit
representatives and other
key stakeholders are notified
that information technology
and communication systems
have returned to operational
use.

Coordinate installation of
replacement equipment and
testing.

Provide reqular status
update reports to Crisis
Manager.

IT Disaster Recovery Manager Communications Coordinator

Continue with Communication
Plan.

Once confirmed by the
Information Technology
Manager, notify key
stakeholders that information
technology / communication
has been restored to
operational use.

Provide regular status update
reports to Crisis Manager.
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Resumption Strategy #3 Denial of Access to Site < 48 hrs

Er:::g Crisis Manager Emergency Recovery AT EETTRY Buwga::r:i?‘s;;g:phcn IT Disaster Recovery Manager Communications Coordinator
Receive and record status i i Liaise with the Building ontinue with risig|

612 hrs updates from CMT. g‘;‘;ﬂf,i“,f gri;?egyonce Manager and Business | Communications Plan.

clearance provided. Resumption Coordinator in ‘

Once . ) relation to reinstatement of | Provide regular status update
clearance Liaise with Emergency information technology and | feports to the Crisis Manager.
provided ge_covery Goordinator and communication at affected
uilding Manager to facilitate | g

cataloguing and removal of '

any damaged files, fittings,

fixtures, equipment, software

and other requirements.

Take photographs (or

videotape) of damaged and

undamaged facilities,

infrastructure, etc.

Provide detailed list to Risk

and Claims Officer.

Provide regular status

update reporis to Crisis

Manager.

12-24 hrs 5;5::;? ?{g;rg{ﬁ? status Liaise with the Building . . . Continue with Crisis
Manager to identify and Liaise with Business Communications Plan.
facilitate repair requirements | esumption to commence
and/or rectification of site reinstatement of information | proyide regular status update
including consultation with technology and reports 1o the Crisis Manager.
contractors for initial communication at affected
estimate of the scope and site.
cost of repairs. Provide regular status
Liaise with Building Manager | update reports to Crisis
to facilitate approval for Manager.
procurement of replacement
files, fittings, fixtures,
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Timing
Guide

Crisis Manager

Emergency Recove
Coordinator

Business Recovery
Coordinator

Business Resumption
Coordinator

equipment, software and
other requirements.
Liaise with Building Manager
and business unit managers
affected to ensure all site
and business unit needs are
met.

IT Disaster Recovery Manager Communications Coordinator

24-48 hrs
Once site
reinstated

Receive and record status
updates from CMT.

Upan reinstatement of site,
assist with the relocation
of staff from the alternate
site/s back to the site/s for
resumption of normal
business operations.

Deactivate alternate site
and resume normal
operations.

Provide regular status
update reports to Crisis
Manager.

Confirm with Building
Manager that site repairs /
rectification works are
certified /approved and that
the site may be reinstated.

Upon reinstatement of site,
liaise with the
Communications
Coordinator to ensure all
business unit
representatives and other
key stakeholders are notified
that site has returned to
operational use.

Confirm with business unit
managers that siaff have
been relocated back to
normal sites from alternate
site.

Provide regular status
update reporis fo Crisis
Manager.

Confirm reinstatement of
information technology and
communication at site.

Once confirmed by Business
Resumption Coordinator
notify key stakeholders that
the site has been restored to
operational use, staff have
returned from alternate sites
and business has returned to
normal operations.

Provide regular status update]
reports to the Crisis Manager.
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Resumption Strategy #4 Denial of Site > 48 hours

L Emergency Recover: i i i . icati
2’::;;9 Crisis Manager C%ordii'nator Y Bus(lzr‘nf:rsd;:e;g:fery Busngaos: r:;s;::;r:‘ptlon IT Disaster Recovery Manager ggm‘g;';'f;"ms
Fogaivo o st hcivat Susnes Resuroton| LSOO | GO
updates from CMT. Strafegy once clearance Resumption Coordinator in develop program of regular
Ensure Business provided. relation to reinstatement of communication to staff and
Continuity Task Log is Liaise with Incident information technology and other stakeholders to update
72 hrs | maintained. Response, Building Manager | communication at affected them on progress of business
and Administration Branch site. resumption.
(Corporate Procurement) o
Site facilitate cataloguing and Provide regular status update
clearance removal of any damaged reports to the Crisis Manager.
files, fittings, fixtures,
equipment, software and
other requirements. Take
photographs (or videotape) of
damaged and undamaged
facilities, infrastructure, etc
Provide detailed list to Risk
and Claims Officer. When
deemed sate, retrieve any
damaged and undamaged
files, equipment and
property from the office site
to minimise loss.
Provide regular status update
reparts to Crisis Manager.
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Timing
Guide

Crisis Manager

Site
repaired, or
rectification

occurs

Receive and record status
updates from CMT.

Ensure Business
Cantinuity Task Log is
maintained.

Emergency Recovery
Coordinator

Business Recovery
Coordinator

Business Resumption
Coordinator

Liaise with the Building
Manager to identify and
facilitate repair requirements
and/or rectification of site
including consultation with
contractors for initial estimate
of the scope and cost of
repairs. If site is not able to
be reinstated, commence
action planning for short term
and long-term replacement
site .. leasing new
premises, rebuilding site.

Liaise with Administration
Branch (Gorporate
Procurement) and Building
Manager to facilitate
approval for procurement of
replacement files, fittings,
fixtures, equipment,

software and other
requirements.

Liaise with Building Manager and
business unit Managers affected to
ensure all site and business unit
needs are met.

IT Disaster Recovery Manager

Liaise with Business
Resumption Coordinator to
commence reinstatement of
information technology and
communication at affected
site.

Provide regular status update
reports to Crisis Manager.

Communications
Coordinator

Continue with Crisis
Communications Plan.

Provide regular status update
reports to the Crisis Manager.

Site is
reinstated

Receive and record status
updates from CMT.

Ensure Business Continuity
Task Log is maintained.

Upon reinstaternent of site, assist
with the relocation of staff from
the alternate site/s back to the
site/s for resumption of normal
business operations.

Deactivate alternate site and
resume normal operations.

Provide regular stalus update
reports 1o Grisis Manager.

Confirm with Building Manager that
site repairs/rectification works are
certified/approved and that the site
may be reinstated.

Upon reinstatement of site, liaise
with the Communications
Coordinator 1o ensure all

business unit representatives and
ather key stakeholders are

notified that site has returned to

Cenfirm reinstatement of
infermation technology and
communication at site.

Once confirmed by Business
Resumption Coardinator, notify
key stakeholders that the site has
been restored to operational use,
staff have returned from alternate
site and business has returned to
normal operations.

Provide regular status update
reports to the Crisis Manager.
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Timing

Guide Crisis Manager

Emergency Recovery Business Recovery Business Resumption

Coordinator Coordinator Coordinator
operational use,
Confirm with business unit
managers that staff have been
relocated back to normal sites
from alternate site.
Pravide regular status update
reports to Crisis Manager.

IT Disaster Recovery Manager

Communications
Coordinator
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Appendix A Crisis CommunicationPlan

In the event of a crisis being declared, the Crisis Manager will request the Communications Coordinator
to activate this plan.

Crisis Communication

The Communications Coordinator is responsible for managing the communication during a crisis. All
contact from the media must be directed to the Communications Coordinator.

Disseminating information and media statements

The Communications Coordinator will be responsible for the collection and collation of all information
required to communicate the status of the disruption to both staff and the community. It is imperative
that all information released must first be sighted and approved by the Communications Coordinator
and the Crisis Manager.

The following procedures should be followed as soon as possible:

= ensure all relevant information is available

* liaise with Council's Manager Customer Experience and provide written briefing notes clearly
outlining the information they can provide to the community.

» draft holding statements and key messages: these messages will be distributed to the media
as required

* nominate and brief the media spokesperson (Crisis Manager). This is the person the media will
be able to direct questions to and interview for media opportunities

* draft and issue media release/statements: Once the appropriate message has been written and
approved by relevant stakeholders, the Communications Coordinator will issue to the media.

= liaise with relevant stakeholders, including ensuring that credible external authorities e.g. (NSW
Police, NSW Fire and Rescue, NSW SES eic) are available / provide a credible source of
information, relevant to the nature of the interruption, when communicating with stakeholders

= upload all relevant and approved information and messages to Council's website and initiate
Council's social media avenues including Facebook and Twitter to further disseminate Council's
agreed position

* draft a concise fact sheet with Crisis Manager - upload to Council's website, use in social media
platforms and be make available for media enquiries and to Customer Service staff

= ensure staff receive initial and ongoing communication and

Crisis Communication Strategy

1. Determine appropriate stakeholder/s

Stakeholder

Chief Executive Officer, Directors
Mayor and Councillors

Managers

Other Key Staff

All staff (via Call Tree)

Media

Suppliers

Community

Other Key External Contacts

2. Create Communication Strategy including method, frequency and message
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Consideration Communication Options

Methods of + Face-to-face briefings

communication e E-mail

* Internet - Website updates

+ Establish 1300 number / telephone message
+ Social media updates - Twitter / Facebook

* Provision of media blast /messages including newspaper/TV /radio
announcements

+ Premises signage

«  Staff Call Tree

« SMS to staff mobile phones or recorded message service
« Intranet (staff)

Sample frequency « Day1 » Update every 3 hours or as required
of communication + Days2to7 « Updates 3 times per day or as required
¢ Week?2 + Updates morning and afternoon or as required
«  Week 3 » Update once per day or as required
*  Week 4 + Updates once per day or as required
Suggested Day 1:
messages Overview of incident and extent of damage

Staff safety and welfare

Actions currently being implemented and actions to be implemented
Message of encouragement and other key information

Days 2to 7:

Update on staff safety and welfare

Update on recovery actions

Key actions to be implemented going forward

Week 2+:

Status of recovery operations

Update on any key people issues including recovery and welfare of injured or displaced
staff

3. Develop messages

Staff Call Tree Activation Message/Email/SMS Alert Procedure

* Prepare message to be provided to all staff (site affected / site not affected) for approval by
Crisis Manager

* Confirm with Crisis Manager to enact Call Tree Procedure.

» Commence Intranet message alerts

* Organise for recorded message service

Media Communication Procedure
* Prepare Media Release
* Prepare on hold telephone message for disruption to business
= Prepare on hold telephone message for resumption of operations
* Prepare business disruption website message

Customers and Suppliers Procedure

* Retrieve customer / supplier contact details including full name and email addresses

* Prepare and send email to affected customers and customise with current date, nature of
the incident and recovery timeframes

* Prepare and send email to affected suppliers and customise with current date, nature of
the incident and recovery timeframes

Twitter & Facebook Account Procedure
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Social media, including Facebook and Twitter, can and should be used as an additional or secondary
means of communication in a crisis or disruption scenario.
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Communications Templates
Customer Email Template

<insert date>
Dear <insert customer>
Important notice affecting Council

On the <insert date> Council experienced <insert brief description of incident>. This incident means <insert
affected site> will be closed for a short period of time.

To ensure that you continue to receive the highest level of service, the Bayside Council Business Continuity
Plan has been activated to assist with a prompt recovery of our operations. In addition, any updates regarding
the re-opening of our office will be advised on our website www.bayside.nsw.gov.au

The Eastgardens Customer Contact Centre is currently unaffected by this incident. Should you wish to contact
a Council Customer Service Representative, please call
<insert numbers.

We apologise far any inconvenience and thank you for your patience and understanding. We will contact you
again when our office is once again operational.

Yours faithfully

<insert name>
<insert title=
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Supplier Email Template

<insert date>

Dear <insert supplier>

Important notice affecting Bayside Council

On the <insert date> Bayside Council experienced <brief description of incidents at <insert addresss.
This incident means <insert affected site> will be closed for a short period of time.

All key business functions of the <insert affected site> will remain operational from our temporary location at
<insert alternate site address>.

We expect this incident to have minimal impact on our dealings with your organisation, however, please do
not hesitate to contact <insert name and number> should you have any concerns.

We apologise for any inconvenience and thank you for your patience and understanding. We will contact you
again when <insert affected site> once again operational.

Yours faithfully

<insert name>
<insert title>
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Example Media Release / Statement Text

<insert date>
Disruption to Bayside Council Site

Bayside Council today reported a disruption to <insert affected site>, located in <insert
locations.

The cause of the <inert disruption> is unknown and is being investigated by the <insert relevant
body>..

<insert name> spokesperson for Council advises that “Council has activated its Business
Continuity Plan to ensure a prompt recovery of our operations”.

Furthermore <insert name> stated, “There will be minimal service disruption anticipated for
Council customers.”

It is expected that the services will resume within <insert number of hours> hours from the time
of the disruption.

Further notices and any relevant information will be communicated accordingly.

Key Contact:

<insert name>

<insert title>

<insert phone numbers - business, mobile and after hours>
<insert email address>

Example Media Release / Statement Text

<insert date>
General Manager provides update on Bayside Council <insert disruption> disruption

General Manager <insert name> joined <insert title> <insert name> and <insert title> <insert
name> on <insert day> to provide an update on the City’s efforts to resolve a <insert disruption>.

General Manager <insert name> provided an update on Council operations and precautionary
measures employees and customers should take while the Bayside Council works to restore
critical services.

“The safety and security of our employees and customers remains our top priority. We are
working around the clock to work through this <insert disruption>. and we ask for your patience
as we implement business continuity measures,” General Manager <insert name> said. “| want
to thank the <insert Council department> and my senior team, for their hard work and focus on
this issue.”

While some services are disabled as the Council works to resolve this incident, business
continuity measures have been implemented.

Details on available Gouncil services are as follows:

Community Safety
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» <insert detail of services that remain available, any limitations and alternatives>
» Community safety measures remain in operation.
+ Compliance enforcement requests are still being processed.

Customer Service

« <insert detail of services that remain available, any limitations and alternatives>
» Customer Service is available at the Eastgardens Customer Contact Centre.

Libraries Services

* <insert detail of services that remain available, any limitations and alternatives>
* Services are available at other libraries across Bayside Council area.

Community Services

e <insert detail of services that remain available, any limitations and alternatives>
* Services are available at other libraries across Bayside Council area.

City Works
+ <insert detail of services that remain available, any limitations and alternatives=>
Procurement

* No significant impacts on tenders are anticipated.
» Contracts will continue to be processed and the department continues to work.

Development Services

« <insert detail of services that remain available, any limitations and alternatives>

» No significant operational impacts at this time.

« The Department is able to process permits and fees. They are also conducting
inspections.

» Development inspections and certifications assignments are slower, but operational.

Waste and Cleansing

<insert detail of services that remain available, any limitations and alternatives=>
Solid waste pick-up is on schedule.

No other operations are affected.

Parks and open spaces are operating per normal.

Human Resources
+ Applications for new employment are suspended.
Parks and Open Space

« <insert detail of services that remain available, any limitations and alternatives>
* No operational impacts.
» The Department is manually reviewing permits and event applications.
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Key Contact:

<insert name>

<insert title>

<insert phone numbers - business, mobile and after hours>
<insert email address>

Disruption On-hold Telephone Message

We are currently experiencing a high volume of calls and apologise for
the delay in answering your enquiry. Your call is important, and a Bayside
Council Customer Services Representative will be with you shortly.
Thank you for your patience.

<optional insert 'Any updates regarding the re-opening of our office will be
advised on our website www.bayside.nsw.gov.au>

Note:  This copy could change if, because of the event, a decision is made to extend office hours ar
telephone hours fo handle exira enquiries and/or another office is opened for customers fo
use.

Resumption of Operations On-hold Telephone Message

Bayside Council Customer Service Centre is again operational, and we apologise for
any inconvenience caused. Your call is important, and a Bayside Council Customer
Services Representative will be with you shortly. Thank you for your patience.

Business Disruption Website Message
Important information for all Customers - Disruption to normal service

Due to <insert reasan> our office at <insert affected site> is closed for <insert time frames.

Your cooperation and understanding would be appreciated, while we are overcoming this
temporary setback to our normal service.

Please keep returning to our website as we will provide updates as they are known. Full
details on how you can contact us will also be updated.
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Appendix B Stakeholder Contact Details

Executive Leadership Team

General Manager

Meredith Wallace

0414 982 612

Director City Life

Debra Dawson

0401 148 920

Director City Performance

Michael Mamo

0400 223 706

Director City Presentation

Colin Clissold

0419 480 816

Director City Futures

Michael McCabe

0402 893 241

Mayor and Councillors
Mayor Bill Saravinovski 0412 139 068
Councillor Rockdale Ward Petros Kalligas 0417 079 860
Councillor Rockdale Ward Andrew Tsounis 0401 268 888
Gouncillor Bexley Ward Joe Awada 0438 223 600
Councillor Bexley Ward Liz Barlow 0417 490 882
Councillor Bexley Ward Ron Bezic 0412 898 256
Councillor Port Botany Ward Christina Curry 0417 242 506
Councillor Port Botany Ward Scott Marrissey 0419 551 556
Councillor Port Botany Ward Paul Sedrak 0416 200 034
Councillor Botany Bay Ward Ed McDougall 0419413 132
Gouncillor Botany Bay Ward James MacDonald 0434 140 530
Councillor Botany Bay Ward Vicki Poulos 0416 206 608
Councillor Mascot Ward Tarek Ibrahim 0434 140 530
Councillor Mascot Ward Michael Nagi 0403 222 666
Gouncillor Mascot Ward Dorothy Rapisardi 0408 354 718
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Business Continuity Plan - Bayside Council

Business Unit Managers (by Directorate)

General Managers Unit

Manager Executive Services Liz Rog 0407 070 910 Liz.Rog@bayside.nsw.gov.au
Head of Communications & Events Vince Carrabs 0416 173 705

Major Projects Director Karin Targa 0402 278 084

Manager People and Organisational | Kristina Forsberg 0420 977 236

Culture

City Futures

Manager Certification Phoebe Mikhiel 0420 374 129
Manager City Infrastructure Jeremy Morgan 0435 658 433
Manager Development Services Luis Melim 0411 440 010
Manager Property Samantha Urquhart 0417 115824
Manager Strategic Planning Clare Harley 0404 163 594
City Life

Manager Compliance Michael Azzi 0412 389 645
Manager Customer Experience Angela Hume 0488 009 619
Manager Recreation and Community | Hayla Doris 0418 826 055
Services
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Business Continuity Plan - Bayside Council

City Presentation

Manager City Works Steve Poulton 0450 486 682

Coordinator Civil Works Bryce Spelta 0412 455 068

Manager Parks and Open Spaces Kyle Jamieson 0409 674 642

Manager Waste & Cleansing Joe Logiacco 0401 779 951

Coordinator Facilities & Properties John Dahmen 0416 280 133

Maintenance

Nursery Manager Michael Byrnes 0419 601 853

Executive Officer Presentation Tracy Moroney 0411 220 694 Tracy.moroney@bayside.nsw.gov.au

City Performance

Manager Finance Matthew Walker 0448 106 795
Manager Governance & Risk Fausto Sut 0418 230 535
Manager Information Technology Robert Kolimackovski 0448 119 893
Manager Procurement Bobbi Mayne 0421 706 005

Media Contacts
Communications & Events maintain an extensive media contact list for local radio, metro radio, print and television.

Local Government

SSROC 02 8396 3800 Namoi Dougall General Manager
Georges River Council 02 9330 6400
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Business Continuity Plan - Bayside Council
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Business Continuity Plan - Bayside Council

Other Key External Contacts / Suppliers

Provider

Converge International - Gouncil's
Employee Assistance Program - Gan
be contacted 24 hours per day

Service
Employee counselling

Contact
1300 687 327

https://www.convergeinternational.com.au/

Liability Insurance Advice Givic Risk Mutual

Andrew Armistead

enquiry@civicriskmutual.com.au

Tony Hatgis 0409 904 216

1300 837 493
0417 236 981

Claims management Claims Management Australia 1300 133 903 lanb@claimsmanagers.com.au
lan Barker lonyh@claimsmanagers.com.au

Insurance Broker Willis Towers Watson

Shane Redman
9285 4143
0407 438 886

shane.redman@willistowerswatson.com

After Hours Customer Service Welldone

Rebecca Murphy
4422 2222

rebecca.murphy.csr@welldone.com.au

Key External IT Contacts / Suppliers

Account
Number

Organisation

Support
Contact
No.

Account Mobile Email

Manager

Key Bayside Primary /
Secondary Contacts

Virtualization VMWare
Platforms (CORE
INFRASTRUCTURE)

GOVDC (Key 1Q3
DataCenter)

Network Service TPG
Porvider BigAir
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Business Continuity Plan - Bayside Council

Organisation Support Account Account Mobile Email Key Bayside Primary /
Contact Number Manager Secondary Contacts
No.
Somerville
Phone System UXC
TalkWare
Operating System and | Microsoft
Database Platform
MNetworking Cisco
Infrastructure
Backup Infrastructure | VEAM
DR Datacenter VOCUS
CRM System (New) INFOR (Pathway)
CRM System (old) AUTHORITY
(Civica)
EDRMS TRIM
Gouncillor Portal Aten Systems
Telecommunications Telstra
Provider
Public Web Site BulletProof
Hardware Provider Lenovo / IBM
Financial Platform TechOne
HR System iCHRIS
Land Map Intramaps
ping Software
Depot Fuel System DataFuel
Infringement System Pinforce
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Iltem No 5.7

Subject Liability Claims Performance Overview

Report by John Hughes, Coordinator Risk Management

File F08/85

Summary

This report informs the Risk & Audit Committee of the current litigated claims matters against
Council with accompanying claims statistics and graphs detailing claims and notified
incidents reported to Council over the last five (5) years.

Officer Recommendation

That the report be received and noted.

Background

Council currently has five (5) litigated matters and one further matter that continues as a
potential for litigation.

Plaintiff “A”

This claim is a trip and fall at a Telstra pit covered with plywood sheet but within a Council
footpath. The matter is legally complex and has progressed to the District Court with action
taken against Council and Telstra. Council has filed a defence and various cross claims
have been filed e.g. Telstra against Council and Ivison Constructions Pty Ltd (Ivison) the
builder on the adjacent property; Council in turn has filed a cross-claim against Ivison.

The Parties have been ordered to mediation in the first instance prior to a four (4) day
hearing set down for November if it cannot be vacated by mediation.

The matter is listed as ongoing and the Reserve is set very conservatively at $75,000, largely
due to the matter being set down for a lengthy hearing and prior mediation. Costs to date
are $14,065.

Plaintiff “B”

Current Status

The claimant’s lawyers issued a GIPA request to Council seeking information regarding the
slide at Botany Aquatic Centre. Access was provided to most of the information with some
redactions and some withheld on the basis of legal professional privilege. The claimant’s
lawyers has lodged an internal review of Council’s determination and that is currently being
processed by the Manager Governance & Risk.

The slide was scheduled to be demolished commencing on 1 July 2018. Contracts for
demolition were executed by Council on 23 July 2018 and the work is now complete.

Item 5.7 104



Risk & Audit Committee 23/08/2018

A Civic Risk Mutual reserve of $250,000 has been recommended of which Council’s
deductible contribution will be $100,000. $26,112 has been expended to date in this matter.

Background

The claimant was allegedly knocked unconscious after striking his head as he rode down the
Green Slide at the Botany Aquatic Centre. On legal advice Council has denied liability and
represented via Claims Management Australasia (CMA) lawyers McCulloch & Buggy (M&B)
that the slides were diligently maintained and properly operated.

As part of the process, a viewing of the slides was undertaken on 23 May 2018. B attended
in person together with his solicitor and David Dubos, engineer. Council’s expert, Luke
Murphy, was present together with Doris Lum and other representatives of Council and Mr
Richard Oldfield of M&B.

The Slide has been shut down for some time and could not be made operational for the view.
Accordingly, Mr Dubos was only able to observe and photograph the structure and signage.
Mr Murphy has expressed the opinion that the central issues relate to the flow rate used on
the Slide. He says the records indicate Council installed a new pump and flow meter and it
was after this that the occurrence of injury incidents increased. The ultimate source of the
information relied on by Council in setting the flow rate is unclear. The important question is
likely to be whether, when faced with the increase in incidents, Council responded in an
adequate fashion. It remains to be seen whether Mr Dubos has enough information to
identify a potential issue with the flow rates.

It was observed that B did not show any obvious sign of significant head injury.

Plaintiff “C”

C allegedly struck his head on the Green Slide at the Botany Aquatic Centre and suffered
from swelling and bruising. C is represented by Firth’s lawyers who submitted an offer of
$30,000. Firth’s have expressed the view that they would like the matter to be informally
settled. Matter has been referred to CMA who have requested medical reports and details of
out-of-pocket expenses before Council can consider the offer further.

On 28 February 2018, hospital clinical notes were forwarded to CMA “for information
purposes only” and Claimant’s solicitor indicated it is likely a Statement of Claim would
follow. To date no Statement of Claim has been served and the matter remains dormant.

The matter is listed as ongoing. A reserve of $10,000 has been approved and expenditure to
date is $417.

Plaintiff “D”

The claimant, D, is represented by AM Legal Compensation Lawyers has issued a Statement
of Claim alleging negligence on behalf of Council as a result of a fall on an unidentified
stretch of allegedly misaligned kerbing within Cook Park on New Year’s Eve Celebrations 31
December 2014 at 7.30pm.

The matter was reported to Council in 2015 (no report made at the time of the incident) but
the claim and allegations are vague e.g. injuries range from fractured left foot, injury to both
knees and resultant anxiety and depression. Council has requested details on many
occasions from her Solicitor but this has not been forthcoming and the matter remains
dormant.

The matter is listed as ongoing. A reserve of $40,000 has been approved and expenditure to
date, $3,362.
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Plaintiff “E”

The plaintiff is seeking unspecified financial damages for alleged injuries sustained from an
umbrella propelled by wind at the Botany Aquatic Centre in January 2015. The matter is
being defended and has been subject to investigation by an external investigator appointed
by CMA. Some delays in progressing medical evidence are unavoidable due to
circumstances beyond our control.

Based on CMA legal advice, Council’s Solicitors have been instructed to offer to settle the
matter with each side bearing its own costs.

The matter remains listed as ongoing and has not progressed in the last quarter.

The recommended reserve has been reduced from $75,000 to $20,000 in consultation with
CMA due to the “significant liability and credit (credibility) hurdles the claimant faces”.

Therefore, the reserve stands at $20,000 with expenditure to date of $5,093.

Plaintiff “F” (CROSS CLAIM — COUNCIL 2"° DEFENDANT)

Council is listed as a second defendant on this matter, where the claimant alleges he tripped
and fell on a steel ramp which is owned by the IGA Bexley. After an initial complaint against
Council, ownership of the ramp was identified to be with IGA Bexley. This was discovered by
Council’'s Compliance Officer when they investigated the complaint which Council received
soon after the incident.

Council has been subpoenaed to produce documents but the scope of the subpoena has
been contested by Council’s solicitors. The matter has not progressed in the last quarter and
remains listed as ongoing. The reserve stands at $40,000 and expenditure to date is $3,548.

Industrial Special Risk Claims
The only reported incidents this quarter have been:

o Property damage to a Council fence hit by a third party motor vehicle where Council is
recovering directly from the third party’s insurer and Council is carrying out the repairs
itself.

o Vandal damage to shade cloth sails where damage repair costs were approximately
$200 less than the $5,000 excess of the ISR property damage cover. No claim was
lodged and no Police report was made of the damage to Council Property.

Holistic Claims Summary

The following graphs depict claims and notifications as received by Council over a five (5)
year insurance policy year period which is 1 November to 31 October. The historical data
consolidates available claims and notifications histories of the former Councils. The
insurance year to date for 2017 captures claims from 1 November 2017 up to 30 June 2018.

All liability claims categories are exhibiting a stable or declining trend.

In prior reports, Professional Indemnity was impacted by a single claim for $70,000 in the
2016 policy year relating to the Ramsgate Town Centre project. The claim has been closed
in consultation with CMA Australia. The claim has been reversed in the statistics as in law it
was not against Council but against a third party (the builder of the Ramsgate Town Centre
Project). Furthermore, no formal statement of claim eventuated.
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Claims Statistics

2017 is a part year and contains new claims but no provision for IBNR (Incurred But Not
Received) claims.

1 Last Quarter at a Glance

In the preceding quarter, a total of 32 viable natifications and claims have been received.

Claim Type Number Claim Value
Golf ball damage 9 $5,971
Personal Injury* 6 $9,857
Tree roots 8 $7,980
Professional Indemnity 1 $433
Other Property Damage 8 $79,001
Total 32 $103,242.00

2 Total Claims Summary

Amount Number Amount Number Amount
Pool Year Category Settled Settled Outstanding Outstanding Denied
2013 22 Third Party Personal Injury 105,265.00 22,550.95 22 78,514.05 7 4,200.00 14
2013 106 Third Party Property 125,167.66 31,065.82 105 19,461.86 13 74,639.98 37
2013 27 Tree Roots 80,414.97 6,652.00 26 40,638.10 6 33,124.87 9
2013 1 Professional Indemnity 1,000.00 - 1 1,000.00 1 - 0
f 2014 40 Third Party Personal Injury 188,618.25 15,711.05 40 162,907.20 10 10,000.00 6
2014 136 Third Party Property 161,514.06 89,200.05 136 25,903.38 7 46,410.63 48
2014 27 Tree Roots 102,620.30 19,080.60 27 45,265.00 5 38,274.70 10
2014 0 Professional Indemnity - - - - 0 - 0
2015 56 Third Party Personal Injury 160,235.95 89.00 56 156,146.95 29 4,000.00 27
2015 133 Third Party Property 103,133.50 40,560.24 132 27,245.00 26 35,328.26 35
2015 12 Tree Roots 56,104.50 16,076.50 12 7,829.00 4 32,199.00 4
2015 2 Professional Indemnity 1,000.00 - 2 1,000.00 1 - 0
2016 44 Third Party Personal Injury 141,310.00 26,839.04 42 99,470.96 18 15,000.00 25
2016 85 Third Party Property 102,308.79 14,697.96 83 21,832.83 13 65,778.00 32
2016 6 Tree Roots 21,402.25 3,539.25 6 15,961.00 1 1,902.00 2
2016 0 Professional Indemnity - - 0 - 0 - 0
2017 22 Third Party Personal Injury 19,715.50 1,715.50 17 8,000.00 8 10,000.00 9
2017 47 Third Party Property 104,110.09 12,434.13 35 33,286.00 6 58,389.96 25
2017 6 Tree Roots 18,975.00 - 4 8,350.00 1 10,625.00 4
2017 0 Professional Indemnity - - 0 - 0 - 0

Totals 1,492,895.82 300,212.09 752,811.33 439,872.40
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3 Total Claims Incurred

Over all, claims are declining with intensive triage and improved customer response meaning
fewer customer requests are converting into claims incurred. Third party property damage
claims have remained steady, with tree claims and personal injury claims observably
decreasing for the last three years.

Total Claims by Category and Policy Year

$200,000
$180,000
$160,000
$140,000 H 2013
$120,000 m 2014
$100,000
W 2015
$80,000
$60,000 2016
$40,000 m 2017
$20,000
%0 _—
Third Party Personal  Third Party Property Tree Roots Professional
Injury Indemnity

Count of Amount Claimed Policy Year M

Claim Type 2013 2017 Grand Total
Third Party Personal Injury 22 40 56 43 19 180
Third Party Property 106 136 133 84 42 501
Tree Roots 27 27 12 6 5 77
Professional Indemnity 1 2 3
Grand Total 156 203 203 133 66 761
Sum of Amount Claimed Policy Year ﬂ

Claim Type 2013 2017 Grand Total
Third Party Personal Injury 105,265.00 188,618.25 160,235.95 141,310.00 19,715.50 615,144.70
Third Party Property 125,167.66 161,514.06 103,133.50 102,308.79 104,110.09 596,234.10
Tree Roots 80,414.97 102,620.30 56,104.50 21,402.25 18,975.00 279,517.02
Professional Indemnity 1,000.00 1,000.00 2,000.00
Grand Total 311,847.63 452,752.61 320,473.95 265,021.04 142,800.59 = 1,492,895.82
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4 Claim Settlements

As with overall claims, settlement payments are continuing to observe a declining trend as
depicted below.

Settlement Payments by Category and Policy Year
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Claim Type Ei 2013 2017 Grand Total
Third Party Personal Injury 22 40 56 42 17 177
Third Party Property 105 136 132 83 35 491
Tree Roots 26 27 12 6 4 75
Professional Indemnity 1 2 3
Grand Total 154 203 202 131 56 746
Sum of Amount Settled Policy Year K

Claim Type Ei 2013 2017 Grand Total
Third Party Personal Injury 22,550.95 15,711.05 89.00 26,839.04 1,715.50 66,905.54
Third Party Property 31,065.82 89,200.05 40,560.24 14,697.96 12,434.13 187,958.20
Tree Roots 6,652.00 19,080.60 16,076.50 3,5639.25 - 45,348.35
Professional Indemnity - - -
Grand Total 60,268.77 123,991.70 56,725.74 45,076.25 14,149.63 300,212.09
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5 Claim Denials

All new claims are investigated on merit and denied unless a compelling case for Council
liability is presented supported by appropriate evidence. Where prudent, notwithstanding
denial of liability, notification of a claim to Civic Risk Mutual and/or CMA may be made to
preserve Council’s interest under policies of insurance. The data has been historically kept
in such a way that partial settlements and denials of liability have not been separately
identified in the reporting. This will be revised in the next quarter to improve granularity.

Claims Denied by Category and Policy Year
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Count of Denied

Claim Type 2017 Grand Total
Third Party Personal Injury 14 6 27 25 9 81
Third Party Property 37 48 35 32 25 177
Tree Roots 9 10 4 2 4 29
Professional Indemnity 0 0 0 0 0 0
60 64 66 59 38 287
Sum of Amount Denied Policy Yearﬂ
Claim Type 2013 2017 Grand Total
Third Party Personal Injury 4,200.00 10,000.00 4,000.00 15,000.00 10,000.00  43,200.00
Third Party Property 74,639.98 46,410.63 35,328.26 65,778.00 58,389.96 280,546.83
Tree Roots 33,124.87 38,274.70 32,199.00 1,902.00 10,625.00 116,125.57
Professional Indemnity - - -
Grand Total 111,964.85 94,685.33 71,527.26 82,680.00 79,014.96 439,872.40
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6 Claims Outstanding
Outstanding claims also depict the declining trend in all reported categories except Third

Party Property, which is adversely affected by a claim of $16,500 reported in June for
driveway damage on private property which is likely to be denied by Council.

Outstanding Claims by Category and Policy Year
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Claim Type 2017 Grand Total
Third Party Personal Injury 7 10 29 18 8 72
Third Party Property 13 7 26 13 6 65
Tree Roots 6 5 4 1 1 17
Professional Indemnity 1 0 1 0 0 2

27 22 60 32 15 156

Sum of Amount Outstanding Policy Yearﬂ

Claim Type 2013 2017 Grand Total
Third Party Personal Injury 78,514.05  162,907.20  156,146.95 99,470.96 8,000.00 505,039.16
Third Party Property 19,461.86 25,903.38 27,245.00 21,832.83 33,286.00 127,729.07
Tree Roots 40,638.10 45,265.00 7,829.00 15,961.00 8,350.00 118,043.10
Professional Indemnity 1,000.00 1,000.00 2,000.00
Grand Total 139,614.01  234,075.58  192,220.95  137,264.79 49,636.00 752,811.33
Attachments

Nil
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